The Whois Data Problem Report System: System Improvements Underway

Dear ALAC Members:

Thank you for allowing ICANN an opportunity to address concerns raised by one of your members, Mr. Danny Younger, regarding the Whois Data Problem Report System (WDPRS).  It is ICANN’s aim to provide you with as much information as you need to assist you in understanding the purpose of the WDPRS, how this system operates and system enhancements currently underway.  Below you will find background information that we believe is helpful in understanding the challenges associated with the WDPRS and  responses to specific issues raised by Mr. Younger.  

 ICANN appreciates ALAC’s interest in the important internet tool intended to improve domain name Whois accuracy and ICANN looks forward to working collaboratively with the ALAC as future system improvements are considered.           

Background Information
The Whois Data Problem Report System (WDPRS) was designed to assist registrars in complying with their contractual obligation to investigate Whois inaccuracy claims and correct discovered Whois inaccuracies.  The goal of the WDPRS is to streamline the process for receiving and tracking complaints regarding inaccurate and incomplete Whois data. Reports are submitted through the InterNIC website and transmitted to registrars for action. Although ICANN is not required to operate such a system, ICANN recognizes the significant value the WDPRS has in improving domain name Whois accuracy. 

Since its implementation in 2002, ICANN has seen a significant rise in the number of Whois inaccuracy reports filed through the WDPRS.  In 2002, approximately 24,000 reports were filed using this system.  As of 5 September 2008, approximately 160,000 reports have been filed since 1 March 2008.  This significant increase in usage is almost entirely due to a single automated submitter.  This high volume submitter submitted approximately 133,000 of the 160,000 reports filed since 1 March 2008 (It should be noted, however, that many of these reports are duplicates -- there are only 64,000 unique domains in these 133,000 reports; some alleged domain name inaccuracies have been reported dozens of times).

 Although the WDPRS was not initially designed to accommodate high volume automated filings,  the system has been made more robust over the years in order to operate under the strain of high-volume automated filers that attempt to file multiple reports in a short period of time.   While ICANN is confident that most of the high volume filers that submit multiple automated reports on a daily basis are genuinely interested in filing Whois inaccuracy claims, certain protective measures are necessary to prevent high volume attacks and abuses on the system.  A review of WDPRS records revealed that a significant number of invalid Whois inaccuracy reports were filed in 2007, such as spam claims and errors not relevant to Whois accuracy.  Accordingly, plans are underway to update the WDPRS so filers report Whois inaccuracies only.   

Over the past six months the WDPRS has experienced system glitches associated with high volume filings. However, this system is fully functional and it successfully transmits thousands of Whois inaccuracy claims to registrars for investigation on an annual basis.  As previously reported in the Contractual Compliance Newsletter, a system redesign is currently underway to improve operational effectiveness, data processing, accuracy, data recovery and increase data capacity.  However, the system redesign process is a major undertaking and ICANN’s technical staff, compliance staff, legal staff  and executive management are working together to ensure that a new system is implemented that addresses community needs and results in improved Whois accuracy compliance. 

Other than one high volume filer, who transmits thousands of automated Whois inaccuracy claims through the WDPRS annually in an attempt to eliminate spam, ICANN receives very few complaints about the WDPRS from filers. ICANN has engaged in communications with this high volume filer to address problems and strategize about ways to facilitate a simplified high volume filing process.  ICANN appreciates community input and is using information provided by this high volume submitter in the redesign of the WDPRS.    
Responses to Specific Issues Raised by Mr. Danny Younger  
1. It has been reported that the WDPRS has been down for the whole month of April 2007.  It has also been down on these dates:
1/22/2008
2/2/2008
2/5/2008
2/12/2008
2/26/2008
3/6/2008
4/5/2008
6/17/2008

RESPONSE: Like many computer software systems, the WDPRS has experienced unanticipated system glitches and irregularities from time to time.  However, for the past seven years of operation ICANN has consistently taken immediate steps to address discovered system glitches and irregularities.  ICANN is interested in knowing the source of the reported information regarding when the WDPRS was allegedly down, as the system may have been reacting to one particular high volume reporter in an attempt to prevent a system attack on the dates listed above. However, the system may have been functioning normally for other reporters on the dates listed above. 

2.  On 19 March a concerned WDPRS submitter reported to ICANN's Public Participation site:  "I have not received a 45-day WDPRS follow-up since 20-Jan-2008, even though I have filed WDPRS reports almost daily for the past several months. Has ICANN discontinued WDPRS follow-ups? I have emailed the webmaster a few times about this matter, but as with all emails to the webmaster on any subject, I have never received a reply. Dale H. Cook, Chief Engineer, Centennial Broadcasting, Roanoke/Lynchburg, VA - WZZI / WZZU / WLNI / WLEQ;

RESPONSE: ICANN responded to Mr. Dale Cook’s message on ICANN’s public participation site at:  http://public.icann.org/en/node/657 with the message below.  Additionally, ICANN published an article regarding the WDPRS in the Contractual Compliance Newsletter to provide the Internet community with information regarding the system glitch that Mr. Cook referenced in his message and ICANN’s plans for improving the WDPRS.   See article at http://www.icann.org/en/compliance/archive/compliance-newsletter-200805.html.

ICANN's technical staff corresponded with Mr. Cook, and diagnosed email problems with Mr. Cook's ISP.
Comments

Please send reports of any WDRPS issues
Submitted by kieren.mccarthy on Fri, 2008-03-28 01:54. 

ICANN is trying to compile reports from as many people as possible on this issue for a discussion early next week (31 Mar-4 Apr). So if you have faced a WDPRS issue in the past month or so, please email the Compliance Director, Stacy Burnette, at stacy.burnette [at] ICANN [dot] org with the heading "WDRPS issue report" and she will compile and review them. Thanks Kieren McCarthy General manager of public participation 

· Login or register to post comments 

WDPRS Follow-Up Notices
Submitted by Stacy Burnette on Wed, 2008-03-26 22:25. 

Dale: Thanks for posting this comment regarding ICANN's WDPRS. We were not aware that follow-up notices were not being transmitted to reporters. I have asked the site administrator to address this problem right away. As you know, the follow-up information ICANN receives from reporters is extremely important in determining whether registrars are taking corrective action regarding Whois data inaccuracy reports. Again, thanks for your comment and you may contact me directly at stacy.burnette@icann if you have any other concerns regarding the WDPRS. Stacy Burnette Director Contractual Compliance ICANN 

· Login or register to post comments 

More detail please
Submitted by kieren.mccarthy on Fri, 2008-03-21 20:20. 

Hi Dale, You have filed a WDPRS using the online form here: http://wdprs.internic.net/? And you have received no response? Is that right? If that is the case, can you get back and say so and I will get people to look into it. Kieren Login or register to post comments 

3. Just before the Paris session, the WDPRS stopped accepting reports from the largest submitter of inaccurate Whois data;

RESPONSE: When the largest submitter of Whois inaccuracy reports informed ICANN on 18 June 2008 that the WDPRS was not operational, ICANN responded on 18 June 2008 that the problem was corrected.   

The WDPRS was originally designed to accept reports from individual reporters.  The largest submitter of Whois inaccuracy reports developed an automated system for filing thousands of reports daily.  To accommodate automated filing and to prevent possible abuses of the system, ICANN made interim system adjustments over the past ten months.  However, as mentioned above, a system redesign is underway to improve processing and address community needs.      

4.The WDPRS has been newly reconfigured with rate limiters that serve to obstruct the reporting process.  Prior submission rates allowed for three report submissions per minute (the daily ceiling of reports was 4320). It would now take 1 month to submit this quantity of reports with the programmed delays;
RESPONSE: The WDPRS has had rate limits since its inception.  Reasonable rate limiters are necessary to prevent high volume attacks and abuses of the system that could potentially overwhelm the WDPRS.  As part of the WDPRS redesign, ICANN is developing a system that will simplify filing for high volume submitters. High volume submitter will have the option of submitting bulk reports.  The records from those reports will be processed in the same manner that individual Whois inaccuracy reports are processed, however high volume submitters will have the opportunity to file several thousand reports on a daily basis.   

5. The largest WDPRS submitter receives reports in the range of 5000 – 10,000 illicit unique domains per day and has noted that it would hypothetically take 4 years to report a month’s worth of false registrations through the current WDPRS.
RESPONSE: As stated in response to number four above, ICANN is redesigning the WDPRS to accommodate high volume report submissions.  

6. Rather than working in cooperation with the submitting agents and jointly fashioning a more scalable system, ICANN Staff has resolved to implement "a system that will ensure staff reviews every alleged inaccuracy report for a particularized inaccuracy before sending the report to the registrar".  This approach assuredly will not scale and can be expected to inadequately serve the needs of the user community.
RESPONSE: See RESPONSE Above.  In addition, while ICANN is committed to adding a review component to the WDPRS to lessen the likelihood of registrars receiving  invalid Whois inaccuracy reports, the review process has been amended to allow a review of a certain number of Whois inaccuracy reports per day as opposed to reviewing every report filed. ICANN recognizes that a review of every report filed through the WDPRS would likely cause a delay in processing of Whois inaccuracy reports.  In short, ICANN concurs with Mr. Younger’s analysis.    
7. We are aware that the reporting of inaccurate WHOIS Data is also hampered by proxy services that withhold underlying data.  While it may be appropriate for individuals to utilize such privacy services, it remains inappropriate for those engaged in commercial transactions over the internet to obfuscate/shield their contact data -- such actions do not serve the interests of users/consumers.  The ALAC could be of value to the user community were it to request that the GNSO engage in policy development pertaining to such proxy services.

RESPONSE: Until policy changes are made with respect to proxy and privacy services, ICANN cannot prohibit the use of such services. 

8. We currently receive a lot of data from ICANN's compliance department, but lots of data does not equate with transparency.  The WDPRS represents a problem area about which the Compliance Department has not been sufficiently forthcoming.

In the May Compliance Department report it was noted that staff:

"Created a new database to allow processing of WDPRS reports;
Raised the report limiter to accommodate an increased number of reports; and Monitored (and continues to monitor) daily activity for system response and capacity.   As part of a long-term solution, ICANN is conducting a system redesign that will improve operational effectiveness, data processing, accuracy, data recovery, and increase data capacity."
9.By all indications an increased number of reports is not being accommodated and the system redesign has totally failed to meet its objectives.   
RESPONSE:  The WDPRS redesign is currently underway and it is anticipated that the first phase of the system redesign will be complete by November 2008. 

10. Those of you that read the SSAC reports will note their recent analysis of 4444 registrations that determined that:

– 10% were missing admin contact name (439 records)
– 11% were missing admin contact email (502 records)
– 12% were missing admin contact address (514 records)

With this level of inaccuracy one has to wonder if registrars are actually investigating inaccuracies as required by Section 3.7.8 of the RAA, or if that entire community is just going through the motions.  A thoroughgoing investigation is warranted.  It certainly would be appreciated if ICANN's Compliance Department could tell us exactly how many domain name registrations were terminated as a result of inaccurate data over the course of the last year.
RESPONSE: In a report issued by the Security and Stability Advisory Committee (SSAC) that included an analysis of 4,444 domain name registrations, it was revealed that, consistent with the RAA, 88% contained administrative contact address information, 90% contained administrative contact name information and 89% contained administrative contact address information .  Although 100% Whois accuracy and completeness is ICANN’s goal for the gTLD data base, this report demonstrates that the overwhelming majority of domain names analyzed by the SSAC contained complete Whois information. Registrars, the community and ICANN are positively impacting domain name Whois accuracy through the WDPRS.   ICANN will announce the implementation of its redesigned WDPRS in the coming months.  ICANN appreciates the patience the community has demonstrated during the system redesign process.

Conclusion

ICANN welcomes questions from ALAC members regarding the contents of this letter and the WDPRS in general.  ICANN is committed to making system improvements to the WDPRS to ensure that the Internet community has a useful, robust tool for reporting domain name Whois inaccuracies.  Although we do not believe an investigation of the WDPRS is necessary, we are willing to provide information to assist you in your evaluation of the WDPRS.

Sincerely,

Stacy Burnette

Director

Contractual Compliance

ICANN    
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