Dave,

Thank you for your recent communiqué to the ALAC discussion list and to the GNSO Council list regarding the 28 January 2008 SSAC025 Advisory regarding Fast Flux Hosting and DNS.

Community members are currently tracking policy discussions that have commenced subsequent to the release of this document.

Speaking for myself, I am particularly concerned by the decision of the representatives of the registry, registrar and non-commercial constituencies not to endorse the call for an Issues Report on this matter
 -- I find this to be a significant and troubling development.
Over the years, we have watched the laggard supplier-community response to SSAC recommendations that call for the establishment of best practices:  the thoughtful recommendations put forward by your committee on a best practice approach to (for example) domain name hijackings have yet to be adopted on even a limited scale.  As MarkMonitor’s Margie Milam has noted on the registrar discussion list, “The results are that some registrars are extremely helpful and cooperative, while others do not choose to help.”  Clearly, a best practices approach alone won’t efficiently solve the problems that the SSAC has highlighted.
In (1) pointing to the fact that mitigation efforts are not uniformly adopted or practiced, in (2) calling for a consideration as to whether such practices should be addressed in future agreements, and in (3) recommending that registrars “publish and enforce a Universal Terms of Service agreement that prohibits the use of a registered domain and hosting services (DNS, web, mail) to abet illegal or objectionable activities (as enumerated in the agreement)”, you have echoed the remarks first sent to the Public Forum on RAA Consultations in which Bob Harrison
 similarly sought to mandate the creation of a “a comprehensive Acceptable Use Policy”.  

This particular recommendation, however, is currently at odds with the views of ICANN Staff that in their “Consultation on Registrar Accreditation Agreement Amendments: Analysis of Section F of the Synthesis of Public Comments”
, wrote: 

Proposal 2: ICANN should require standardized Acceptable Use Policy in registration agreements to address criminal fraud 
Analysis: The present ICANN RAA requires registrars to “abide by applicable laws and governmental regulations.” Criminal fraud is more appropriately addressed by governmental law enforcement and other legal mechanisms. ICANN does not view its limited mandate to include the uses made of domain names. While there may be many uses – “proper” and “improper” – made of domain names that one entity or another may disagree with (e.g., political, religious, pornographic, as well as those that may be used to perpetrate fraud), it is not ICANN’s role to define what is and is not acceptable unless it directly affects the operational stability, reliability, security, or global interoperability of the Internet. 

As I take issue with the notion that “ICANN does not view its limited mandate to include the uses made of domain names” (in that ICANN most certainly via the UDRP deals with such uses), I deem it important for all of us to have a serious discussion with ICANN Staff regarding their “philosophy”, and the impact of such views on the current RAA negotiating process that should be leading to a more comprehensive registrar self-regulatory effort via RAA contract revisions.  If Staff is failing to responsibly represent the views of the wider community in such matters, then perhaps we all need to be calling for closer community oversight of the currently private Staff/registrar negotiating process.
Best regards,

Danny Younger (writing in my personal capacity).
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� The GNSO Council RESOLVES:  


ICANN Staff shall prepare an Issues Report with respect to "fast flux"


DNS changes, for deliberation by the GNSO Council. Specifically the


Staff shall consider the SAC Advisory, and shall outline potential next


steps for GNSO policy development designed to mitigate the current


ability for criminals to exploit the DNS via "fast flux" IP or


nameserver changes.
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