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A domain name is your name and address on the Internet. A domain name can be used to host a website, blog, or social networking space for your company, organization, or for you as an individual. Domain names help businesses and organizations build and protect their reputation and brand. They give individuals the freedom to personalize email and Internet telephone numbers. 

Domain names are a global Internet resource. They are also highly sought-after commodities today: over one hundred million domain names are registered in the popular generic Top-Level Domains. ICANN’s list of Generic Top-level domains includes AERO, ASIA, BIZ, CAT, COM, COOP, INFO, MOBI, MUSEUM, NAME, NET, ORG, PRO, TEL and TRAVEL. Domain names are basically strings of letters, digits and hyphens. Many domain names are simply the names of businesses, organizations or individuals. Others are slogans, popular phrases, instant messaging abbreviations, or combinations of words that are meaningful, clever, or cliché. Competition for domain names can be extremely fierce, so act quickly once you’ve chosen a domain name. Don’t be surprised if someone else has taken it. Be prepared with alternative selections. 
Contrary to popular opinion, you don’t actually buy a domain name: you pay a fee to register it for a period of time. You have the opportunity to renew it, as long as you keep your registration and fees current. Registering a domain name is an important step for businesses and consumers, so here are some tips to consider when registering a domain name.

1. Is the company you are buying it from accredited by ICANN?

ICANN is a non-profit company that oversees the domain name system. If a company offering to provide you with a domain (a “registrar”) is accredited by ICANN, it will have signed up to various contractual obligations, and so should be a safer choice that a non-accredited company. Many accredited registrars display an ICANN-accredited registrar logos like this one: 

[image: image1.wmf] 
2. Is the website secure?

If you are registering a domain name you will most likely share your credit card information with the company over the Internet. Therefore, the transaction should be treated the same way as any other online purchase. Before you enter credit card or personal information, verify that the page or the forms where you will enter personal information is secure (e.g., the address or link for the page or form should begin with “https”). 

If you want to make sure the site is safe, look for and double-click on a padlock symbol in your browser window to view the company’s security certificate. You may find the padlock symbol near the address bar or somewhere on the page, as illustrated below. Read the certificate to determine whether the issuer is a recognized trusted certificate authority. Be suspicious of any certificate or authority your browser cannot verify. 
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3. Are you required to log-in to your account?

If you have to devise a password of a certain length or with at least one number, or a mix of uppercase and lowercase letters, it’s a good bet that the company is following the industry’s best practices for secure web transactions. 

4. What is the site’s privacy policy?

The site should have a link to its privacy policy clearly posted. Look for the word “privacy,” “legal,” or “terms of use” at the bottom of the page. The privacy policy should clearly state that the company will not sell your data to third parties. Look for wording such as: “We will not sell, rent, or otherwise disclose personal data to third parties for purposes of marketing.” ICANN-accredited registrars are required to tell you the purpose of any personal data collected, who can access the data, and how to correct it. [See ICANN’s Registrar Accreditation Agreement, section 3.7.7.4 at www.icann.org/registrars/ra-agreement-17may01.htm, and the model ICANN privacy policy at www.icann.org/registrars/model-privacy-policy.htm.] 

5. What contact information should you give?

Every domain has three types of contact information, each of which is made publicly available through a service called WHOIS: registrant, technical contact and administrative contact. Registrars are obligated to publish the mailing address you as a  registrant provide, plus the phone and email address for the admin and tech contacts you as a registrant designate -- not necessarily the registrant's personal data. You are obliged to give accurate contact information, but you should consider using a different address and email contact aside from your personal details such as an office or work address, or post office box or email address you create specifically for domains.

Some registrars offer “proxy registration” for an additional fee, meaning they will arrange for a third-party's name and address other than yours to be listed as the registrant of the domain.  The third party's contact information rather than yours will be published in the WHOIS, and typically you (the customer) will have only a license to use the domain name. This can offer some protection for your privacy, but be warned: If you choose not to list your name as the registrant, you may have difficulty getting hold of the domain name if there is a future dispute. Other registrars offer a different sort of privacy service that leaves the customer as the listed registrant but publishes a registrar-supplied email address, postal address and phone number. Research these services before you buy and choose based on the features you seek.

One more caveat: make sure the email address you have for your domain is current and that you check it regularly. You will need to renew the domain in the future, so it is important that the registrar you choose is able to contact you through your email address. If the registrar cannot contact you and you do not renew your domain name before your registration expires, you risk losing the domain altogether.

6. Does the company offer “registrar lock”?

This is a simple service that means the domain’s details ordinarily cannot be changed without your permission. You should see if the company has it, and use it.

7. How good is the domain renewal service?

Domains are only registered for finite periods of time and you will need to renew them. If the company you register your domain with offers services such as multiple renewal notifications, or an auto-renewal option, or allows you to re-register several domains at once, you are less likely to lose track of your domain. Some, more expensive, options will see the company telephone you to inform you of any issues with your domain. 

8. What if I choose not to renew a domain name?

Accredited registrars are obligated to provide notice to each new registrant describing the details of their deletion and auto-renewal policy. Read these notices carefully. Also be prepared to deal with any unintended consequences that may occur should you choose not to renew a domain name. Another party may choose to register the domain and could use it in a manner contrary to yours (see SAC011, Problems caused by the non-renewal of a domain name associated with a DNS Name Server at www.icann.org/committees/security/renewal-nameserver-07jul06.pdf). Some registrars will have the customer agree in advance to sell the name to a third-party if the customer chooses not to renew a domain name. The registrar may share the proceeds from such a sale with you. 
9. Have you checked all the different fees?

A registrar’s fees and services should be easy to find and clearly defined. As with most things, you get what you pay for. So while one company may allow you to register a domain very cheaply, there may be additional costs attached to moving that domain to a different company, or when you need to renew that domain. Different companies charge different amounts for different services. Check out which services you think you will need, then find the best deal for your needs. 

10. How can you contact the company?

Check out how you can contact the company in question. Do they have toll-free numbers? Are they available 24 hours? On weekends?  Do they offer only email support? Do they offer things like live chat for quick online queries? What about language support if they are based in a country with a different language than your own?

If you do encounter problems, read the following advice from ICANN:

How to Get Help When You Have a Problem with Your Registrar, www.icann.org/announcements/announcement-06mar07.htm.

