Draft EU law offers clarity on WHOIS issue
By Ben Wallis

Access to domain name registration data (commonly known as WHOIS data) is vital for law enforcement, cybersecurity, consumer protection and protecting against intellectual property infringements. Given these important and legitimate interests, access to WHOIS data is not incompatible with the EU’s General Data Protection Regulation (GDPR). However, whether due to a willful misinterpretation of the law, or an over-abundance of caution given the potential penalties for not complying with the GDPR, contracted parties have dramatically reduced access to WHOIS data.  

To remedy this misapplication of the GDPR, a draft European Union cybersecurity law – the update to the Directive on Security of Network and Information Systems (NIS2) on cybersecurity – includes provisions that set out the critical value of as WHOIS data, and when, how, and to what extent that data should be made available. 

The BC is following the legislative process closely and providing input to key legislators to provide information about this issue and recommend how the draft law should be clarified and strengthened to remove loopholes and ensure it can achieve its stated aims. 

The path to an EU law

EU laws are drafted and proposed by the European Commission, and the proposed laws are then considered and amended by the two parts of the EU legislature – the Council (representing the EU’s 27 national governments) and the Parliament (representing the citizens of the EU). The Council and Parliament produce their own versions of the draft law, and then the two bodies come together to agree and adopt a final text. The Commission published the draft NIS2 Directive in December 2020, and we anticipate that the law will be adopted by the EU in mid-2022. 

But that is not the end of the story. For some types of EU law – Regulations, like the General Data Protection Regulation (GDPR) – once adopted, the law enters force on a single date and with the exact same wording in all EU countries. But Directives are different – once adopted by the EU, national governments have a set amount of time (18 months in the case of NIS2) to incorporate or “transpose” the Directive into their national law. This transposition provides some discretion to the national governments to implement the law as they see fit. If the law is adopted in mid-2022, we would therefore expect to see the law in force across the EU by early 2024. 

Finally, one of the roles of the European Commission is to ensure that EU law, once adopted, is properly enforced – if they think that is not the case, they can call for a government to make changes to their implementation and ultimately, if still unsatisfied, can take the case to the European Court of Justice. 

What are the BC’s concerns? 

The European Commission introduced the provisions in Article 23 of the NIS2 Directive because it recognised that an apparent lack of clarity or consensus around how the GDPR applies to WHOIS data had led to this situation. The BC therefore believed it was important to support these new provisions by explaining their importance to legislators who might not be familiar with WHOIS data or understand the role it plays to support cybersecurity. 

However, the BC was also concerned that the way Article 23 had been drafted could lead to loopholes which would prevent the full intended access to WHOIS data for legitimate purposes, as set out in a position paper adopted in March 2021. We therefore crafted potential amendments which the legislators could introduce to provide the necessary strengthening and clarification of the provisions, which include: 	Comment by Ben Wallis (CELA): Insert hyperlink -  https://cbu.memberclicks.net/assets/docs/positions-statements/2021/2021_03March_18%20ICANN%20Business%20Constituency%20NIS2%20Directive%20Commission%20consultation.pdf
· Clarifying the scope of DNS providers subject to the requirements to provide access to WHOIS data, including to explicitly include domain name resellers and privacy / proxy providers;
· Ensuring timely access to WHOIS data by including a 24-time limit for the provision of data upon receiving a legitimate request;
· Requiring contracted parties to verify the accuracy of WHOIS data;

Where has the process got to?
 
In terms of the two legislative bodies, it is the Parliament which has proceeded more quickly, and its members (MEPs) are already discussing amendments to the law. The MEP who leads the parliamentary process and will eventually lead negotiations with the Council on the final text, Bart Groothuis, kicked off the process with a draft set of amendments. 

The BC’s drafting team was very pleased to see that Mr Groothuis’ amendments would deal with most of the issues we had raised. We have therefore shared a statement with other MEPs to help	Comment by Ben Wallis (CELA): Insert hyperlink - https://cbu.memberclicks.net/assets/docs/positions-statements/2021/2021_05May_31%20BC%20position%20paper%20on%20EP%20NIS2%20amendments%20May%202021%5B19%5D.pdf
to defend these proposed amendments during the legislative process, by explaining why they are important and what they will achieve. 

In March, we sent an initial position paper to some officials in the Council. As the Council advances its own process in the next couple of months, we will follow up with officials with the aim of securing similarly helpful amendments in the Council’s version of the law. 

A win-win outcome?

It appears there is a good chance that the EU will adopt a new law containing clear requirements for the provision and sharing of WHOIS data, and how this can be done in compliance with the GDPR. This would obviously be a win for those BC members who rely on access to WHOIS data to help to protect their own customers, and also for the public more generally as law enforcement authorities regain access to the WHOIS data that helps them tackle cybercrime, protect consumers and deal with the horrors of the online child sexual abuse. 

However, it would also be a win for the contracted parties which have largely withdrawn access to WHOIS data in a misguided concern that they would fall afoul of the GDPR – the NIS2 Directive should provide them with the reassurances they need to restore access to WHOIS data for the various legitimate purposes described above. 

