Some have criticized the centralized ARDS model as likely to be “too big” and therefore vulnerable to either technical failure or malfeasance.  . We do not feel that we are in a position to definitively agree or disagree with this concern so would appreciate some guidance from the SSAC on this point.  However we do note that the registry data repository, which the BC believes should be considered authoritative, will retain ultimate control of registrant records so  in the unlikely event of data loss or breach, data can be reassembled/recreated.  The BC believes that overall it is safer, or at the very least as safe, to centralize the data as it is to spread data across several individualized databases, many with untested security.  

· Could the EWG’s recommendation for purpose-driven authenticated Gated Access to validated registration data satisfy identified RDS users and their needs?  In such a model, how would requestors be identified, authorized and issued RDS access credentials?  In particular, who would accredit law enforcement agents, based on what criteria? 
The BC appreciates the challenge facing the EWG and the ICANN Community, to develop appropriate mechanisms for the validation of credentials necessary to obtain Gated Access to registration data.  The BC suggests that requestors can submit their qualifications to a third party, funded or subsidized by ICANN, to be approved on the basis of secure, protected credentials.  

Punitive measures should be in place to withdraw or cancel Gated Access if the requestor abuses the system or misrepresents their purpose to the validator.  

The BC recognizes the unique challenge as this relates to governments or law enforcement in authoritarian regimes that might use Gated Access to persecute individual registrants, and entities, and would encourage the EWG and the Community to develop a situation where governments and/or law enforcement entities who cannot demonstrate a specific compelling interest in the identity of these individuals, cannot breach privacy and proxy services which are available for non-commercial/free expression use.
By the same token there is a concern that an aggregated database relating to law enforcement (etc.) professionals could also be subject to both misuse and attack. Coupled with a global directory for Gated Access, this could present significant operational challenges if, for example, a coordinated attack or temporary downtime prevented security professionals from accessing information necessary to counter fraud and other malfeasance. Again, we would recommend that SSAC undertakes a risk assessment of these potential issues.
