Recommendations Wildcard Study Group

1. Introduction

At the ICANN Sydney meeting (June 2009) the ICANN Board requested the ccNSO to provide a report on mechanisms that could be employed to ensure that redirection and synthesis at the top level are effectively prohibited. At the Seoul ICANN meeting (October 2009) the ccNSO conducted an information session on redirection and synthesizing of DNS responses (“redirection”). At that session it was established that, with a few exceptions, most ccTLDs do not use redirection. With respect to the exceptions,more information was needed, both to understand the issues associated with redirection and the need for use of “redirection” by those ccTLDs.

The ccNSO council resolved to establish a study group to provide to the ccTLD community and the ccNSO Council a comprehensive overview of the issues associated with redirection at country code Top Level Domains, and the need for and current use of redirection by country code Top Level Domains. An overview of the process leading up to the recommendations of the study group is included in Annex A.
After conducting its research, the study group submitted its final recommendations to the council in June 2010. Based on the recommendations and at the request of the ccNSO Council the chairs of the working group propose the Council undertake the follow-up actions listed in the following section (section 2). The recommendations of the ad-hoc study group are contained in section 3.   

2. Recommendations to the Council

The study group was established a) in response to a request of the ICANN Board to provide a report on mechanisms that could be employed to ensure that redirection and synthesis at the top level are effectively prohibited and b) to provide to the ccTLD community and the ccNSO Council a comprehensive overview of the issues associated with redirection at country code Top Level Domains, and the need for and current use of redirection by country code Top Level Domains.

The study group suggests that the council take the following actions with regard to recommendation 1 and 2 below ( section 3):

a. Inform the ICANN Board of directors that in response to the ICANN Board request a ccNSO study group was set up to advise and report to the ccNSO and submit the Final report of the study group to the ICANN Board of directors.

b. Inform the ICANN Board of directors that based on the findings of the study group:  

· ICANN and other stakeholders are advised that a full and frank dialogue on the use of redirection with the ccTLDs should be fostered.  By ensuring that the reasons for use and possible harms done are well understood by those ccTLDs, a solution is more likely to be arrived at sooner rather than later. This dialogue, however, will only succeed if judgment on the reasons for the use is suspended. The ccNSO will continue its own dialogue with those ccTLDs using wildcards.

· ICANN and the broader community are advised that, prior to taking further steps, it should consider more clearly delineating which behaviours it is targeting and develop an authoritative method to identify (cc)TLDs who are engaged in synthesis.

With regard to recommendation 3 of the study group it is suggested that the council do the following:

Further exploration and research is needed to define criteria to determine whether some behaviours arising from synthesis can be classed as more harmful than others. Taking into account all the security and stability initiatives currently undertaken by the Supporting Organisations and Advisory Committees, and ICANN staff, the Council is advised to take no further action at this time, but to revisit the issue again at a more appropriate time. It is advised that the community is informed accordingly.

3. Recommendations of the Study Group.

The Final Report of the ad-hoc wildcarding study group contained the following recommendations:

Recommendation 1.
Dialogue

Following our analysis and liaising with the many interested parties (ccTLDs, ICANN) we came to the conclusion that full and frank dialogue on the use of redirection by ccTLDs should be fostered.  By ensuring the harms and reasons for use are well understood, a solution is more likely to be arrived at sooner rather than later. This dialogue, however, will only succeed if judgment on reasons for use is suspended.

Recommendation 2.
Identification of cc’s using wildcarding

As mentioned, it was determined that in fact a number of other ccTLDs engage in redirection of sorts even though the behaviours are not captured by RFC 1034.  We therefore recommend that the ccNSO advise ICANN that, prior to taking further steps, ICANN and the broader community consider either more clearly defining which behaviours it is targeting or develop systemic methods to identify (cc)TLDs who are engaged in synthesis.

Recommendation 3.
Differentiate between harms

It became clear during the group’s work that different harms were exhibited by different ccTLD’s depending on the manner in which the registry use redirection.  The group attempted to remain objective and not determine in this exercise which harms are more or less harmful than others.  However, we recommend that the council consider determining which harms or behaviours are more harmful than others.

Annex A. Background and Process

On 10 June 2009, the Security and Stability Advisory Committee (SSAC) published and forwarded to the ICANN Board an advisory which determines that the redirection and synthesizing of DNS responses by TLDs poses a clear and significant danger to the security and stability of the domain name system. At the ICANN Sydney meeting (June 2009) the ICANN Board requested the ccNSO to provide a report on mechanisms that could be employed to ensure that redirection and synthesis at the top level are effectively prohibited. At the Seoul ICANN meeting (October 2009) the ccNSO conducted an information session on redirection and synthesizing of DNS responses (“redirection”). At that session it was established that, with a few exceptions, most ccTLDs do not use redirection, and that more information was needed, both to understand the issues associated with redirection and the need for use of “redirection” by ccTLDs.

The ccNSO council resolved to establish a study group to provide to the ccTLD community and the ccNSO Council a comprehensive overview of the issues associated with redirection at country code Top Level Domains, and the need for and current use of redirection by country code Top Level Domains.  

The study group undertook the following:

· Summarise the issues associated with “redirection” as identified by SSAC in its reports (see references);


Liaise with SSAC to seek further clarification and input if considered needed and appropriate by the group, for example to better understand the threats that redirection creates for Internet users and related issues;


Liaise with the Stability, Security and Resilience department of ICANN to seek further clarification and input if considered needed and appropriate by the group, for example to better understand the threats that redirection creates for Internet users and related issues; 


Liaise with the ccTLDs who are currently using “redirection” to solicit their views and perspective on “redirection” to provide a comprehensive overview on the backgrounds of their use of it;


Prepare a session at a ccNSO meeting, either at the ICANN meeting in Nairobi or Brussels whichever is deemed to be more appropriate by the study group, or present and discuss the results of the study to the ccTLD community;


Provide a final report of its findings to the ccNSO Council.

The study group did not consider the merits of wildcarding nor methods to engage ccTLDs who are using wildcards.  The study group conducted anecdotal research and analysis and can not be considered a scientific analysis of the issues. 

The following provides a brief outline of the study group’s activities.

1.
Purpose

The Ad-hoc Wildcard Study Working Group was established by the ccNSO Council to provide to the ccTLD community and the ccNSO Council a comprehensive overview of the issues associated with “redirection” at level of Top Level Domains, and the need for and current use of “redirection” by country code Top Level Domains. 

2.
Scope of activities

The Scope of the Study Group was as follows:

a.
Summarize the issues associated with "redirection" as identified by SSAC in its reports

b.
Liaise with SSAC to seek further clarification and input if considered needed and appropriate by the group

c.
Liaise with the ccTLDs who are currently using "redirection" to solicit their views and perspectives on "redirection" 

d.
Prepare a session at a ccNSO meeting either at the ICANN meeting in Nairobi or Brussels to present and discuss the results of the study to the ccTLD community.

e.
Provide a final report of its findings to the ccNSO council

The Study Group members undertook the following activities in attempting to fulfil the group’s mandate:

a.
Corresponded with ccTLDs who engage in wildcarding in an effort to collect their reasons for doing so.

b.
Summarize independent findings

c.
Compared SSAC and ICANN staff harms lists and compiled one list for analysis

d.
Provided short descriptions of each harm

e.
Independent review of the types of redirection

f.
Assessed redirection results, resolution time, and IANA database on registry

g.
Mapped the cc’s according to the ‘harms’ list

The Study group submitted its Final Report to the ccNSO Council at the ICANN meeting in Brussels (20-25 June 2010).
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