 Comments – Draft - Framework for Registry Operator to Respond to Security Threats
I submit the following comments on the above subject.
Refer: Page No.2: Redirect name services for the domain name:  The RO may adopt this process by aligning with CERT or any law enforcement agency. Prior permission from LEA (Law Enforcement Agency) or CERT will provide safety for taking actions. 
Refer:  Page No.3:  Take no action:  It is submitted that this may not be a right approach.  It was mentioned that “RO may reach the conclusion that a referred matter does not constitute a security threat or that the consequences of action outweigh the threat itself”.   
The first portion of the underlined sentence says that “RO may reach the conclusion that a referred matter does not constitute a security threat”.   It is submitted that RO may not decide whether a referred matter is a security threat or not.   LEA or CERT or any other national body expertise in handling cyber threats may alone DETERMINE a threat as a security threat.  RO may take action based on the advice of LEA or CERT. 
The second portion of the underlined sentence says that “that the consequences of action outweigh the threat itself”.  This may also not be a right approach.  It rather leads to more complications as action is not taken in the matter.  The following options may be exercised:-  
(a) A cautious approach to seek the advice of CERT or LEA and inform openly that the consequences of action outweigh the threat itself and seek advice on how to proceed in such cases.
(b) RO may inform the originator/requester to contact CERT or LEA and submit their advice to RO.   RO can safely take action on such advice of CERT or LEA.
Referring to Page No.4:  This para relates to the validity of source of requests.  Apart from its own sources, the RO may forward such requests to their national LEA or CERT and validate the authenticity and credibility of the requester.
Further it is submitted that if a RO receives a request relating to a different domain which is not in their management or control (for reasons like such domains come under another RO), the RO who has received the request may inform the requester or originator to contact the relevant RO and provide the contact details of the said relevant RO.  Cases relating to “abuse” may not be left unaddressed on for any reasons.  
I take this opportunity to propose “Alternate Action”:  In case of the requested action is not possible to implement due to technical feasibility or costs or consequences that could occur on taking such action, the RO may inform the originator about any alternate action which is feasible and obtain the consent in writing to perform such alternate action.   
Thank you
Best Regards 

R.R. KRISHNAA  
