Response of the Ministry of Telecom and Mass Communications of the Russian Federation to the discussion of procedure for handling WHOIS conflicts with national privacy law.

The Ministry of Telecom and Mass Communications of the Russian Federation welcomes opportunity to contribute to the discussion of procedure for handling WHOIS conflicts with national privacy law in particular Russian legislation of personal data storage and management. 
We would like to draw your attention that current procedures of ICANN force registrars to collect and disclose all data related to the domain administrator towards the WHOIS public reference service, which contradict the legislation of the Russian Federation on personal data. 
[bookmark: _GoBack]This legislation is regulated by the Federal Law No. 152-FZ  «Personal Data» 2006 that was developed due to the ratification of «Convention for the protection of individuals with regard to automatic processing of personal data» (Council of Europe, CETS 108). The main objective of this regulation is to protect the rights and freedoms of citizens in the processing of their personal data, including cross-border transfer. Personal data is required to be stored in Russian territory and protected according to defined rules. 
The law introduces the concept and definition of «personal data operator» that in the term refers to any person or organizations who deal with other individuals’ personal data processing. Personal data operators are responsible for the protection of «personal data» that is defined as any information, which relates directly or indirectly «to a specific individual or identified on the basis of such information individual» (subject of personal data).
Any legal entity, which works with personal data should be enrolled by national data protection agency in the register of personal data operators and fulfil number of requirements defined by the law.
Regarding data protection agency that controls proper laws performance and protection of personal data as well as maintains the register of personal data operators in the Russian Federation - there is Federal Service for Supervision of Communications, Information Technology and Mass Media (Roskomnadzor; please see http://eng.rkn.gov.ru/ for more information).
In accordance with Article 22 of the Federal Law for the inclusion in the register of personal data operators in Russian Federation, personal data operators, which process personal data should comply with the certain procedure and notify Roskomnadzor of its intention to work with personal data as soon as they start such activity. 
Regarding the possibility for the corresponding data protection agency providing a party with a written statement indicating that a WHOIS obligation in an ICANN contract conflicts with national law we think that such statement might be possible to be provided in a corresponding and certain context. However, as soon as Ministry of Telecom and Mass Communications currently represents the Russian Federation within GAC; we consider the current format of interaction between ICANN and national administrations including data protection agencies to remain the same.
