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Introduction

IDNA protocol published on 2003

Updated on 2010
Application oriented solution!

IDN ccTLD were introduced in 2010 (e.g. 4 =)

Assessment Goal
to study and assess end-user experiences regarding IDNA
Implementations for Arabic domain names.
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The Methodology

P

Planning the Test

Test Cases
Modeling
&
Generation

Execution
of Test Cases
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Methodology: Planning the Test

= Considered previous reports (time-based order)

e |IDN Top Level Domain Evaluations and Testing Report

—  SaudiNIC & Arabic Domain Name Pilot Project Team, 13 December 2007.
Arabic IDN Test Results for Mozilla Firefox

—  SaudiNIC, 06 Dec. 2010

Arabic IDN Test Results for Microsoft |IE

— SaudiNIC, 12 Dec. 2010

Internationalized Domain Names State of play:

— EURId-UNESCO, May 2011

World report on Internationalized Domain Names deployment
— EURIJ-UNESCO, November 2012

World Report on IDN Deployment

— EURIdJ-UNESCO, October 2013
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Methodology: Planning the Test

What can be

part of IDNA

report?
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Methodology: Planning the Test

P

What can be part of the report? .. HUGE +1000 things!

* We have selected about ~2% to be assessed.
* Qurrole in selection is: most popular, and used products.

@
. d4.3
Androi
d4.3
Browsers Office
Suites
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Methodology: Planning the Test

P

Search
Engines

Web
Hosting

* Cross platforms: iOS, Android, BlackBerry
** CMS: Content Management System

Wordpre
S
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Methodology: Test Case Modeling and Generation

The test case model which is used to generate the
test cases consists of five components:

B e h aV| O r * How a tester should behave.

I N p Ut « The IDN string being tested.
Tar t . What iS thé ehvirdnment, product andrwhich' H
g e part of the product.
* Yes/No questions being asked about what on
concern.

e A table, Not tabl Not
Results BibmeE dl e &
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Methodology: Test Case Modeling and Generation

" \We Generate about 190 test cases.
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Methodology: Test Case Modeling and Generation

"  Developed a test case control web application

AT Slaglal (Sagaatl 3L * =
Saudi Network Information Center H

Test Cases
Test Case Inputs IDN user experience assessment project

Test Case Categories Home / Test Cases

Test Case Comment

User
Search

Change Password

Logout Search Show all

@ Exact phrase O All words © Any word
test Case id inputid target category id userid statusa-
first.gil,. b, sl . Fifth-sixth.777.xn----- Google search: Firefox (as Search = =
133 btdbbpe8cpm6cb3moa.asgeall.Jlio browser):4/2014: search field Engines miharmed( few » @ RaXx
first.gily.cJb. il Fifth-sixth. 777 .xn----- Google search: Firefox (as Search > B
L34 btdbbpe8cpm6cb3moa.assgewll.Jlio browser):4/2014: search field Engines 2lhiamed |new P& & X
first.gl,.culb. sili. Fifth-sixth.777.xn----- Google search: Firefox (as Search o
135 btdbbpe8cpm6cb3moa.asge wll.Jlio browser):4/2014: search field Engines siamed (new PR X
e = Google search: Firefox (as
first.gil,.cJb. il Fifth-sixth.777.xn----- N B . Search sl
136 RbDpeAprEeh S mon e e browser_).4/2014. advance search page: o alhamed new palip die=10"¢
search field
i Bing search: Firefox (as
first.gil,. 2l il Fifth-sixth.777.xn----- R A . Search =
137 btdbbpeScpméchamoa. Al i browserl).4/2014. advance search page: Engines alhamed new PoliP dit=10"4
search field
first.gl,. =i, sili. Fifth-sixth.777.xn----- Bing search: Firefox (as Search > -
138 btdbbpe8cpm6cb3moa.asge wll.Jlio browser):4/2014: search field Engines altiamediinew » |G
first.gily. <. sil. Fifth-sixth.777.xn----- Bing search: Firefox (as Search .
139 btdbbpe8cpm6cb3moa. assgell. Jlio browser):4/2014: search field Engines afamed (new P @)X
first.gil,. 6. sl Fifth-sixth.777.xn----- Bing search: Firefox (as Search -
10 btdbbpe8cpm6cb3moa.assga wll.Jlio browser):4/2014: search field Engines alhamelipEvy » @ X
= P Bing search: Firefox (as
GG sib.Jgl.xn--mgbcz8a. - yusls A . . Search 2 5
141 Sl K-y TCbCqBbAbaTT. a3l lize browser»).4/2014. advance search page: Engines alhamed new P& EX
search field
0 kil ¥n--mahrzRa - .alx Rinn eparrh* Firefnv fas <earrh
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Methodology: Execution of Test Cases

Ty

®  Run the test cases and collected results.
* Answer the check questions.
* Upload screenshots of failed checks.
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Results

Acceptable Not-acceptable

Browsers ‘

Email clients
Office Suites

System Admin Tools

Search Engines

Mobile Apps
CMS
Security
Web Hosting
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Browser

OS

Acceptable

Not-acceptable

Internet Explorer

Safari

Safari
Safari
Chrome

Chrome
Chrome

Chrome
Firefox

Firefox
Firefox

Windows7

Windows7

OSX 10.9
1I0S 7
Windows7

0OSX 10.9
Android 3.4

Ubuntul2
Windows7

0OSX 10.9
Ubuntul2

73%

62%
60%
65%
40%
41%
63%

27%

38%

40%
35%
60%

59%
37%

79%
7%

32%
36%
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Examples: Browser

-~ o~ r _

8 00 /"‘ || IDN user experience asse: X jv B first.gl,. 208 558 Fifth-sixt: x|

€ - C G https://www.google.com/seardlg=first.al,.&J8. b Fifth-sixth.777 . xn----- btdbbpe8cpm6cb3moa.igw1J§‘ q=fir:

Goo Sle first .25, 35 Fifth-sixth. 777 xn—btdbbpe8cpmBeb3moa ius sed Jia U a
Web Videos Images Shopping News More ~ Search tools

Your search - first.&:\. &0, Fifth-sixth.777 xn -
btdbbpe8cpm6cb3moa. i sl Jis - did not match any documents.

Suggestions:

» Make sure all words are spelled correctly.
« Try different keywords.
« Try more general keywords.
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Examples: Browser

¥ eyl

L graal), S8 e ag, gl saali a5 08, S8

e PR
Dol Wyl fifth-sixth. 777, s S50, first

00 " ioN userexperiencease: x\‘< ] IDN user experience asse: "Y  aboutblank 2 \\_J

= (4

) about:blank
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Examples: Browser

By
e

https:/ /Gl Jlapal-pl X "'\-

D
[

I Betps:/ [yl e cpabigalis. sl ualan gl I, 03B 1

n--igbOel.xn--mgbh6fga.xn--
mgbhb3h.xn--mgbcz8a.xn---~
ymcbzivbcOn.xn==-~

ymcbcq8b4b3fj.xn--mgbhOfb.xn--
mgberp4aSd4ar
Identity not verified

Permissi®

iy pall lalk

The identity of this website has not been
verified.

« Server's certificate does not match the
URL.

Certificate Information

Your connection to xn--igb0Oel.xn-~
mgbh6éfga.xn--mgbhb3h.xn--
mgbcz8a.xn----ymcbzivbcOn.xn----
ymcbecq8b4b3fj.xn--mgbh0fb.xn--
mgberpdaSd4ar is encrypted with 128-bit
encryption.

The connection uses TLS 1.2.

The connection is encrypted and
authenticated using AES_128_GCM and
uses DHE_RSA as the key exchange
mechanism,

Site information

You have never visited this site before
today.

What do these mean?

SSL certificate info.
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Examples: Browser

) ION userexperienceasses X [ el Sl X

E O Sl b gl gl il I

1,3.3 Ja.“ ikl )Lﬁm Aaba

O B
ttp://xn==igbdeL. xn=-ngbh6fqa, xn=-ngbhb3h, xn--ngbcz8a, xn-==-yncbzivbchn, xn-==-yncbcqBbdb3f. xn--ngbhdfb. xn--ngberpdadddar/

After copy and past the domain!
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Examples: Browser

= All Browsers didn’t support IDNA 2010 !

* s was been out there for more than 4 years

- - - - — : - e E=nNRc ﬂi
/ B cogle Gy - dogmall Jia123 X \
&«

C' | 8 https://www.google.com.sa/search?sourceid=chrome-psyaj __SAS561SAS561&ion=1&esp 5.¢

Youtube il s

(0,40 : i sxc) L5 e Verovever dga
.3 a - dw e Alkic 123 5 Bl 9 G A g

~ www alriyadh.com/770818

S el i, e ki 123 Guss shlie 9 Sl Aapdi - 2012/09/24

R Ol ko 0t Y K. i ' e T
Al L 3 5 09 Dlalgd Juiadl s e Lgiay Ap el 5 5all (3lalial

aunadil) Aladll Sl pall S e - 6 Ase ged) AV Ao sens
~ www.cojss.com/article.php?a=123

Jaszs all aSledl 2 s M Jupt N lile il awi -14
I s e sap Ll bl sl K1 5

3l Ao gus gl (Lt - Wl ud

~ arwikipedia orgWiki/dy -2

Lty < elloay i Cusyla aad¥ Apa peaall Glaloe ) o oSy (S Jane .—L‘—'
Hppuill | am e Sallleale pay Alyall 8 GHI e 30l Laldl] iolen sl

s Asd gt o s dodgadl 5505 a81 el S 5

Aol e gladd 53 gl S yall - ARl AL

~ nic.sa/cat/fags

Sl Caagy ¢ (SaudiNIC ) aSuall Cilalaal gagacd) Sl Lo oy il el s L
Aasil Lol €0 (com.Sa.123. Jual) Qe ) 9 31 0 e Al . sdgnaddd >
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Examples: Office Tools

000 : — . " R— Untitled 1 - OpenOffice Writer -

B 2 H  BER YE ©IBD @H v MOEASTQA O, [ [+
 Default |v| [TimesNewRoman |+| (12 |+ B 7 U E EE ITIDeEE A2

| 75 _:i}.u.g; ..... }4 ..... ;44, ..... ‘.5....‘. ..... Ls....‘..;'..7

This is an IDN test for the following IDN string:

&db. L. J9lxn--mgbez8a. uwslw-uols,xn----ymebeq8bdb3fy.dgeull. Jis
and this is a regular domain name:
WWW.CNn.com

even if we add a protocol like http://

http://eJb._sb.J9lxn—mgbez8a. uslw-uols xn----ymebeq8bdb3f. dgeull. Jlis —>
|
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Exan |pIeS' Search Engine

]
numbers ranging from: to ey
Then narrow your results B Q Google -8B o https://www.google.com.sa/search?as_q=8&as_epq=8&as_oq=8&as_eq=8&as_nlo=&as_nhi=

by...

language:
region:

last update:

site or domain:
terms appearing:
SafeSearch:
reading level:

file type:

usage rights:

Ve can alen

any language

. SCitez%08%A7%09%84%08%Bs%08%BQ%DQ%SS%DB%AF%DQ%SA%D
any region

anytime
Loyl JUs
anywhere in
Show most
no reading le
any format

not filtered b

ned

Search Ima Mail Drive

Web Images News More ~ Search tools

About 69,500 results (0,56 seconds

Try Google Webmaster Tools
www.google.com/webmasters/
Do you own 42sd'? Get indexing and ranking data from Google.

STC 4 gl VLAY

il LYY+ Translate this page

G Fotn (o i) SO Gy 23 01y 5 Ul pn) i) Shars 35 STC dppmad) VL) 36,3
5 _piaall Juae 3 claa aum Sl , o) AY)
X 4 2ala & I DA PR .

ﬁ-ﬂfﬂ}ﬁﬂl@jﬂ}! e WA | :E.ALIJ.._:

ippddl e/ + Translate this page

gy JEIY) el o pie Gaalad] £ panal) Ay el ASLaall plaial () Bpa sSal) £y SETYY AT el tesay

el Gava galipdh 1 Koy Age sSal)

ey FSs & s
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Examples: System Admin Tools (SSH)

User-2:~ Alhamed$

User-2:~ Alhamed$

User-2:~ Alhamed$ ssh alhamed@ & L:. ;L2 .),0 .xn——mgbczBa. wlu=ypu i XN———-ymcbcqBbAb3Fj iy s aul | JL2a
The authenticity of host ' (::1)' can't be established.

RSA key fingerprint is 76:¢7:22:73:30:ed:90:¢6:5c:a4:71:91:e1:03:08:29.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '' (RSA) to the list of known hosts.

Password:

bash: & s, L), 0 .xn—mgbczBa. o lu=ypu i . XNn———ymcbcqBb4b3fj .2y s a1 L JL2a: command not found
User=2:~ Auncomadt
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What's Next?

Ll

= Need to expand the user experience scope to cover

other areas:

* Registrars & Reqistries
— Display IDN domains correctly (Especially RTL)
—  Standardized terminology (U-Lable, A-Lable, Blocked variant ..etc)
—  Consistent way to enable/disable variants
— Unified variant protection (language tables & variants)

° ...etc
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What's Next?

To order your .35 domain name, enter your domain into the box below, click the "Order”
button and then follow the on screen prompts

If you require assist

= More Domains Avai

&% Domain
We're pleased to announ
The recent launch of new

bound to country level or
specifically about who th

Domains such as a8, .¢

Allrsasioe simns bn ok vnie

Domain Registration

. Domain Registration @

--Select Popular NL

Please Login or Register

Shopping Cart

Web Hosting | Register Domain | Transfer Domain | View Cart

Choose Currency. AED «

Type in the domain you wish to register below to check for availability.

<kl v | Check Availability

2 o8
WWW. audl a3l

CHOOSE DOMAINS

Available! Order Now

Add to Cart

1 Year/s @ AED145.00 «

Quick Navigation
€ Portal Home
(1} Client Area

Q] Knowledgebase
Z Submit Ticket

(& Order

Client Login

Email
Password

[F]Remember Me

Search

View Cart

Knowledgebase «
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Conclusion

L]
Tk
L il

Ll

IDNA support # browsers’ address bars support.
User acceptance for IDNA is less than 1% (Excluding

address bar in some web browsers)

It's been more than 10 years since the publication of IDNA
RFCs, and still less than 1%!

How long do we need for Internationalized Email (IDN

Email) to be fully deployed!
Do we need to wait 10+ years to get a 1% acceptance!

RFCs are not enough, we need accelerators.

For more info. about the report:
http://nic.sa/docs/ADN/IDN-Report-2014-FINAL3.pdf
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For more information you can Visit:
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