Proposed Root KSK Algorithm Rollover
This is squarely in ALAC’s remit, and it would be valuable for ALAC/CPWG to submit a short, focused comment, especially one that links user-impact, resilience, and lessons from 2018 and the current 2024–26 rollover. ​[icann]​
1. Whether ALAC/CPWG should comment
ALAC has already engaged on DNSSEC, KSK rollovers, and SSR2 issues, and this proposal is the concrete implementation of an SSR2 recommendation the ICANN Board has adopted.[icann]​ 
Given the Root KSK’s role as the global trust anchor and the fact that failures or missteps can impact end users globally, ALAC input on user-centric risk, communication, and inclusivity would add a perspective not covered by purely operational actors.[cadeproject]​ 
So: yes, ALAC/CPWG should comment, with a concise submission that supports the overall direction but presses for user-facing safeguards, telemetry, and outreach.
2. Possible high-level positions
You could frame the comment around three headline messages:
· ALAC supports moving to ECDSA P‑256 as the next Root KSK algorithm, subject to continued evidence of ecosystem readiness.[icann]​
· ALAC supports a cautious, multi-year, double-signing-based rollover, but asks for stronger commitments on measurement, reporting, and backout decision criteria. [icann]​
· ALAC urges a significantly strengthened, multilingual communication and capacity-building plan, especially for smaller operators and underserved regions.[cadeproject
3. On methodology and timeline
You can broadly endorse, with some pointed asks:
1. Support for algorithm choice and double‑signing
· Note that ECDSA P‑256 is now “MUST implement” for DNSSEC validation per RFC 9904 and is already widely deployed at TLD level and in common resolver software, satisfying the Study’s criteria.[icann]​
· Welcome the use of double‑signing and phased AA–HH steps as a conservative, standards-aligned approach that avoids pre-publication conflicts with RFC 6781 and RFC 6840 mandatory‑algorithm rules [icann]​
2. Comment on the multi‑year timeline
· Acknowledge that the 2027–2029/30 schedule, with a long double‑signing phase and explicit backout options, is appropriate given root-level risk
· Ask ICANN to publish a phase-by-phase go/no‑go checklist (including what telemetry thresholds or problem indicators would trigger “extension” versus “backout”) so the community can understand how decisions will be made
3. ZSK size reduction to 1536 bits
· Recognize the rationale: double‑signing and the 1232-byte default UDP buffer can otherwise force widespread truncation/TCP fallback, affecting referrals and NXDOMAIN responses.
· Ask for a clear security analysis in the final plan explaining why 1536-bit RSA is considered acceptable for the temporary period (about three years) and how ICANN will monitor for any cryptanalytic or performance concerns
4. On operational readiness and compatibility
Here, ALAC can be supportive but push for stronger commitments:
1. Resolver and authoritative support
· Note that the Study observed broad ECDSA P‑256 support in major resolvers (BIND, Unbound, Knot, PowerDNS) and among large operators, but there may still be lagging deployments, especially in smaller ISPs or regional networks.[icann]
· Request that ICANN continue—and regularly publish—measurements on:
· Resolver support for algorithm 13;
· Trust‑anchor update status for KSK‑2024 and the new ECDSA key;
· Actual error rates (SERVFAILs, validation failures) seen during each phase.[blog.verisign]​
2. Trust anchor management and RFC 5011
· Welcome the explicit use of RFC 5011 timing (30-day hold‑down before adding the ECDSA KSK to root‑anchors.xml).[icann]​
· Ask ICANN to:
· Commit to publishing clear guidance for resolver operators that do not rely on RFC 5011 (e.g., embedded devices, appliances);
· Publish a “trust‑anchor update readiness” report before entering the long double‑signing Phase EE.[blog.verisign]​
3. Key ceremonies and backout readiness
· Acknowledge the careful SKR planning (forward, extension, backout, prolonged backout) and the AA–HH phase design.
· Ask that:
· If a backout is invoked, ICANN commits to a public, time‑bound post‑mortem and lessons‑learned report before any new attempt;
· Any significant deviations from the phase/timeline be announced clearly and quickly via the same channels as the original plan.[icann]​
5. Additional risks ALAC could flag
You can help widen the risk lens beyond pure cryptography and protocol mechanics:
1. End‑user impact and measurement gaps
· Suggest that, in addition to root‑side telemetry, ICANN and partners should proactively seek data from access providers, public DNS operators, and regional IXPs to detect localized failure patterns (e.g., certain regions, older CPE gear) during each phase.[blog.verisign]​
· Encourage ICANN to define in advance how it will correlate technical telemetry with user-visible impact (e.g., thresholds for help‑desk spikes, increased SERVFAILs from popular resolvers) before proceeding to phases like FF (revocation).
2. Uneven readiness across regions and smaller operators
· Highlight that smaller ISPs, university networks, governments, and enterprises in developing regions may have slower upgrade cycles, limited DNSSEC expertise, or outdated equipment.[cadeproject]​
· Recommend specific support measures:
· Targeted webinars and technical sessions in multiple languages, with regionally‑relevant examples;
· Ready‑to‑use configuration guides for common open‑source resolvers and CPE platforms;
· Collaboration with RIRs, NOGs, and IXPs to reach operators who may not follow ICANN channels closely.[cadeproject]​
3. Documentation and transparency risks
· Note positively that the proposal references and builds on prior documents (2018 operational plans, the Algorithm Rollover Study, DPS updates), but ask that these be explicitly cross-linked in the final plan so implementers see the full picture.icann+1
· Suggest producing a non-expert “explainer” of the rollover and its risks for policymakers, civil society, and the media, which ALAC can help disseminate to end-user communities.[cadeproject]​
4. Long-term operational cadence and future algorithms
· Encourage ICANN to clarify how this plan fits into the longer-term cadence of key and algorithm rollovers (e.g., every three years) and how learnings from the ECDSA transition will be captured and reused, including for potential post-quantum transitions later on.[icann]​
· Ask whether there is any explicit “sunset review” planned once Phase HH (second deletion) is completed, to formally close out the project
6. Suggested concrete text blocks you could adapt
You might want something you can drop into a draft; here are short example paragraphs (to be tuned in CPWG):
· Support for the proposal’s direction
“ALAC welcomes the Proposal for the Root Zone KSK Algorithm Rollover and supports the transition from RSA/SHA‑256 (algorithm 8) to ECDSA P‑256 with SHA‑256 (algorithm 13) as the next Root KSK algorithm, consistent with the Root Zone DNSSEC Algorithm Rollover Study and RFC 9904’s ‘MUST implement’ status for this algorithm.”[icann]​
· Ask for clearer decision criteria
“We request that the final implementation plan include explicit, published decision criteria and telemetry thresholds for advancing, extending, or backing out of each phase (AA–HH), particularly for the introduction of ECDSA DNSKEYs and the revocation of the RSA KSK.”
· Call for enhanced communication and regional focus
“While we appreciate the planned communications and outreach, we urge ICANN to further strengthen multilingual, regionally‑targeted engagement, including practical configuration guidance for common resolver platforms and collaboration with RIRs, NOGs, and IXPs, to ensure that smaller and less‑resourced operators can prepare effectively.”[cadeproject]
· Highlight end-user protection
“Given the Root KSK’s role as the global trust anchor for DNSSEC, ALAC emphasizes the importance of minimizing end-user disruption. We recommend that root‑side telemetry be complemented with data from access providers and public DNS operators, and that ICANN define in advance how user‑visible impact will be assessed before entering high‑risk phases such as revocation and key deletion.”[blog.verisign]
