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[bookmark: _heading=h.gjdgxs]What specific problem(s) would policy development in particular be expected to address?
	#
	Problem
	Contributor
	Small Team Assessment / Recommended Action

	Section Summary: What specific problem(s) would policy development in particular be expected to address and why do you believe that policy development is the right mechanism to solve those problems?

	1. 
	The GNSO should explore a series of hyper-focused sequential PDPs on issues of clear-cut DNS Abuse. In other words, a series of “micro-PDPs” on DNS Abuse has the potential to create incremental yet meaningful change in the way DNS Abuse is identified and addressed.

In the long term, the GNSO should understand the causes, symptoms and treatments for DNS Abuse if it’s to help address abuse effectively.

This GNSO does not need to fully and completely define DNS Abuse to move forward and create positive change on the DNS Abuse landscape.

The GNSO can select from several issues central to DNS Abuse without worrying about the margins. Start at the center, and establish expertise and processes for addressing unambiguous harms at the core of DNS Abuse.

There are any number of voluntary initiatives out there regarding certain categories of Website Content Abuse, such as the Framework to Address Abuse, but ultimately Website
Content Abuse questions fall outside of ICANN’s remit and necessarily fall outside of what could be part of a PDP on DNS Abuse.

See full comment: https://mm.icann.org/pipermail/gnso-dnsabuse-smallteam/2022-April/000048.html 
	DNS Abuse Institute
	Small Team’s assessment:

The small team supports the notion of considering potential policy topics in a streamlined and focused manner, if this is done within the confines of the current rules and procedures. The small team agrees that phasing of work could make sense if topics are not inter-related and can be addressed independently. Even though appropriate scoping, definitions and phasing are important to ensure the efficiency of a PDP, undertaking a PDP or a series of PDPs will still be a significant undertaking and it will take time before its results are implemented. As a result, the small team notes the importance of identifying whether the desired outcome is a change to existing or new requirements in which case a PDP may be necessary, versus outcomes that are not intended to result in changes to existing or new requirements in which case other paths may be more efficient. Even though a PDP can have different types of outcomes, if it is clear at the outset that changes to existing or new policy requirements is not a desired outcome, other options may be more appropriate. 


	2. 
	I would propose three separate, sequential efforts, either narrowly scoped efforts or PDPs, for
mitigating malicious[footnoteRef:1] registrations: [1:   For more information on the difference between malicious registrations versus compromised domains, please see DNSAI Best Practice on Identifying Malicious Registrations] 

· Malicious Registrations used for the distribution of Malware[footnoteRef:2]; [2:  For definitions of these terms, please see the Framework to Address Abuse, and the Internet and Jurisdiction Policy Network’s Operational Approaches, Norms, Criteria and Mechanisms] 

· Malicious Registrations used for Phishing;
· Malicious Registrations used for the operation of Botnet command and control systems.

By restricting the work to malicious registrations, the GNSO ensures that these efforts are within ICANN’s remit, and avoids the complexities of issues involving actors outside
of ICANN’s contractual regime, like hosting companies and content distribution networks. Focusing these PDPs on malicious registrations targets bad actors, and the
impacts on legitimate registrants are correspondingly minimized.

The scoping constraints on the work should also influence the results. The outputs should be short, simple, easy to implement requirements. Not only would clear obligations for registrars to mitigate malicious registrations reduce DNS Abuse, these obligations would reflect existing industry best practices.

See full comment: https://mm.icann.org/pipermail/gnso-dnsabuse-smallteam/2022-April/000048.html
	DNS Abuse Institute
	Small Team’s assessment:

The small team is supportive of distinguishing between malicious vs. compromised registrations when considering what topics may fall within the scope of ICANN to address. The small team notes that using this approach may not require having to define DNS abuse which has posed challenges. Some notes that it may be more difficult to put guard rails around phishing as it is more amorphous. Malware may be more straightforward to address as it is easier to identify. Some suggested that based on the work on malicious registrations, maybe at a later stage it would also be possible to consider the issue of compromised registrations further. 

Is this topic within ICANN’s remit: 

The small team considers the three topics identified within ICANN’s remit.

Is this topic within the remit of GNSO policy development: 

The small team considers the three topics within the remit of GNSO policy development.

Is policy development expected to result in new requirements for Contracted Parties:

The input indicates that the expected outcome would be clear obligations for registrars to mitigate malicious registrations that would reflect industry best practices. 

What is the expected impact of policy development on this topic on DNS Abuse: 

The small team is of the view that the expected impact of requirements for registrars to mitigate malicious registrations could have a high impact on DNS Abuse. 

Is this topic already been addressed elsewhere:

The discussions to distinguish between malicious vs. compromised registrations as a means of focusing DNS abuse efforts started during ICANN73 with a dedicated session on this topic. The team also notes that the DNS Abuse Institute is continuing work in this regard: “The DNSAI is currently leading an effort within the CPH DNS Abuse Working Group to develop a paper on the Malicious Registration versus Compromised Website topic, aiming for publication by ICANN74 in June”. The small team notes that if there is support to further explore work in this area, these efforts should be considered complementary and facilitate a common understanding of the difference between malicious and compromised registrations. 

Recommended Action by the GNSO Council on this topic:

[Small team to further discuss: Is there support to further consider the three topics identified as policy development topics? If yes, what should be the next step? Should the small team report back to the Council in an interim manner or develop the draft request for an Issue Report, which would further detail the issues to be explored? Should this be done by a scoping team instead? If not policy development topics, are there other actions that should be recommended to the Council?] 


	3. 
	The SSAC would like to point out some things in SAC115 that could be useful in the GNSO Council’s deliberations on potential policy work to address DNS Abuse. In our work we did propose a framework for creating an interoperable response to abuse handling in the DNS and beyond, the elements of which include the following:

1. encourage standard definitions of abuse; 
2. encourage ‘notifier programs’ that will expedite and make more efficient abuse handling in certain parts of the ecosystem; 
3. determine the appropriate primary point of responsibility for abuse resolution; 
4. identify best practices for deployment of evidentiary standards; 
5. establish standardized escalation paths for abuse resolution; 
6. determine reasonable timeframes for action on abuse reports; and 
7. create a single point of contact determination whereby a reporter can identify the type of abuse and get directed to appropriate parties.

The challenge we face together is to make meaningful, collective improvements for the benefit of end users that also acknowledge and embrace our different perspectives, a challenge that it is easier to imagine meeting through continuous and collective engagement than through simple answers to broad questions.

See full comment: https://mm.icann.org/pipermail/gnso-dnsabuse-smallteam/2022-April/000049.html 
	SSAC
	Small Team’s assessment:

The small team notes that the definition of DNS abuse has been discussed extensively by the community but it has been proven difficult to reach an agreement on a common definition, which has hampered making progress. As noted in response to the previous comment, moving away from a definition and instead focusing on maliciously registered vs. compromised registrations may be a more productive path. The small team also observed that what may be ‘reasonable’ to some, may be ‘unreasonable’ to others and it wondered whether ICAN compliance may have already provided guidance on what is considered reasonable with regards to timeframes for action. 

Is this topic within ICANN’s remit: YES/NO

The small team considers the topics identified within ICANN’s remit.

Is this topic within the remit of GNSO policy development: 

The small team considers the topics identified within the remit of GNSO policy making.

Is policy development expected to result in new requirements for Contracted Parties: 

The response refers to “a framework for creating an interoperable response to abuse handling” – it is not clear whether this is intended to be a voluntary framework (best practice) or a required framework (Consensus Policy).  

What is the expected impact of policy development on this topic on DNS Abuse: 

The small team is of the view that the expected impact of a framework for creating an interoperable response for abuse handling could have a high impact on DNS Abuse. 

Is this topic already been addressed elsewhere: 

The small team notes that work is already underway to address a number of aspects listed in the framework. For example: https://dnsabuseframework.org/media/files/2020-05-29_DNSAbuseFramework.pdf and https://dnsabuseinstitute.org/centralized_abuse_reporting_update/. 

Recommended Action by the GNSO Council on this topic:

[Small team to further discuss: noting the work that is already underway in this area, are there specific aspects that should be recommended for policy development? Note that if the small team decides to pursue the malicious vs. compromised registrations approach, a number of these aspects would be expected to get covered (such as escalation path, timeframes).  

	4. 
	There is evidence that domain names are registered, often in large quantities, for specific use in malicious activities such as botnet command & control and spam (often used for distribution of malware and other malicious activities). These domain names are typically used for short periods of time, so although once the malicious activity is detected they can be taken down, by then they have served their purpose. Prior to GDPR and the resultant Interim Specification/EPDP, WHOIS information could sometimes be used to detect registrations that had not yet been used and thus taken down before they cause additional problems. With GDPR, that is no longer possible without significant Registry/Registrar investigation. So it is increasingly crucial to detect such registrations prior to their use, or to prohibit such registrations. Currently there are no known tools in use to do this for gTLDs. One area of potential policy development is to minimize the number of bulk registrations made with malicious intent. Clearly there are bulk registrations done for valid and legal reasons, but the challenge is to reduce or eliminate those bulk registrations done with malicious intent. A previous example with some similarity to this was the case of Domain Tasting. In that case, the Add Grace Period was used to register domains for short periods of time at no cost to the registrant. Increasing the cost of such bulk registrations made the practice financially unviable. Bulk registrations may be more complex, but the intent is to investigate methodologies to detect abusive behaviour and identify ways to either prohibit/reduce it or make it financially unattractive. A possible key component is Know Your Customer (KYC). There are well established processes (and regulations) with regard to financial transactions. Based on knowledge of the customer, certain behaviours or actions may be allowed, disallowed, or subject to specific constraints. KYC may arguably not be practical for small-scale domain registrations, but that is not the case if large numbers of registrations are involved. These techniques can also be applied to registrants who do not do bulk registrations but do a large number of registrations over time. 

See full comment: https://mm.icann.org/pipermail/gnso-dnsabuse-smallteam/attachments/20220404/df2ee16e/ALACResponsetotheGNSOLetteronDNSAbuse-Final-2022-04-04-0001.pdf 
	ALAC
	Small Team’s assessment:

The small team noted that even though there may be evidence of bulk registrations being used for malicious activities, there are also examples in which bulk registrations are used for legitimate purposes such as for example, cybersecurity purposes or governments. It may be difficult to identify objective factors that could flag when bulk registrations may be intended for abusive purposes and there is a risk of impeding bulk registrations for legitimate purposes. The small team noted that further information from registrars on how they deal with bulk registrations might provide further insights – for example, are additional checks put in place if registrations go above a certain number? Some noted that bulk registrations from new accounts would be more likely to get flagged. Some also pointed to the importance of Know Your Customer (KYC). 

Is this topic within ICANN’s remit: 

The small team considers the topic of bulk registrations within ICANN’s remit.

Is this topic within the remit of GNSO policy development: 

The small team considers the topics identified within the remit of GNSO policy development.

Is policy development expected to result in new requirements for Contracted Parties: 

The input suggests that policy development could result in minimizing the number of bulk registrations made with malicious intent. 

What is the expected impact of policy development on this topic on DNS Abuse: 
The small team noted that it may be difficult to establish objective criteria that would identify when bulk registrations are expected to be used for malicious purposes (the input also noted that “there are no known tools in use to do this for gTLDs) and noted that there are various legitimate purposes for which multiple registrations at a time are registered. It is also not clear what the link between bulk registrations and abusive domains is (e.g. does the majority of abuse result from registrations that were registered in bulk?).

Is this topic already been addressed elsewhere: 

The small team noted that registrars may already have mechanisms in place to flag potential concerns over bulk registrations and it might be worth investigating this further to better understand what the expected impact and/or necessity of policy development in this area could be. 

Recommended Action by the GNSO Council on this topic:

[Small team to further discuss: if/how to explore the issue of bulk registrations further. Is this a topic that should be further considered as part of policy development? Should further info be gathered from registrars on how they currently deal with this? Should further data be gathered to understand the nature / spread of the issue?]  


	5. 
	As another example, there has been a lot of research and operational deployment of predictive algorithms that identify potentially abusive domains at registration time (examples: Predator and Premadoma are well known examples). To date they have been used for ccTLDs with good success (and minimal false positives). Such tools could be developed and kept current (due to changing threat models) by ICANN (or a sub-contractor) and deployed at no or minimal cost to registrars and registries, either as distributed software or through a cloud-based system. 

See full comment: https://mm.icann.org/pipermail/gnso-dnsabuse-smallteam/attachments/20220404/df2ee16e/ALACResponsetotheGNSOLetteronDNSAbuse-Final-2022-04-04-0001.pdf
	ALAC
	Small Team’s assessment:

The small team notes that predictive algorithms may be useful but there is always the potential of false positives and the impact these may have on registrants. The small team observes that this suggestion is a possible solution that could be further explored by ICANN org and Contracted Parties. The small team noted that if such a solution would be developed and made available to Contracted Parties, incentives could be explored to encourage adoption.

Is this topic within ICANN’s remit: 

The small team notes that the input focuses on a solution, not a topic for policy development.

Is this topic within the remit of GNSO policy development: YES/NO

The small team notes that the input focuses on a solution not a topic for policy development.

Is policy development expected to result in new requirements for Contracted Parties: 

N/A

What is the expected impact of policy development on this topic on DNS Abuse: 

N/A

Is this topic already been addressed elsewhere: 

The small team notes that there are already emerging examples such as COMAR, Logo collision, EU Common Logo, etc. that may provide a similar solution.

Recommended Action by the GNSO Council on this topic

[Small team to further discuss: as no topic for policy development has been identified, is there further work that could/should be recommended by the Council to further explore this solution?]


	6. 
	A third area for consideration is where there are already contractual conditions (Registry and Registrar) that should address certain types of abuse (such as those referenced in the Base Registry Agreement Specification 11, section 3b) but do not seem to truly allow effective compliance actions.

See full comment: https://mm.icann.org/pipermail/gnso-dnsabuse-smallteam/attachments/20220404/df2ee16e/ALACResponsetotheGNSOLetteronDNSAbuse-Final-2022-04-04-0001.pdf
	ALAC
	Small Team’s assessment:

The small team noted that it has reached out to ICANN Compliance with a number of questions to better understand current enforcement as well as possible limitations that may require further consideration. [to be updated following review of ICANN Compliance responses]

Is this topic within ICANN’s remit: 

The small team considers compliance with existing contractual requirements within ICANN’s remit. 

Is this topic within the remit of GNSO policy development: 

The small team notes that compliance follows from contractual requirements. If compliance is not deemed effective, further consideration should be given to whether this is the result of the way in which requirements are enforced or the limitations that contractual requirements pose. 

Is policy development expected to result in new requirements for Contracted Parties: 

TBC

What is the expected impact of policy development on this topic on DNS Abuse: 

TBC

Is this topic already been addressed elsewhere: 

TBC

Recommended Action by the GNSO Council on this topic

[Small team to review compliance responses and determine recommended action, if any]

	7. 
	The ALAC also believes that the issue of accuracy (in its varied meanings) is relevant to domain name abuse. This could be addressed through incremental improvements to ensure accuracy, or a large-scale change which would change how registrations are managed. However, this is all under consideration by the Accuracy Scoping Team and, although it might contribute to mitigating DNS abuse, is not the subject of this current submission.

See full comment: https://mm.icann.org/pipermail/gnso-dnsabuse-smallteam/attachments/20220404/df2ee16e/ALACResponsetotheGNSOLetteronDNSAbuse-Final-2022-04-04-0001.pdf
	ALAC
	Small Team’s assessment:

As also recognized in the input, the small team notes that the topic of accuracy is already being considered by the Accuracy Scoping Team and although it may contribute to mitigate DNS Abuse, it is already considered  elsewhere at the moment. 



	8. 
	The GAC focuses its response on whether a Policy Development Process (PDP) is the right mechanism at this time to solve the problem of DNS Abuse. As discussed further below, we believe that as the current community efforts focused on DNS Abuse are progressing, a PDP may be premature as long as such efforts continue to be fruitful.

At this time, given the focused attention of various constituencies within ICANN to the matter of DNS Abuse, pursuing a PDP scoping exercise may be premature. So long as progress continues and can be effectively implemented, the GAC supports such efforts. The ongoing community efforts may produce beneficial initiatives and outcomes which may obviate the need for a PDP.

See full comment: https://mm.icann.org/pipermail/gnso-dnsabuse-smallteam/attachments/20220405/1272ad79/gac-input-gnso-dns-abuse-4apr22-0001.pdf 
	GAC
	Small Team’s assessment:

The small team takes note of the GAC’s position and is of the view that any potential policy work should not distract from ongoing community efforts. 

[Small team to consider if/how potential recommendations to the Council would impact ongoing efforts, and if a negative impact is anticipated, consider how this could be mitigated, for example, identify for which community efforts the results should be reviewed before deciding whether to proceed with a potential PDP]



	9. 
	There may be a place for an ICANN-based agreement on DNS Abuse (as defined in the Framework for DNS Abuse and in the RRA/RA—that is to say, excluding any concerns about content); to this end, a limited-scope group, understanding the limitations of the DNS and applicable local laws, may help provide a global agreed upon response.

Added clarification: The Registrars were envisioning a “Suggested Standards” document that could be drafted by Contracted Parties in consultation with ICANN Compliance outlining standards for compliance (e.g., standards for responses to abuse reports) as well as situations in which Contracted Parties recommend that Compliance take enforcement action (e.g., consistent failure to address clear and actionable DNS Abuse).  The limited scope would, at least initially, be ICANN Org and Contracted Parties. 

See full comment: https://docs.google.com/document/d/1S5BUtObKEhg-OYdoUl7ESl6SYYZKLlnaWzpuypAKOTk/edit
	RrSG
	The small team discussed whether this might connect with the DNSAI’s NetBeacon project (see https://dnsabuseinstitute.org/centralized_abuse_reporting_update/). The small team welcomed the suggestion from Registrars that CPs in collaboration with ICANN Compliance might be able to provide further clarity on where enforcement action would be expected to be taken. Some notes that such action would be less resource intensive compared to undertaking a PDP. It was also pointed out that as Registrars and Registries have different agreements and different requirements, any such standards would need to factor in this difference. 

[Small team to consider if it should recommend to the Council that it encourage Contracted Parties and ICANN Compliance to work on such suggested standards.] 

	10. 
	There are definitions of DNS Abuse already contractually defined and further agreed upon by all relevant stakeholders. We are also able to establish, in most cases, the difference between a maliciously registered domain and a compromised one.

Still, malicious actors find varying degrees of success in registering domain names maliciously, depending on what registry or registrar they choose to use. Actions taken against this abuse are not uniform, with some organizations taking much longer than others to Lock and Suspend the affected names.

Therefore, policy development should address this gap and ensure that response to clear-cut abuse (such as malware distribution) is uniform, with focus on protecting Internet users and ensuring a safer network.

See full comment: BC Input
	BC
	Small Team’s assessment:

As previously noted, the small team is of the view that focusing on maliciously registered vs. compromised registrations may be a useful way of approaching the topic of DNS abuse. The small team notes that some uniformity might be achieved in clear cut cases when it comes to proposed response, time frame as well as implementation of solution, although some noted that some flexibility may need to remain as there may not be a one-size-fits all solution. Some noted that although there may be definitions, these are not necessarily agreed – for example, the registry agreement list a number of types of abuses but these are not defined, neither is malicious vs. compromised. It was noted that the responses from ICANN Compliance may provide some further insights into whether there are many instances in which cases of obvious DNS abuse are not addressed and whether further policy development would aid in addressing such cases. Some noted that even though on paper it may be possible to establish criteria to identify clear cut cases of DNS abuse, in practice it is likely to be more complicated as various factors come into play. Could policy development help establish a minimum bar for all, recognizing that most are already making great strides in this area but it is about making sure that those that lag are held accountable. 

Is this topic within ICANN’s remit: YES/NO

Is this topic within the remit of GNSO policy development: YES/NO

Is policy development expected to result in new requirements for Contracted Parties: YES / NO

What is the expected impact of policy development on this topic on DNS Abuse: High/Medium/Low

Is this topic already been addressed elsewhere: YES/NO (if yes, provide details)

[Small team to review compliance input and determine whether there could be a benefit of initiating policy development to establish uniform response requirements in the case of maliciously registered domain name registrations and/or whether other actions should be pursued]

	11. 11
	The NCSG does not believe there are any problems discussed in the community that require policy development effort. Moreover, a common definition of DNS abuse which is in alignment with ICANN’s bylaws and technical remit first needs to be adopted by the community.

	NCSG
	Small Team’s assessment:

The small team has taken note of the NCSG position that no policy development is necessary at this stage. 

	12. 12
	Although an uncomfortable truth for some, the ICANN community should seek to establish and, in turn, ICANN Org should seek to enforce a minimum acceptable compliance standard. Any registry operator who chooses to aim to achieve minimum compliance with that policy, i.e. meet the basic expectations of their contract, must be permitted to do so. In the context of ICANN enforcement, achieving minimum compliance is the goal, and this expectation must be deemed acceptable by the community. The RySG acknowledges that for the majority of registry operators, ‘mere compliance’ is not the target, but a baseline. The RySG support for setting minimum contractual standards in policy development does NOT mean that we do not equally fully support efforts of the industry to, either collectively or individually, elevate responses and innovate beyond that minimum expectation of the ICANN contract. We simply believe the expectations of a PDP process must be tempered appropriately, and the GNSO must ensure all participants in that PDP process work in good faith towards that goal. 
 
While the RySG plans to enthusiastically participate in and contribute to policy development work on DNS Abuse undertaken within the GNSO, should the Council opt to initiate such work, we also plan to continue the work we have been doing to develop best practices and educational resources for registry operators in parallel. We believe there is room for both contractual requirements and best practices within the gTLD industry and that both have a role to play in contributing to the larger fight against DNS Abuse.

See full comment: RySG Input
	RySG
	Small Team’s assessment:

The small team noted that further review of the response of ICANN Compliance might provide further insights into whether these minimum standards are effectively enforced or whether further work may be required to ensure that there is a set of minimum standards that are required to be followed by all. The small team noted that obviously such minimum standards should not prevent Contracted Parties to go above and beyond. 

[Small team to review compliance input and determine whether further steps need to be taken, either by compliance and/or through policy development, to ensure that minimum standards are met and enforced.] 

	13. 13
	ICANN policy is necessarily separate from ‘best practices’. Industry activism and innovation continuously seek to push this bar higher, and ultimately participation beyond minimum compliance remains an individual choice of the registry operators. Effort of such registry operators will improve various key aspects such as reputation and these in turn, it is presumed, will impact key elements such as commercial viability of the registry operators and their service; registry operators will be judged by the market and by the choices of the consumers and/or registrants who seek to have a safe and secure domain. Innovation, excellence and continued enhancement of the appropriate response to DNS Abuse is a much broader concept and goal than base policy, and efforts beyond this minimum should remain in the purview of the individual operator. The RySG will continue to support and offer what resources we can to those efforts that try to raise that bar in DNS Abuse prevention and mitigation, but we do not believe that every such effort is suitable, or indeed capable of being enshrined in ICANN policy at this point in time. In time, however, where best practices approach the industry norm, or indeed the expectation of the generally accepted practice (GAP), then such GAP standards are prime candidates for inclusion as minimum compliance standards, and ICANN minimum policy expectation.

See full comment: RySG Input 
	RySG
	Small Team Assessment:

The small team acknowledges that the industry should be able to pursue innovative means to go above and beyond the minimum compliance requirements. The question was raised whether there should be a role for the community to play in encouraging and/or promoting such higher standards. It was also noted that at some point such higher standards could become the new minimum standard as it is the expectation that the landscape will continuously evolve. It was also noted that it is important to factor in the time and resources a PDP takes to make sure it is deemed the best and most efficient way to spend those resources to fight DNS abuse. It was also pointed out that it is important to factor in that different TLDs may have different needs – for example, it may not make sense to require a brand TLD to apply the same suite of measures compared to a generic TLD. 

The small team also recognized the importance of strengthened co-operation and interaction between all parties involved in the DNS eco-system (Registries, Registrars, Hosting Providers, Email providers, IT security professionals and payment providers). This goes beyond what a PDP can do. It was suggested that the approach taken in the context of Universal Acceptance might be one to explore to promote cooperation with non-ICANN actors. 

[Small team to consider what recommendation, if any, it wants to put forward based on its assessment of this input]. 


Expected Outcomes
	#
	Comment
	Contributor
	Small Team Assessment / Recommended Action

	Section Summary: What do you believe are the expected outcomes if policy development would be undertaken, taking into account the remit of ICANN and more specifically GNSO policy development, in this context?

	1. 
	The expected outcome is to significantly reduce the number of domains registered with malicious intent, thus reducing the opportunities for phishing, botnet control and spam distribution of malicious software and various attacks.

See full comment: https://mm.icann.org/pipermail/gnso-dnsabuse-smallteam/attachments/20220404/df2ee16e/ALACResponsetotheGNSOLetteronDNSAbuse-Final-2022-04-04-0001.pdf
	ALAC
	Small Team’s assessment: 

See small team’s assessment for input #4 above.


	2. 
	A “registrant rights” document that includes a registrant's rights that a registrar investigate allegations of the misuse of a registrant's domain may be in order; this document would be based on currently applicable policies. Currently, the community has multiple self-policing industry groups (including the DNSAI, the Framework for DNS Abuse, and the I&J Institute) so a document issued by ICANN may help reinforce these efforts. This document may help clarify ICANN’s position with regard to what “reasonable” means in the RRA/RA.

See full comment: https://docs.google.com/document/d/1S5BUtObKEhg-OYdoUl7ESl6SYYZKLlnaWzpuypAKOTk/edit

	RrSG
	Small Team’s assessment:

The small team notes that this input refers to the following document: https://www.icann.org/resources/pages/approved-with-specs-2013-09-17-en - registrant and recognizes that in addition to contracted parties, Registrants also have responsibilities. The small team noted that the response from ICANN Compliance might provide further insights into what is considered ‘reasonable’ and/or whether further work is required to clarify what is considered reasonable. 

[Small team to review ICANN Compliance response to determine if further action is to be considered. Small team to further consider suggestion that ICANN org could reinforce existing communication efforts.] 

	3. 
	Policies should be crafted within the context of small and targeted processes that have a short life cycle. The initial objective should not be to create a PDP that will solve every DNS Abuse case ever observed.

Rather, as a community, we need to move towards mitigating cases that we already agree upon, creating an environment in which actors have the responsibility of quickly and efficiently reporting and addressing DNS Abuse.

This is not outside the scope of existing contracts, but rather something that is not evenly observed and which needs to have additional policy drafted to ensure that it is followed by all involved actors.

See full comment: BC Input

	BC
	Small Team’s assessment:

The small team agrees that if a PDP is to be initiated, it should be a tightly focused and narrowly scoped to ensure that it can be completed in an efficient manner and not drag on without results. 

	4. 4
	None, since we do not see any problem requiring policy development.

	NCSG
	Small Team Assessment:

The small team takes note of the NCSG’s view that no PDP is necessary.

	5. 5
	Noting that ICANN policy objectives should necessarily be that of universal, minimum compliance, the RySG is happy to partake in any such endeavor that is properly scoped and is narrowly defined within ICANN’s remit so as to achieve an implementable and enforceable outcome for that stated issue or issues. We would further note that to ensure the success of such a PDP, we would expect the GNSO Council, as manager of the PDP, to create a clear, narrow, and precise charter, and appropriately enforce the good faith participation of all those involved in the PDP’s progress to ensure minimal scope creep, with a view to ensuring an efficient, timely and focused output. We recognize that DNS Abuse is a potentially broad topic and so we would be open to the possibility of multiple discreet PDPs, if taking such an approach would allow each individual effort to be sufficiently focused so as to successfully produce new requirements in a timely manner. 

See full comment: RySG Input
	RySG
	Small Team Assessment:

The small team appreciates the RySG’s support and agrees that if any PDP is to be recommended, it needs to be tightly scoped and focused in order to be successful. Depending on potential topics identified, the small team could further consider whether any sequencing or phasing is to be recommended but it should first focus on identifying which issues, if any, need to be addressed through policy development. 

	6. 6
	The ultimate success of the policy development model remains based on continued good faith participation in the policy development process. As such, we absolutely support creation of policy that addresses distinct and clearly defined issues, which clearly require the universal and uniform solutions that only the MSM can achieve. 
 
We therefore must strive to ensure a few key expectations are embedded into any proposed PDP, to best set up such an effort for success:

· As a gating issue, any PDP (or PDPs) on DNS Abuse must be properly scoped. First and foremost, any policy expectation relating to DNS Abuse must remain within ICANN’s remit. This point has long been echoed by ICANN Org itself. 
· Secondly, the GNSO must ensure the sufficient definition of the issue or issues, to be solved.
· Good policy is predicated on realistic expectations.  ICANN policy can only achieve the desired outcome where:
· The proposed policy is aimed at creating the minimum acceptable policy (i.e. minimum compliance standards). Policy development has not, and will never be the appropriate vehicle for the creation of ‘best practices,’ especially where such practices are not universally accepted across the DNS industry, as a whole.
· Policy creation efforts seek to establish minimum qualifying criteria, criteria which remain ultimately implementable, monitorable and enforceable in a manner that is uniform (as much as possible), universal in application, and predictable for those expected to implement. 

Policy supports predictability. Registry operators must be able to predict where and how enforcement will occur, and registrants must be able to predict what will be considered acceptable and understand when decisions are taken against them that they are based upon non-arbitrary and transparent policy with which they are required to comply.

See full comment: RySG Input
	RySG
	Small Team Assessment:

As noted previously, the small team agrees that any potential policy development work should be tightly scoped and focused. The small team also takes note of the additional factors that may contribute to the success of a PDP. It was also noted that if a PDP is recommended, it will be important to ensure that all different positions need to be factored in, it should not solely rely on the views of technical experts. 



Next Steps
	#
	Comment
	Contributor
	Small Team Assessment / Recommended Action

	Section Summary: What are the expectations with regards to possible next steps the GNSO Council could or should undertake in the context of policy development?



	1. 
	The ALAC and At-Large Community have a strong interest and have gained significant understanding, but we are not experts on the subject of maliciously registered domains. However, such experts exist. As a first step, the GNSO should appoint a small team of such experts, augmented with knowledgeable ICANN participants, to more fully develop a catalog of activities that should be targeted. The SSAC, GAC PSWG and others should be able to readily identify such a team. The output of this small team would then feed into an Issue Report leading to a PDP (or multiple PDPs). When a PDP is initiated on one or more of these subjects, it must have strong representation from the groups directly involved with cyber-security, and must have ACTIVE involvement from ICANN Contractual Compliance to ensure that the resultant policy is one that can be properly enforced.

See full comment: https://mm.icann.org/pipermail/gnso-dnsabuse-smallteam/attachments/20220404/df2ee16e/ALACResponsetotheGNSOLetteronDNSAbuse-Final-2022-04-04-0001.pdf
	ALAC
	Small Team Assessment:

The small team expressed some concern with regards to relying solely on experts. It agrees that expertise is definitely needed and welcome, but it is also important to balance this with other perspectives. 

[Scoping team to consider if a recommendation for policy development is made, whether guidance should be provided in relation to the expectations for a scoping team and/or PDP WG membership]

	2. 
	The current state of affairs suffers more from a lack of communication than from a lack of action; a document as discussed above would help detail the recommended actions of a contracted party. This would also help ICANN Compliance’s efforts to enforce the contracts as written.

See full comment: https://docs.google.com/document/d/1S5BUtObKEhg-OYdoUl7ESl6SYYZKLlnaWzpuypAKOTk/edit

	RrSG
	Small Team Assessment:

The small team notes this input as well as its response to the RrSG input above (#9). The small team is supportive of better communication and welcomes any initiative Contracted Parties in collaboration with ICANN Compliance may take in this regard.

	3.
	•  Desired policy outcome 1: Any actor that files a sufficiently detailed complaint that meets the existing criteria for DNS Abuse should expect to see the domain name have the following actions uniformly enforced within at most 24 hours: Locked and Suspended. 

•  Desired policy outcome 2: ICANN Org. should schedule periodic audits to assess obligation to respond to DNS Abuse reports. As part of that audit, auditors should insert test complaints of DNS Abuse, and the effectiveness of responses. This information should be made public to the community.

See full comment: BC Input
	BC
	Small Team Assessment:

The small team notes that although this is a desirable outcome, in practice it may be more challenging to identify such clear cut cases. It is therefore important to further consider how maliciously registered domain name registrations can be identified following which appropriate action can be confirmed. In relation to audits, the small team discussed that “mystery shopping” might not be something that is to be recommended. Some noted that there may be other ways to obtain further information and also pointed to the Registry audit approach in which confirmation is sought for what was done with registrations that were flagged via DAAR. 

	4
	Our expectation of next steps is for a common community definition of DNS abuse which is in alignment with ICANN’s bylaws and technical remit.
	NCSG
	Small Team Assessment:

[Small team to consider whether further work on a definition of DNS Abuse is to be recommended, also in light of above comments that it might be more productive to shift attention to differentiation between maliciously registered and compromised domain registrations]. 



	5
	Although the RYSG currently does not know of any specifically defined issue that requires a PDP; should such an issue be clearly identified, and scoped, we would be very willing to engage. 

See full comment: RySG Input
	RySG
	Small Team Assessment:

The small team noted the RySG willingness to engage. 




1

