,EPDP PHASE 2 — INITIAL REPORT INPUT FORM

Color coding:

Yellow — change applied but in modified form
Orange — change not applied

White — no specific suggestions have been provided. Not clear what the suggested changes are.

CANNOT LIVE WITH ITEMS

Line numbers & Group Rationale Proposed Changes Staff Support Team proposed resolution
topic
1. 16-18 RySG The initial report does not Add: In response to the question In response to other comments, updates have
(Response to explicitly answer the first from council “Whether any updates been made to make the response more explicit
question from guestion from the GNSO are required to the EPDP Phase 1 in preliminary recommendation #1
Council) council. recommendation on this topic
(“Registrars and Registry Operators
are permitted to differentiate
between registrations of legal and
natural persons, but are not
obligated to do so“);” there was not
consensus support that updates are
required.
2. 33 IPC, This is the starting point. “As a starting point, the GDPR does Change applied so that sentence reads: “As a
ALAC, not apply to legal person data.”! starting point, the EPDP Team notes that the
GAC GDPR does not apply to legal person data?. At

the same time, the EPDP Team recognizes that

1 “This Regulation does not cover the processing of personal data which concerns legal persons and in particular undertakings established as legal persons, including the name and the form
of the legal person and the contact details of the legal person.”
2 “This Regulation does not cover the processing of personal data which concerns legal persons and in particular undertakings established as legal persons, including the name and the form of
the legal person and the contact details of the legal person.”




Line numbers & Group Rationale Proposed Changes Staff Support Team proposed resolution

topic
the European Data Protection Board (“EDPB”)
has advised ICANN in a July 2018 letter that
“the mere fact that a registrant is a legal person
does not necessarily justify unlimited
publication....”

3. 34 IPC This quote does not Strike the remainder of this sentence, | Create new paragraph starting with “The EPDP
represent the view of the or at least move it to the next Team recognizes that there are different
parties that this paragraph is | paragraph. perspectives within the EPDP Team on this
supposed to represent. question. Nevertheless, Some EPDP Team

members....” so that quote is not associated
with certain perspectives but associated with
the information that was discussed in this
context.

4. 32-45 BC The 2 paragraphs from 32 - to follow... No specific language provided
65 are quite unbalanced. Informed consent; better

representation of legal memos; no
mention of costs to consumers, LEA,
cloud service providers, certificate
authorities, rights holders
5. 33-45,47-72 ALAC, This 14 line paragraph Separate the pro-differentiation into | New paragraph created. Not added (“the EPDP
GAC merges the “starting point” a new paragraph. also recognizes”) as it is duplicative of the

with the position of those
wanting differentiation. It is
followed by a 21 line position
of those not wanting
differentiation. The overall
combination is VERY
unbalanced.

Add: the EPDP also recognizes that
recital 14 of the GDPR states that the
regulation does not cover the
processing of personal data which
concerns legal persons and in
particular undertakings established
as legal persons, including the name
and the form of the legal person and
the contact details of the legal

language and footnote that have been added in
response to a). Nevertheless has been removed.
Please provide specific language suggestions.




Line numbers &
topic

Group

Rationale

Proposed Changes

Staff Support Team proposed resolution

person. That is legal persons data
that does not include personal
information of natural persons is not
covered by the GDPR.

The pro-differentiation paragraph
should NOT start with “Nevertheless”
as that puts a negative slant on our
position.

Include references to the high
monetary cost to various parties of
not doing differentiation (rights
holders, those attempting to domain
ownership, consumers, LEA) . And
make reference to the legal advice
that informed consent (with
reasonable precautions and caveates)
can be used to effect differentiation.

6. 32-45

GAC,
ALAC

The proper
foundation/starting point for
our discussions is that the
GSPR does not protect the
non-personal data of legal
entities. This concept needs
to come before the text of
EDPB which sets forth an
exception to this general
concept. Agree with other
SG observations that the text
should separate the context

“As a starting point, the GDPR and
other data protection legislation set
out requirements for protecting
personal data of natural persons. It
does not protect the non-personal
data of legal persons. The EPDP Team
also recognizes that the European
Data Protection Board (“EDPB”) has
advised ICANN in a July

2018 letter that “the mere fact that a
registrant is a legal person does not
necessarily justify unlimited

Updates have been made to this section also in
line with other comments submitted.




for our deliberations with the | publication of personal data relating
differing views of the SGs and | to natural persons who work for or

that the description of the represent that organization,” and
respective positions must be | that “personal data identifying
fair and balanced. individual employees (or

third parties) acting on behalf of the
registrant should not be made
publicly available by default in the
context of WHOIS”3.

The EPDP Team discussed this
question extensively and recognizes
that there are different perspectives
within the EPDP Team on this
question.







Line numbers & Group Rationale Proposed Changes Staff Support Team proposed resolution
topic
8. 45 IPC, This is our actual perspective. | “rather than consent should be Changes have been applied as a result of the
ALAC mandatory.” previous comment (g) — please indicate if this
change is still a cannot live with item with the
other changes that have been applied.
9. 44 IPC, Significant oversight “5) redacted data is largely Changes have been applied as a result of the
ALAC unavailable to those who need it, previous comment (g) — please indicate if this
even upon request” change is still a cannot live with item with the
other changes that have been applied.
10. 55 IPC, It’s simply unfair to assert “insufficient evidence” or Change not applied — “no evidence” is preceded
ALAC, that “no evidence has been “unpersuasive evidence” may be with “In their view” to make clear that this is
GAC presented” more accurate the perspective of those that are of the view
that the existing phase 1 recommendation is
sufficient.
11. 74-84 RySG The RYSG recommends the The RYSG supports encouraging the The recommendation has not been deleted.

removal of recommendation
1in its entirety. As per our
past comments relating to
this recommendation, the
RYSG continues to maintain
that the inclusion of a
recommendation, which is in
effect merely recommending
that the GNSO continue to
perform their actual function,
is simply not appropriate. We
are not supportive of any
recommendation that is, on
the face of it, simply outside
of our scope. Whereas we
understand and empathise
with the statement of some

GNSO to be vigilant in the pursuit of
their policy duties, we would
recommend removing this as a
specific recommendation , and make
it a general observation in the text of
the report, as is more appropriate.

Even though nothing prevents Council members
from raising specific issues, the Council as such
does not proactively monitor developments
that have been called out here.




12. 86-88

RySG

The RySG disagrees that the
group has recognized a need
for harmonization of
practices. The team’s work
has focused on the end goal
of increasing differentiation,
but there has been no
findings that harmonization
is more beneficial to reaching
that goal. We are concerned

Delete

This sentence says ‘MAY’, it does not claim
there is a recognized need. Sentence has been
added to call this out for public comment: “The
EPDP Team would welcome further input on
why harmonization of practices may or may not
be beneficial”.




Line numbers & Group Rationale Proposed Changes Staff Support Team proposed resolution
topic
that this unsupported
assumption is part of what is
driving recommendation #2
(see comments below) which
should require a more robust
justification for the level of
changes proposed.
13. 86 IPC, more accurate “there is a need to facilitate and Change not applied — it has not been
ALAC harmonize” demonstrated that there is a need to facilitate
and harmonize, it is an assumption that the
EPDP Team has made.
14. 90 GAC More descriptive “illustrative best practices” rather Change not applied. For now this is called

16. 112-165

RySG

The RySG does not support
the creation of this new flag
in the RDDS as we have
noted in our comments
during plenary calls and
feedback and are opposed to
this recommendation for the
reasons we have already
provided.

than guidance

Delete section (covering rec #2)

Notwithstanding our comments
relating to recommendation 3, we do
believe it would be the more
acceptable option to include such a
suggestion relating to consistent
labelling and handling of potential
flags within the body of the voluntary

“guidance” — a question has been called out for
community input on whether it should be called
differently, including best practices.

Deletion not applied but a footnote has been
added to indicate the RySG’s objection to the
inclusion of this recommendation.
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The RYSG does not support
the inclusion of Preliminary
recommendation 2. We must
remind the team that our
scope was to consider any
change to recommendation
17; such a change was to be
based on the consideration
of legal advice and of the
outputs of the ICANN study,
which were not available at
the time of the conclusion of
phase 1, ePDP. Having
completed our discussions, it
is clear that the prevailing
conclusion was, that there is
no consensus to change
Recommendation 17. We
were not empowered to go
beyond such a task and, as
such, our recommendations
must be so limited.

For the absence of all doubt,
the RYSG does not believe it
is in our remit for the EPDP
team to now suggest binding
policy recommendations that
not only does NOT require a
change to recommendation

guidance (e.g. Preliminary
Recommendation 3.3).
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17, but that requires no less
than 4 changes to other EPDP
Phase 1 recommendations,
as well as additional change
to the Registry Registration
Directory Services Consistent
Labeling and Display Policy.

Moreover, we don’t believe a
sufficient justification has
been presented for why a
flag is required. As noted
above, we have not agreed,
as a team, that
harmonization - on its own a
vague justification - is
necessary to achieve
increased differentiation. The
guidance in
Recommendation 3 suggests
that this flag would be useful
for reviewing disclosure
decisions, but if
differentiation has occurred
then the data with a “Yes”
flag should already be
published and would not
require a disclosure request.
In fact, the only rationale we
have heard clearly articulated
by those proposing this flag is

10
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that it would assist in
tracking which parties are
implementing the guidance.
We cannot support such a
significant change on the
basis that it may assist in
tracking the implementation
of voluntary guidance that is
in no way required to be
implemented.

17. 115-124

RySG

The RySG is opposed to these
proposed changes to phase 1
rec 5. The data elements to
be captured does not make
sense in view of the
discussions we have had in
the working group. The
guidance section (3) already
includes standardizing of the
fields and is the appropriate
place for this. We further
note that guidance (7)
indicates that a flag on legal
person status alone isn’t
sufficient. We aren’t
following our own guidance.

Remove changes to phase 1 rec 5

Changes not applied — see also previous
response.

18. 119

bc, IPC,
ALAC,
GAC,
SSAC

Remains option, but is
constrained if option is
taken; remains optional but

“MUST (if CP chooses to
Differentiate)”

Change applied — added “MUST (if CP chooses
to differentiate)*” to make clear that the EPDP
Team has not decided yet whether it is a MAY
or MUST IF. Also added sentence to paragraph

11




must follow if elects to
differentiate

Inaccurate

personal data MAY be provided with
appropriate consent.

above: “Aspects of the recommendation that
the EPDP Team is looking for specific input on
having been marked with *, indicating the
options that are under consideration.”

Change applied — added “(or provide
appropriate consent if personal data is
involved)”.
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to why any given business
model would preclude
consistent guidance.
Especially object to “must” in
line 244 as we have noted
previously.

31. 247 -49

GAC,
ALAC

There has not been a
sufficiently clear and
persuasive reason given why
the Registrar or those to
whom it contracts (such as
resellers) can not follow the
proposed guidance at the
time of registration.

Delete

This has been discussed extensively. The
guidance already notes that this option should
happen “at the time of registration, or without
undue delay after registration”.

32. 251-58

IPC,
ALAC,
GAC

This is a bizarre formulation.
As a first observation, we
need to note that most
groups (e.g. BC, IPC, GAC,
ALAC, SSAC) are looking for
mandatory requirements
here, i.e. consensus policy,
not merely guidance/ best
practices.

ALAC Comment: This latter
part is important. The Initial
report MUST make it clear
that although we are just
providing “guidance”, that
was NOT the desired

Added to the existing footnote that “On the
other hand, the IPC, ALAC and GAC members
have advocated that there should be
mandatory requirements i.e. consensus policy,
not merely guidance/best practices.” Note,
other groups listed in this comment should
confirm whether their group should be added
to this footnote (BC, SSAC).

15
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topic
outcome of significant parts
of the EPDP.
33. 254-295 RySG The RYSG is supportive of the No specific edits suggested. RySG is encouraged

concept of guidance for
contracted parties, but we do
note, in order to be
actionable and effective,
such guidelines should be
based on the necessary and
practical knowledge, peculiar
to the contracted parties.
Therefore, to be clear the
RYSG does not support
practices, best, good or
otherwise, which are not
created with deference to
the specific expertise and
practical understanding of
the underlying processes
being proposed. We believe
that publication of any such
practices, without the
reasonable agreement of the
affected controllers, serves
minimal purpose. We are not
convinced that the practices
as drafted meet this
standard.

This being noted, we do
further wish to state that the

to take this guidance back to Contracted Parties
during the public comment period to obtain the

specific expertise and practical understanding
of the underlying processes being proposed.

16
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guidance as presented, tends
towards a mere restatement
of expected outcomes, and
fails to provide meaningful
insight into the practical
means to achieve those
outcomes. As an example, we
have reiterated since Phase |
that the hardest issues facing
Contracted Parties in making
differentiation decisions is
natural person data included
in a legal person registration,
and whether such third-
parties have provided
appropriate consent for the
publication of their data.
Point 7 (292-295) does
nothing to help parties
actually grapple with how to
make those calls. We note
that a large portion of such
specific and practical
guidance was provided to the
team by way of the legal
memos, but this
unfortunately remains
excluded.

Should the guidance be
retained as drafted, we feel it

17




necessary to state, at this
point, that it is hard to
envisage any CP following
such guidelines. We must be
clear that this is NOT because
we believe guidelines would
not be welcomed, but simply
that the guidelines as stated
do nothing to guide practical
implementation and thus are
not fit for purpose and do
not offer any comfort to
those parties who are legally
exposed. As drafted they
remain loose suggestions
aimed at achieving a
predetermined outcome, and
do not fully consider stated
limitations and feasibility
concerns.




Line numbers & Group Rationale Proposed Changes Staff Support Team proposed resolution

topic

35. 258 IPC, GAC | There is likely more than one | “controller(s) and processor(s).” Added (s) to controller. Not clear how a
data controller processor is relevant as the responsibility for

this decision seems to belong to the controller?

36. 260 IPC Align with the need for “MUST” in place of “should’ There is no consensus on making this a
consensus policy. We won’t requirement. This is included as guidance so
add a line here for each “should” is appropriate.
instance, so long as we
capture broadly the need for
this to be a requirement and
not merely guidance/should
language

37. 262 IPC, 15 days after registration is Strike “, or without undue delay after | This is guidance and timeline was added

GAC, insufficient for cases of e.g. registration” following EPDP Team deliberations, in line with
ALAC phishing attacks which other timing requirements in the RAA.

happen instantaneously. This

must happen at the time of

registration and ownership

change.

38. 264-65 GAC This formulation potentially Delete. Change not applied. This captures, amongst
adds 30 days after others, existing registrations and is consistent
registration to the time with the timelines in the Whois Accuracy
period for designation. Program Specification of the RAA.

39. 265-68 IPC, This is not a correct Strike. Change not applied. This language has been

ALAC, interpretation/application of included for a number of iterations without any
GAC data protection by design edits suggested. Also, NIS2 does not seem to

and default. Data may be
processed and disclosed
based on a number of
factors, including consent.
This overlooks a 6.1.c. basis
which may apply in the

change the notion that data of natural persons
is protected under GDPR — if so, please provide
specific references.

19
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topic
context of NIS 2, for example,
or a 6.1.f. basis which may
apply broadly across the DNS
(i.e. not on a CP-by-CP or
RNH-by-RNH basis).
40. 269-274 RySG As noted in calls and our Change text to: As part of the RySG objection has been noted in the Initial
feedback to documents, the implementation, Registrars should Report (in line with previous comments).
RySG is supportive of the use | consider using a standardized data
of standardized data element in their own data sets that
elements but not their would indicate the type of person it
inclusion in the public RDDS. | concerns (natural or legal) and, if
legal, also the type of data it
concerns (personal or non-personal
data. Such flagging could facilitate
review of disclosure requests and
automation requirements via SSAD
and the return of non-personal data
of legal persons by systems other
than SSAD (such as Whois or RDAP).
41. 269 IPC make mandatory “must use” in place of “should This has been called out as a question for input
consider using” during public comment. Updates can/will be
made after the EPDP Team has had an
opportunity to review the input.
42. 270 IPC, as we’ve argued, this must be | strike “, SSAD or their own data sets” | Change not applied — this is still open for
ALAC, in the public data set; there discussion.
GAC has been no argument
proffered why not
43. 274-276 RySG It is unclear to the RySG how | Delete: A flagging mechanism may Changes not applied — a change in the flag can

a flagging mechanism will
indicate changes to the type
of data in the registration

also assist in indicating changes to
the type of data in the registration
data field(s).

indicate that the type of registrant has changed.
Some have also pointed out that knowing that it
concerns a legal person may indicate a lower

20










53. 327-331 Only ok if this is presented as Not clear what change is suggested.
additional opportunity to
self-designate; not as
alternative opportunity to
self-designate.

23



55. 339/341 Note that European Note this recommendation explicitly Please provide specific references to be
Commission via GAC reps from E.C. in the guidance. included.
has recommended this.




59. 499-500

RySG

The question from the GNSO
council isn’t directly
answered.

Add: in response to the question from
council “Whether or not unique
contacts to have a uniform
anonymized email address is feasible,
and if feasible, whether it should be a
requirement”, there was no consensus
to make it a requirement.

This is already captured in the response (“may
be technically feasible”... “prevent the EPDP
Team from making a recommendation to
require”...)







62. 74 - 84: RrSG, 1) Need to specifically 1) Add a Recommendation #1 clearly | Change applied - Added to recommendation #1
Preliminary NCSG answer the question indicating that NO changes are “No changes are recommended to the EPDP
Rec #1 posed by Council to this needed to the Phase 1 Phase 1 recommendation on this topic

team Recommendation on this topic. (“Registrars and Registry Operators are

The GNSO Council already This recommendation is unnecessary | permitted to differentiate between

monitors developments in as it does not add to or adjust registrations of legal and natural persons, but

relation to relevant law, and | existing processes, and as such it are not obligated to do so“). Nevertheless, the

can determine what should be removed. EPDP Team recommends that the GNSO Council

questions should be monitors...”. The rest of the recommendation

addressed and when as has been left unchanged. Even though nothing

appropriate. prevents Council members from raising specific
issues, the Council as such does not proactively
monitor developments that have been called
out here.

63. 121-124 RrSG, This is not appropriate for This portion should be removed from | Changed “are to” to “should” to make clear that
Preliminary NCSG every different Rr and so it this section, as it is already included this is not a new requirement. Also included
Rec #2 (rec 5) should not be a requirement. | in the optional guidance. reference to the guidance section (“consistent

with preliminary recommendation #3, point 4)

64. 144 RrSG, Same as previously indicated | Change to "MAY" instead of “MUST” | Added “MAY” to make clear that this is also up
Preliminary NCSG for a decision (whether it is up to the registrar
Rec #2 (rec 10) to decide to redact or not redact this data

27
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topic
element, or whether this is decided as a general
requirement (whether the data element is
redacted or not).

65. 161 - 165 RrSG This section should clearly Add language stating "unspecified" Added footnote to provide more clarity about
Preliminary indicate that "unspecified" person type is not an issue of what ‘unspecified’ is intended to indicate.

Rec #2 person type is not an issue of | inaccuracy
inaccuracy to avoid future
misinterpretation

66. Preliminary RrSG The Council Instructions Remove call for input on best A number of groups have suggested that other
Rec #3 specifically requested practice vs Guidance terminology should be considered. The Council
(footnote 11) "guidance", we should stick can provide input to the group on this topic if it

with that. is of the view that the reference to “guidance”
was an essential element of the instructions
provided.

67. 349 - 351 RrSG, B&B Legal Memos are B&B Legal Memos must be The full memos have been included in an annex
Preliminary NCSG complex and cannot be included/appended in their entirety to the Initial Report —the EPDP Team agreed
Rec #3 (B&B) properly understood when and we should not include excerpts early on that in the context of inadvertent

reviewing only an excerpt. here. disclosure of personal data it was important to
Without the full context of include the specific B & B guidance on this topic
the entire legal opinion, the here.

information presented here

is incomplete and could lead

to decisions made based on

faulty understanding of legal

guidance and with a

misunderstood risk

assumption.

68. 513 - 517 RrSG Update for clarity Section should be rephrased as EPDP Team agreed to include reference to B &
Feasibility of follows: B memo for further information on safeguards
unique Those Registrars which choose to as no suggestions were provided on what
contacts publish a registrant- or registration- aspects should be called out specifically.
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