“Triage” Report: Expedited Policy Development Process for gTLD Registration Data

Executive Summary

The first deliverable of the EPDP Team is a “triage” document of the Temporary Specification,
which includes items that have the Full Consensus support of the EPDP Team: that these should
be adopted as is (with no further discussion or modifications needed). (See the EPDP Charter at
https://gnso.icann.org/sites/default/files/file/field-file-attach/temp-spec-gtld-rd-epdp-19jul18-
en.pdf.)

Based on the results of a section-by-section survey completed by the EPDP Team, there are
very few areas where the consensus opinion of the EPDP Team agrees with the current
language in the Temporary Specification. There were several areas of agreement with the
underlying principles in several sections of the Temporary SPecification (e.g., data redaction).
However, where a constituency / stakeholder group / advisory committee did indicate support
for a certain section of the Temporary Specification, edits were often suggested, meaning that
essentially no section of the Temporary Specification will be adopted without modifications.

That does not mean that this Triage report and the surveys and discussion that formed the
basis for the report are without value. There are several takeaways that will inform the EPDP
Team’s work on the Initial Report:

1. Several comments made by the Team members indicated how the sections should be
ordered for the next round of discussion; this should serve as a basis for a more efficient
discussion going forward.

2. The rationale provided by Team members in support / opposition of each section can be
used in some cases to narrow the discussion to particular issues. Similarly, specific
suggestions were made in some cases for how sections could be modified, which could
form a basis for further deliberation.

3. The Team now has a library of each group’s positions on and issues with a variety of
topics.

Major themes that were raised during the discussion include:

1. The Temporary Specification is “GDPR-centric” and its successor should take into
account or make allowance for emerging privacy regulations in other jurisdictions.

2. The effect of GDPR compliance requirements on entities outside the EEA requires better
understanding and handling.

3. The Temporary Specification refers to “processing” data but, to be clear, the successor
specification should consider further delineating among the different processing options
such as collection, use and disclosure
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4, There is some confusion regarding the transition from a temporary specification to its
replacement and the effect of that on time-sensitive sections of the Temporary
Specification: e.g., the implementation date, reference to an Interim model and other
clauses that would not belong in the replacement specification.

5. Recent and ongoing advice received from EDPB will cause the team to reconsider the
language in Section 4.4 et. seq., the purposes for processing data.

6. Some sections are considered too prescriptive where actual implementation depends
on business model, evolving GDPR interpretation and privacy regimes in other
jurisdictions. Compliance with GDPR will differ among data controllers.

7. There is a difference among registration data (Whois data), data used to register
domains and zone file data. The successor specification should recognize that distinction
and deal with them appropriately.

8. ICANN relies on its mission and bylaws to justify the requirement that registration data
be disclosed in certain circumstances, but the EPDP team seeks supplemental
information from ICANN to make it clear why the mission and bylaws make such
disclosures necessary.
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The requirement from the EPDP Team Charter
(see, https://gnso.icann.org/sites/default/files/file/field-file-attach/temp-spec-gtld-rd-epdp-
19jul18-en.pdf)

The first deliverable of the EPDP Team shall be a triage document of the Temporary
Specification, which includes items that have the Full Consensus support of the EPDP Team that
these should be adopted as is (with no further discussion or modifications needed). These items
need to be:

1. In the body of the Temporary Specification (not in the Annex)

2. Within the "picket fence" (per limitations on Consensus Policy as set out in the
Contracts)

3. Not obviously in violation of the GDPR / Assumed to be compliant with GDPR [Presumed
to be legal according to the members’ best knowledge of GDPR]

4. Consistent with ICANN’s Bylaws

A brief description of the methodology for compiling information for this report

The EPDP Team members completed a survey that, on a section-by-section basis of the
Temporary Specification, indicated whether they:

1. agreed with the section as written
2. disagreed with the section as written
3. had no strong opinion

Implementation notes:

1. Some similar sections were combined in the survey for efficiency.
2. Each constituency / stakeholder group / advisory committee completed one survey.
3. The survey sections were divided into four separate surveys so that first inputs could be

received and reviews could begin sooner.

Each constituency / stakeholder group / advisory committee was then asked to provide
rationale or reasoning for their opinion, at least in cases where they disagreed with the
language. They were afforded the opportunity to suggest alternate language.

The EPDP Leadership and Support team reviewed the responses and rationale, and created an
“issue summary” for each survey section. The issue summaries and the text of each of the
responses were published prior to each Team meeting. During EPDP Team meetings the
comments and issue summaries were reviewed to ensure written comments were correctly
understood. The EPDP Team was also furnished with a summary chart (see below) indicating
which teams supported individual Temporary Specification sections.

After the first meeting, it was realized there would be few areas of consensus that sections
were supported as written so it was decided to not spend time attempting to reach consensus
on any section during the triage stage.
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A summary chart indicating which teams supported individual Temporary Specification
sections

Acknowledging that consensus is not achieved by vote, it is instructive to graphically portray
when the groups agreed (or not) with each report section.

IPC GAC NCSG RrSG ISPCP BC ALAC RySG SSAC

Sections 1.1., 1.2, 1.3.
Section 2.

Section 3.

Sections 4., 4.1.,4.2.
Section 4.3.

Section 4.4.,4.4.1.
Section 4.4.2.

Section 4.4.3.

Section 4.4.4.

Section 4.4.5.

Section 4.4.6.

Section 4.4.7.

Section 4.4.8.

Section 4.4.9.

Section 4.4.10.

Section 4.4.11.

Section 4.4.12.

Section 4.4.13.

Section 4.5.,4.5.1. - 4.5.5.
Appendix A 1.-1.2.2.
Appendix A 2., 2.1.-2.3.
Appendix A 2.4 - 2.6.
Appendix A 3.
AppendixA4.,4.1.,4.2.
Appendix A 5.

Any such chart requires explanation.

1. Importantly, there was often agreement on broad principles, but those areas of
agreement are hidden in this chart where the combination of sections into one line item
or suggested minor edits resulted in “not supporting the language as written.”

2. The Registry Stakeholder Group thought the Temporary Specification should be revisited
given recent correspondence from the European Data Privacy Board and the effect that
has had on preconceived notions of compliance vs. non-compliance.

3. The Intellectual Property and Business Constituencies and the At-Large Advisory
Committee, when agreeing with a section, often proposed revised wording.

4, The Registry Stakeholder Group, when disagreeing with a section, often voiced general
agreement but with certain changes recommended.

Therefore, the color-coding is not precisely or well-correlated to the degree of support.
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A section-by-section report including a summary of issues raised by the team

Section 1, Scope: The bolded part of the following section is considered problematic: “To the
extent there is a conflict between the requirements of this Temporary Specification and the
requirements of Registry Operator's Registry Agreement and Registrar's Registrar Accreditation
Agreement, the terms of this Temporary Specification SHALL control, unless ICANN determines
in its reasonable discretion that this Temporary Specification SHALL NOT control.”

1. Why was this term included — conflicts yet to be discovered? Future changes in GDPR
implementation advice? Some reason germane only to the Temporary Specification and
not its successor?

2. Should the team consider its deletion as it re-writes the specification?

Section 2, Definitions: Definitions might change in the successor specification.
1. Is reference to the "Interim model" necessary?

2. Should "Registration Data" be defined with more specificity?

Section 3: Policy Effective Date: Should the effective date of the Temporary Specification be
replaced by the effective date of its successor, i.e., the date of ICANN Board approval?

Sections 4.1-4.3, Lawfulness & Purposes of Processing gTLD Registration Data

1. Do ICANN's Bylaws and its role described in the Temporary Specification extend beyond
ICANN's remit?

2. Do the ICANN Bylaws and Mission provide the necessary authority to justify its role to
mandate personal data processing (i.e., collection, use and disclosure) as described in
the Temporary Specification?

3. Should these introductory sections be re-examined after the analysis of the sections 4.4
et. seq. is completed by the EPDP Team and so that potential changes to those sections
can be taken into account?

1. l.e., is it more important to first determine when the purposes, the uses &
disclosure of data are legitimate and not overridden by fundamental rights as
laid out in the GDPR?

2. Are these paragraphs relevant to the purpose of the Temporary Specification or
can they be published outside it?

Section 4.4, 4.4.1-4.4.2, Lawfulness & Purposes of Processing gTLD Registration Data:

1. Section 4.4, a preamble to the list of purposes for which personal data can be processed
states that data can be disclosed, "... for only the following legitimate purposes." Does
this unnecessarily limit the Temporary Specification as additional legitimate uses of data
are determined or new privacy regimes are introduced in future years?
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2. Section 4.4.2 seems to be a catchall provision that cures the issue created by "... for only
the following legitimate purposes," by allowing any data disclosure purpose when
legitimate and not overridden by fundamental rights. Is that the purpose of this
provision? Would it be better form to replace 4.4.2 with language in the preamble (sec
4.4) that indicates other legitimate purposes in the future are possible?

3. Does section 4.4.1 adequately test data requests against the rights of individuals and the
need to narrowly tailor personal data disclosures to the "necessity"?

4, GDPR indicates that LEA access to personal data needn't pass the test that data requests
can be disclosed only when legitimate and not overridden by fundamental rights. Should
the preamble in sec 4.4 refer to Art.6 of the GDPR as exempting LEA access from the
requirement?

Section 4.4.3, for contacting registrants: In reference to the clause that registration data
provides a mechanism for “identifying and contacting” registrants, registrars indicate that they
use registration data only to “contact” registrants, not "identify" them. Should “identify” be
deleted?

Section 4.4.4, for communication & invoicing: In reference to the clause that registration data
provides a mechanism for communication and invoicing, registrars indicate they do not use
registration data for this purpose. Should this clause be struck?

Section 4.4.5, to address technical and content issues: In reference to the clause that
registration data provides a mechanism for technical issues, errors, or content or resources
associated with a registered name:

1. What are the types of "content" issues should be allowable or disallowed as part of this
section”?
2. What is the actual flow of data requests: i.e., the registrars’ role and the actual use of

registration data in these types of requests?

Section 4.4.6, to address changes to the domain:

1. In reference to the clause that registration data provides a mechanism for
communication about commercial or technical changes to the domain, registrars
indicate they do not use registration data for this purpose. Should this clause be struck?

2. The clause also indicates that registries have the same reason for contacting registrants.
Does this require registration data?

Section 4.4.7, regarding the voluntary provision of administrative and technical contact data:

1. Does the utility of this voluntary data submission outweigh the requirement for data
minimization?
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2. Can consent be obtained from administrative and technical contacts where no direct
relationship exists?

Section 4.4.8, to combat abuse and protect intellectual property: It was noted that this section
is too broadly written and additional detail is required to govern this area. Is the list of purposes
for data disclosure (i.e., DNS Abuse, cybercrime and intellectual property theft) consistent with
ICANN’s mission?

Section 4.4.9, to provide LEA access: There was a statement made that LEA access to personal
data needn't pass the balancing test of Article 6(1)(f) — that data can be disclosed when
considered legitimate and not overridden by fundamental rights.

1. Should the preamble (section 4.4) refer to Art.6 of the GDPR?

2. Must LEAs demonstrate the right to access data?

Section 4.4.10, zone-file data: Zone-file data is considered part of registration data as it is
generated automatically and not provided by the registrant. Should this section, in a document
governing the processing of registration data, be deleted?

Section 4.4.11, to address business or technical failure: In reference to the clause that
registration data provides a mechanism for safeguarding registration data in the “event of a
business or technical failure, or other unavailability of a Registrar or Registry Operator”:

1. Is it accurate to say there is general approval of this data use so long as ICANN does not
have access to the registration data?

2. Should “other unavailability” be deleted as redundant or vague?

Section 4.4.12, to facilitate dispute resolution services: There appears to be support for this
section.

Section 4.4.13, to facilitate contractual compliance: Regarding ICANN access to data for
contractual compliance purposes, should ICANN be required to provide details to identify
specific data that are needed for specifically identified compliance tasks?

Section 4.5.1-4.5.5, Rationale for Processing gTLD Registration Data: For this rational
supporting the specified purposes for data processing that are permitted under this
specification, those not supporting this provision found the rationale unconvincing.

1. Is this rationale necessary to this specification or should it be published outside it?

2. Would this section be more effectively reviewed after the review of data processing
purposes in section 4.1. et.seq.?
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Appendix A.1: Registration Data Directory Services

1. All parties agree that RDAP will be implemented. Should the date for SLA definition (31
July 2018) be deleted or amended since it has passed? Will any date be germane in the
successor document?

2. There is some uncertainty as to whether a search capability is / should be a contractual
requirement. Is the Search Capability paragraph (which places GDPR-required
restrictions on the use of search) necessary?

3. Do the restrictions in this section address the risks associated with the aggregation of
data?

Appendix A, Registration Data Directory Services — sections 2.1, 3:

1. Is section 2.1 (coupled with sec. 3) is overly broad in that: (1) GDPR data restrictions can
be applied globally and include entities (registrars, registries, registrant) located outside
the EEA, and (2) data restrictions need not be applied to Legal persons where personal
data is not included in the record? Or is it appropriately written given that the
legal/natural distinctions cannot be made a priori and attempting to distinguish these
differences is not implementable? What are the operational / implementation issues for
registrars?

2. Should “thin” registries should be required to move to “thick” as part of this Temporary
Specification?

Appendix A section 2.2: Why is the date for privacy language implementation delayed until
RDAP implementation? Can it be required sooner?

Appendix A section 2.3: Should data in addition to what is specified in the Temporary
Specification be redacted (e.g., organization name, city, postal code) as personal information
can be gained from them? The Temporary Specification mentions "consent" without a
requirement or specification for such. Should this group take that up?

Appendix A section 4: While parties generally support this section:
1. What is meant by "reasonable" access? Should “reasonable” be deleted?

2. There is concern that individual decisions or rulings will be construed as rules of law and
be implemented haphazardly by registrars. Instead, should case law be interpreted and
used to make a single rule-set for all registrars?

3. Should this section be placed under sec 4.4 as is it applies to the "access" issue?

Appendix A section 5: There is strong support for the publication of additional data fields:
1. Should there should be some measure of standardization of the output?

2. Is inclusion of Appendix C problematic and should the team revisit this language when
Appendix C is reviewed?
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TRIAGE APPENDIX

A section-by-section report including a summary of issues raised by the team as well as the written comment of
each constituency / stakeholder group / advisory committee



lssue Summarization

[Alex Deacon and Diane Plaut

[Ashley Heineman

[Amr Elsadr

[Thomas Rickert

Hadia Elminiawi

Greg Aaron, for Ben Butler and Rod Rasmussen

Section 1 -
Scope

7.1, Terms used in this Temporary Speciication are
defined in Section

1.2. This Temporary Specifiation appiies to

all gTLD Registry Operators and ICANN-accredited
Registrars.

1.3. The requirements of this Temporary Specification
supersede and replace the requirements contained in

Registry Operator's Registry Agreement and Regl

The clause, “unless ICANN d it bl this section however we believe that
discretion that this Temporary Specification SHALL NOT allowing ICANN to unilaterally decide when or f
control,” is problemati it h
was included (e.g., yet to be icts, future
hanges in GDPR Should th “unless ICANN determines in its reasonable discretion that
del it re-writes the sp this Temporary Specification SHALL NOT control.* be

Registrar Accredit
matters contained in this Temporary Specification. To
the extent there is a coniict between the requirements
of this Temporary Specification and the requirements of |
Registry Operator's Regisiry Agreement and Regstrar's
Registrar Accreditation Agreement, the terms of this
Temporary Specifcation SHALL control,
uness ICANN determines in ts reasonable discretion
iha this Temporary Specifcation SHALL NOT control
or purposes of larity, unless specifically addressed
and modified by this Temporary Specification, all other
requirements and obligations within Registry Operator's
Registry Agreement and Registrar's Registra
[ Accreditation Agreement and consensus policies
remain applicable and i force.

Section 2 -

s e A GAMUET] MUSTNOT",
"REQUI " "SHALL", "SHALL

Interpretation

SHALL",
NOT' -snoum NOT" and "SHOULD" are used to
indica in accordance

in

i RECZ115. i s vt

at httwww et org/ricic219.bt “Consent’,

"Controller”, "Personal Datar, "Processing’, and

"Processor” SHALL have the same definition as Article

o e e el
It

with ICANN Agreements and Policies in Relation to the
[European Union's General Data Protection Regulation
published
at hitps:/www.icann.orglen/system/fles/fies/gdpr-
compliance-interim-model-08mar18-en.pdf [PDF, 922
KB] and as may be amended from time to
e ST hsve the meaning
given in the Registrar Accreditat
|Agreement “Registered Name Hotder SHALL have the
Imeaning given in the Registrar Accreditation
| Agreement"Registrar Accreditation Agreement’ means
any Registrar Accreditation Agreement between a
Regisirar and ICANN that is based on that certain 2013
istrar Accreditation Agreement approved by

‘e ICANN Board on June 27, 2013 ("2013 Registrar

| Accreditation Agreement”) or any successor to such

“Interim model” might not belong in the next version of the
specification. "Registration Data" definition might be refined
i ourlater discussion.

Section 3 -
Policy Effective|

[This Temporary Specification is effective as of 25 May
2018,

If we are writing the replacement for the Temporary.
Specification, this date will not appear in the next version.
(What is the precise expiration date?)

Section 4 -
Lawiulness.
and Purposes

4.1, ICANN's mission, as set forth in Bylaws Section
1.1(a), s to *coordinate the stable operation of the

gTLD
Registration

PERCoEED I T B mi10).
| >

context of names. While ICANN's role is narrow, o nm
limited to technical stabilty. Specificall, the Bylaws.
rovide that ICANN's purpose is to coordinate the

bottor-up, multistakeholder development and
implementation of policies [flor which uniform or
coordinated resolution is reasonably necessary to
faciltate the openness, interoperabilty, resiience,
seciy andor bl of the DS ki it
respect to gTLD registrars and registries” [Bylaws,
Section 1.1(a)()] which s further defined in Annex G-1
and G-2 of the Bylaws to include, among other things:-
resolution of disputes regarding the registration of
domain names (@5 opposed to the use of such domain
names, but including where such policies take ino.
account use of the domain names).- maintenance of
i i i
concening registered names and

s m e S e
name registrations due to suspension or termination of
operations by a registry operator or a registrar (6.,
scrow); and- the transfer of regisration data upon
change in registrar sponsoring one o more registered
names.

e L

served by RDDS. For example, the Bylaws specifically
obligate ICANN, in carrying out its mandate, to
‘adequately address issues of competiion, consumer
protection, security, stabilty and resiliency, malicious
abuse issues, sovereignty concerns, and

protection" [Bylaws Section 4.6 (). While ICANN has

There i adiference o opinion as to whether ICANN's Bylaws
and i inthe

eyond ICANNs remit. These nroducory sectons should be
re-examined after the analysis of the sections 4.4 etsecis
completed.

removed in the EPDP policy report.

Section 4 -
Lawiulness.
and Purposes
of Processing
gTLD
Registration
Data

[4:3. Accordingly, ICANN's mission directly involves.

rights protection. ICANN is required by Section 4. s(e) of
Bylaws, subject to applicable laws, to "use

commercially reasonable ewans to enforce its policies
relating to registration directory services,” including by
[working with stakeholders ‘o explos svucture
changes to improve accuracy and access to generic to
level domain regstration data," *as weu as wnswder[mg]
safequards for protecting such data.

specifically mandated by the Bylaws. In aammn other
elements of the Processing Personal D:

Registration Data by Regisiry. S Registrar,
as required and permitted under the Registry Operator's
Registry Agreement with ICANN and the Registrar's
Registrar Accreditation Agreement with ICANN, is
needed to ensure a coordinated, stable and secure
operation of the Interet's unique identifier system.

There s a divergent view regarding the effect of the Bylaws
on ICANN's power to require the collection, use and
| disclosureof personal data. Some point out, 3 nthe case
Plwith the previous section, that tis more important to
determine in which purposes the uses & disclosure of data
are legitimate and not over-ridden by fundamental rights as
laid out in the GDPR. Then this section can be re-written if
necessary (or eliminated).

(GNSO C56 (5PCP]

There are a number of provisions n both the RA and 2013 |In relation to 1.3 - ‘unl it 8Cag:
RAA, which T HALL NOT has The final @
The [control - ag » . t00, froma [bound v
NCSG does P data ICANN should not santion ICANN
ANN illegal). provisions. for enforcing the final policy.
provisions.

The definition about the Interim Model” should be struck
5, once the ePDP has completed its work, no “Interim
Model” will remain.

No strong opinion

No

[We note though that the Board adopted the Temporary
Specification on May 17, 2018 so for the purposes of the
expiration of the Temporary Specification, it would be good
o know on exactly what date would it be considered
expired?

Since the Temporary Specification is not compliant with
(GOPR in my view, it should better not be enforced.

ICANN has neither pe ICANN o inunfettered | This section group. BC agrees
o L bylaws. It may, in the course of the |established purpos for The final
The  [epop, ICANN has a legitimate AN oxp May 2016, the ICANN Board adopted
purpose d, and has beena Thi new Bylaws, setting forth obligations to replace those.
tention at IC/ pointed out by the EDPB. specified by the original Affirmation of Commitments that

The RDDS, whether inits present form or a past teration,
should not be viewed as or considered a substitute,
replacement, or proxy for the work of governments in
protecting consumers. Pursuant to the coming into

PR, I
data gathered for the registration of 2 domain name, must

consumer
abuse issues, sovereignty concerns, and rghts protection
f

the GOPR. Policies and mechanisms that enable consumers,

hold

o

violate law or ights must respect the principles of
proportionality and data limitation. This i necessarily more:

ol P
personal and confidential data in the WHOIS.

Whie ICANN The amended: “ICANN's
coordinator of the DN to faciltate the acti it third
lues lsted above, they are goals o [forl tolaw

processing (eg. trust, consumer protection). Every business
and entity engaged in activites on the Internet ought to
share these values. The question that needs to be
unravelled here is, which types of processing, if any, are

enforcement, competition, consumer protection, trust,
security, stabilty, resiliency, malcious abuse, sovereignty,

and rights protection.” tis not ICANN's job to provide access,

o data. It may be the case that it s ICANN's job to ensure.

d thatis

values.
for the customer contact point to collect data (and relevant

data
o ICANN (who has been shown in the past to be an

“the

haring for the purpose of
Ives, etc.), and disclosure.

collection =]

reworded to be more clear. In addition, it must be pointed

the Bylaws.".

Bylaws, the data minimization principle (Art sm(q ol o)

out that ICANN's Byla

requires that

and
unnecessarily broad.

which they are processed'. The collection of admin,

technical and billing contacts go beyond what s necessary in

‘adequate, relevant and

Sec above

any personal data

minimized (noting specifically that there is no reason to.

contract).  The following should be struck or amended:
“other elements of the Processing Personal Data in
Registration Data by Registry Operator and Registrar, a5

Registry Agreement with ICANN and the Registrar's Registrar

expired in October 2016, these new Bylaws requiring that
ICANN “use commercially reasonable efforts to enforce its

olicies relating to registration directory services and work
with Supporting Organizations and Advisory Committees to

o generictop-level domainregstration ata, s wellas
consider safeguards for protecting such data.”

[AtAC

Language specific to the Temporary Specification will need tof

at the end of the second sentence (e.g., “unless ICANN
determines in its reasonable discretion that this Temporary

NOT control”).

s noted many items from the Temporary Specification will

P P
there should be effort throughout the document to make

the language and concepts evergreen and flexible and steer
away from specific notes to the Temporary Specification

Language about the Temporary Specification and “Interim
Model” should not be needed in the working group policy
recommendations. Whatis meant by “Registration Data”
should be discussed/defined by the working group.

No

Nostrong opinion

[This is Temporary Specification specific and doesn't apply to |n/a,
the working group policy recommendations,

[The RySG notes that given the advice received from Article
29,/ EDPB, the ePDP working group should reconsider the
language in Section 4. Given that that the “Mission and
Scope” of the ePDP charter includes Part 1: Purposes for
Processing Registration Data, the RySG feels that tis

P
each of the purposes set out in Section 4.4 of the Temporary
Specification.

[The RySG notes that given the advice received from Article
29,/ EDPB, the ePDP working group should reconsider the
language in Section 4. Given that that the “Mission and
Scope” of the ePDP charter includes Part 1: Purposes for
Processing Registration Data, the RySG feels that tis

P
each of the purposes set out in Section 4.4 of the Temporary
Specification.
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[Alex Deacon and Diane Plaut

[Ashley Heineman

Hadia Elminiawi

Greg Aaron, for Ben Butler and Rod Rasmussen

Section 4~ 4.4, However, such Processing must be in a manner
Lawfulness |that complies with the GDPR, including on the basis of
and Purposes |a specific identified purpose for such Processing
of Processing |Accordingly, Personal Data included in Registration
7LD Data may be Processed on the basis of a legitimate
Registration interest not overridden by the fundamental rights and
Data reedoms of individuals whose Personal Data is
included in Registration Data, and only for the following | There is  suggestion that LEA access to personal data Rationale: Artcle 2of GOPR clearly states thatseveral [Edit: Insection 4.4, the second and ast sntence
legitimate purposes o be “Accordingly,
e e e o oo e e | d not over-ridden by The  [are NOT 1)0). This | may
older in a Registered Name and ensuring that the Jud ,
cgietered Neme Holder may exercise o ighis in |Preamble should refer to Art. of the GDPR.. e o
[ AR There is also a concern that "and only for the following prevention of which flls outside | Dat -
estimate porpones. imits the longavity of he specication, |7 09 Of the GOPR andnstad s subjec to Diective _Should read: “Accordingly Persona Data inclued i
g " |(€u) 2016/680. Moreover, Article 6 of the GOPR provides for Registration Data may be Processed on the basis of a
(s this cured by 4.4.22) of y s
The also take ather the public interest, that [in Registation Data. Accepted legtimate purposes include:”
privacy regimes might be in this specificat NOT subject “overridden by i '
the interestor fundamental rights” in 1. Finaly, Atile (1) | pol
“shal Additionally, GAC
by public auth theirtasks.”
Therefore, Artic 4.4 of the 4a be
processing of nationalor regional data
personal Data i Registrant subject tothe [pr
data
in Registration Data.” For processing that is necessary for
the purposes of thelegtimate interests pursued by the
controlleror third party, we agree that the balancing test of
. However,
under Article 6 pursued by a controllr orthrd party are not
defined. We support seeking to dentify categories of
o
in accordance with At 6(1)(7) of the GOPR, but caution
that the Consensus Policy shouid not seck to exclusively
Section 4~ ing access (0 acourate, reiable, and
Lawfulness |uniform Registration Data based on legtimate interests
and Purposes  |not outweighed by the fundamental rights of elevant
of Processing |data subjects, consistent with GDPR;
7LD
Registration
Data
Those concerned with this provision think it might not
q t the rights
and the need to narrowly talor personal data disclosures to
the "necessity." (How does the test "not outweighed by the
fundamenta rights” differ from the GDPR test?)
(Does this "catch-all provision cure the concern i the
preamble that the uses if data are limited?)
Soction 4~ [4.4.3. Enabiing a reliable mechansm for identiying and Yes Yes
Lawfulness. 9 Name
and Purposes |legitimate purposes more flly et out below;
of Processin
7LD
Registration
The registrars, the party contacting the registrant,state that
they use data only to contact registrants, not “identify” them.
Soction 4~ |4.4.4. Enabiing a mechanism for the communication or
Lawfulness | notifcation of payment and invoicing information and
and Purposes  |reminders to the Registered Name Holder by its chosen
of Processing |Registrar;
7LD
Registration
Registrars do not use registration data for this purpose.
Should it be struck?
Seclion 4~ |4.4.5. Enabling a mechanism for the commurication or
Lawfulness | notifcation to the Registered Name Holder of technical
and Purposes issues and/or errors with a Registered Name o any
of Processing |content or resources associated with such a Registered
7LD ame;
Registration
Data
One ssue raised is whether "content” should be a part of this
section.
Another issueis the actual flow of data requests, the
registrars roe and the actual use of registration data in these
types of requests. The registrar representatives could present|
this information.
Seclion 4~ |4.4.6. Enabling a mechanism for the Registry Operator
Lawfulness or the chosen Registrar to communicate with or notlfy
and Purposes the Registered Name Holder of commercial or technical
of Processing |changes in the domain in which the Registered Name
oTLD as been registered;
Registration
Data

(Again in this case, registrars should explain how they
communicate with registered name holders to determine if
registration data are used.

The preamble omits concepts of ‘necessity (Art 6 of GDPR)
such as for performance of contract, compliance with legal
obligation, or for performance of a task carried out in the
publicinterest. These concepts are relevant to data
processing in relation to domain name registrations (this
comment references questions 8-20 in general).

(GNSO C56 (I5PCP]

h place

, provided [ concept

o
they can be securely and appropriately identified and they

under the same terms that the providing party has collected
it. Some actors may be able to present a case to obtain all
data in a certain element class, for a purpose such as

e purpose
for the spreading of malware). This section is worded very
broadly, and the phrase “not outweighed by the

fundamental rights of ... does not suffciently capture the

q © y. Briefly,
which provides access to ranges of data elements for classes
of third parties is not possible under the GDPR because of
the requirement for greater specifcity. This needs to be.
added to the specification. Wording can be provided once
this principle is agreed; it requires a deeper level of
specifcity across several sections.

[The following should be struck from the sentences.
“identifying and..". (The sentence should allow contact but

ot necessarly dentification.)

4.4.4 should i

interest, see Art. 61 and c GDPR. Where data s processed

the question
can / should be mandated by ICANN as Art 6| GDPR gives.
the controller or processor the rght to process data, but not
an obligation. Also, it does not grant third party requestors
any right to accessing data. This section s better redrafted
when the substantive discussion has been held.

See above

between registrar and it customeris nothing to do with the
[ WHOIS and ICANN should not be adding clauses like this to
registrar contracts.

matter for the registrar to handle.
In most, if not allcases, invoices wil be issued to the account|
holder and not o the registrant. Hence, ths i not 2 matter
o ICANN and the document should be silent on this,

ICANN does have  role

Just like ICANN i The “technicalssues |ICANN must not regulate content and therefore not establish|
b Jator, ICANN regulator. any content or i
aRegistered 3 Registered Nam i that area.
Name are out of scope of ICANN': ifthis g -

should not be used as a

IcAnN'

Registered Name Holders for this purpose. We therefore.

through the publication of registrar information, not

sentence, “or any content or resources associated with such
2 Registered Name.”

the WHOIS. Again, ICANN
shouldn't be adding these kinds of tings to registrar
contracts.

E a6 to: 4.4.6 should view,
chosen Registrar v between reist trar and approach to this. Registries may not have such interest and
Registered Name or the wHoIs.

in done through

registered;” non-WHOIS channels. The registrar must have a means of

such a means.

8C agrees with this section and suggests the following topics
for future discussion:  The final policy should reflect that
GOPR is a law specific to EEA and that there may exist
opposing law outside of the jurisdiction of GDPR; processing

elsewhere. Thisis significant insofar as unnecessary
compliance may place undue burden on CPs in other regions.
where law s different

[AtAC

[The RySG notes that given the advice received from Article
29,/ EDPB, the ePDP working group should reconsider the
language in Section 4. Given that that the “Mission and
Scope” of the ePDP charter includes Part 1: Purposes for
Processing Registration Data, the RySG feels that tis

P
each of the purposes set out in Section 4.4 of the Temporary
Specification.

[The RySG notes that given the advice received from Article
29,/ EDPB, the ePDP working group should reconsider the
language in Section 4. Given that that the “Mission and
Scope” of the ePDP charter includes Part 1: Purposes for

Processing Regstration Data, the RySG feels that tis

P
each of the purposes set out in Section 4.4 of the Temporary
Specification.

[The RySG notes that given the advice received from Article
29,/ EDPB, the cPDP working group should reconsider the

language in Section 4. Given that that the “Mission and

Scope” of the ePDP charter includes Part 1: Purposes for
Processing Registration Data, the RySG feels that tis

P
each of the purposes set out in Section 4.4 of the Temporary
Specification

[The RySG notes that given the advice received from Article
29,/ EDPB, the ePDP working group should reconsider the
language in Section 4. Given that that the “Mission and
Scope” of the ePDP charter includes Part 1: Purposes for
Processing Registration Data, the RySG feels that tis

P
each of the purposes set out in Section 4.4 of the Temporary
Specification

[The RySG notes that given the advice received from Article
29,/ EDPB, the ePDP working group should reconsider the
language in Section 4. Given that that the “Mission and
Scope” of the ePDP charter includes Part 1: Purposes for
Processing Registration Data, the RySG feels that tis

P
each of the purposes set out in Section 4.4 of the Temporary
Specification.

[The RySG notes that given the advice received from Article
29,/ E0P8, the ePDP working group should reconsider the
language in Section 4. Given that that the “Mission and
Scope of the ePDP charter includes Part 1: Purposes for
Processing Registration Data, the RySG feels that tis

P
each of the purposes set out in Section 4.4 of the Temporary
specification.
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Where there is disagreement with this section, the
disagreement focus on identifying specific data needs,

Under Article 6(1)(5) of the GDPR, processing is lawful when
necessary for the performance of a contract to which the

pliance task would
accomplish

interests test under Artcle 6(1)().

There also.

[ WHOIS does not exist for ICANN Compliance to exploit nor

personal data. There are also possible safeguarding issues

have no footprint i the EL.

Section 4~ |4.4.7. Enabiing the publication of technical and
Lawfulness |administrative points of contact administering the
and Purposes. [domain names at the request of the Registered Name
of Processing [Holder;
gTLD
Registration
Data
(Opinions not i favor of this section question the utilty of | IPC s supportive of this comment however we believe that In principle the NCSG does not obiject to a Registered Name apurpose of data | BC agrees with this section and suggests the folowing topics
a publication of or consent” pting Final
ubmissions should be included in the temporary of the Registered Name Holder. Thisis consistent with the however this y the consent
specification. requirements placed on the Registrar in Section 7.2.4 Recital 43 ‘Freely Given Consent’) of the GOPR, which states |technical isses - that would be the registrar of record, | ofthis data. Also, not all contracted parties may see the
that consent, i order to be lawful, rather The Registered Name dditionalh
a genuine choice made by the registrant, Holder has a means information, via_[the purpos fatal, must b
their website. In addition, determined publication
the registrar without appropriate consent, which is
impossible to get.
Section 4~ [4.4.8. Supporting a framework to address issues o strong opinion
Lawfulness involving domain name registrations, including but not
and Purposes  imited to: consumer protection, investigation of
of Processing |cybercrime, DNS abuse, and intellectual property
gTLD protection:
Registration
) d to this section are [The tpc the DP would ike to lag this tem |The NCSG bel Taswil itisnot [8C agrees
detailed to adequately describe the issue. For example, what | EPDP report the term “Supporting” be replaced with propose Team's review of the annex to the. “intellectual property p " as they' possible for in “Supporting”
s the distinction among DNS Abuse, cybercrime and “broviding” 9. Note tis not For now ICANN's scope / d o be p tothird parties with *Providing” parity
intellectual property theft? . In additon, it may “ d authorized ICANN's remit i for "DNS abuse” only. [ to achieve all the
448 and 4.4 third parties (fany) to request relevant data rom registrars | “Cybercrime” may be included o the extent that tis lso  framework.
of the overlap of cybercrime and law enforcement, DNS abuse. In addition, ICANN contracts for registars and
domain name registrations” registries require them to publish specifc abuse contact
information.
Section 4 - roviding a framework 10 address appropriate 1aw| Yes No strong opinion
Lawfulness |enforcement needs;
and Purposes
of Processing
gTLD
Registration
Data
There i a suggestion that LEA access to personal data DP would like to lag this tem [We donote LEA needs and tobe
P 25 not supported but il need more time to propose should be addressed. discussed first, Where there s alegal requirement to pass on|
I d not over-ridden by The appropriate language. It s not clear it i formulated in a way data to LEAS, that would not even need to be included in the|
reamble should refer to Art. of the GDPR. that defines a purpose in a way that is consistent with the st o purposes. Itis important to iscuss whether itis
(GOPR. The use of the term “Law enforcement” may also Iegally possible / desirable to make available data to LEAS
Must LEAs demonstrate the rght to access data? need to be modified. that do not have a right to request data
Section 4 - |14.4.10. Facilitaling the provision of zone files of GTLDS
Lawfulness to Internet users;
ind Purposes
of Processing
gTLD
Registration
Data
Given the distinction between zone file data and registration do with WHOIS and| datais
data, whether zone file contains personal data, and the fact be deleted. prodlematic,
hat zone file data is currently available - can this section technical data only, not personal data. We question the.
remain?
fites, and . the types
legitimate reasons for accessing zone fles should be
identifed (eg researchers, law enforcement,rights
enforcement...others?)
Secion 4 - |4.4.11. Providing mechanisms for safeguarding
Lawfulness |Registered Name Holders' Registration Data in the
and Purposes  [event of a business or technical failure, or other
of Processing [unavailabilty of a Registrar or Registry Operator;
gTLD
Registration
Data
Is it accurate to say there is general approval of this data use
50 long as ICANN does not have access to the registration ‘safeguarding Registered Name Holders’ Registration Data in
data (which is thought to be the case]? the event of business or technical failue, or other
unavailabilty of a Registrar or Registry Operator. -
lrifcation s needed. Data escrow should be used asa
backup and not as a means for ICANN to gain access to
personal data. Unavailabilty is a vague term and appears to
failure.."
Section 4~ [4.4.12. Coordinaling dispute resolution sevices for Yes ‘No strong opinion
Lawfulness |certain disputes concerning domain names;
and Purposes
of Processing
gTLD
Registration
Data
Except for the standard registry response, BC agrees with this section and suggests the folowing topics
consensus support for this section. Recommendations for |speclficity is required in the EPDP report.  Specifcally the for future discussion:  Not all mpacted parties willplay a
i the next step. £7DP fnal report should specify not only coordination but <oordinating role in every instance; in some cases,
also faciitation of dispute resolution services including. faciltation will be required rather than coordination.
providing a forum and creating the necessary processes. Accordingly, the BC sugaests replacing “coordinating” with
“faciitatng’.
Section 4~ |4.4.13. Handiing contractual compliance monitoring
Lawfuiness |requests, audits, and complaints submitted by Registry
and Purposes |Operators, Registrars, Registered Name Holders, and
of Processing [other Interet users
gTLD
Registration

[AtAC

[The RySG notes that given the advice received from Article
29,/ EDPB, the ePDP working group should reconsider the
language in Section 4. Given that that the “Mission and
Scope” of the ePDP charter includes Part 1: Purposes for
Processing Registration Data, the RySG feels that tis

each of the purposes set out in Section 4.4 of the Temporary
Specification.

[The RySG notes that given the advice received from Article
29,/ EDPB, the ePDP working group should reconsider the
language in Section 4. Given that that the “Mission and
Scope” of the ePDP charter includes Part 1: Purposes for
Processing Registration Data, the RySG feels that tis

P
each of the purposes set out in Section 4.4 of the Temporary
Specification.

[The RySG notes that given the advice received from Article
29,/ EDPB, the ePDP working group should reconsider the

language in Section 4. Given that that the “Mission and

Scope” of the ePDP charter includes Part 1: Purposes for
Processing Registration Data, the RySG feels that tis

P
each of the purposes set out in Section 4.4 of the Temporary
Specification.

The RySG notes that given the advice received from Article
29 / EDP8, the ePDP working group should reconsider the
language in Section 4. Given that that the “Mission and
Scope of the ePOP charter includes Part 1: Purposes for
Processing Registration Data, the RySG feels that tis

P
each of the purposes set out in Section 4.4 of the Temporary

specification.

[The RySG notes that given the advice received from Article
29,/ E0P8, the ePDP working group should reconsider the
language in Section 4. Given that that the “Mission and
Scope” of the ePOP charter includes Part 1: Purposes for
Processing Registration Data, the RySG feels that tis

each of the purposes set out in Section 4.4 of the Temporary
specification.

[The RySG notes that given the advice received from Article
29 / E0P8, the ePDP working group should reconsider the
language in Section 4. Given that that the “Mission and
Scope” of the ePOP charter includes Part 1: Purposes for

Processing Regstration Data, the RySG feels that tis

each of the purposes set out in Section 4.4 of the Temporary
specification

[The RySG notes that given the advice received from Article
29,/ EDPB, the cPDP working group should reconsider the
language in Section 4. Given that that the “Mission and
Scope” of the ePDP charter includes Part 1: Purposes for
Processing Registration Data, the RySG feels that tis

P
each of the purposes set out in Section 4.4 of the Temporary
Specification.

Greg Aaron, for Ben Butler and Rod Rasmussen
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Section 4 -
Lawiulness.
and Purposes
of Processing
gTLD

Registration
Data

[45. In considering whether Processmg of Personal
Data contained in Registration Data is consistent with
[l (10 of the GDPIT he GDPR resuires ICANN
o balance the legitimate Interests described above with
the interests, rights, and freedoms of the affected data
subject. ICANN finds that the Processing is

for the following reasons:

5.1. The Processing of the limited Personal Data
dentified in this Temporary Specification is necessary
o achieve the legitimate interests identified, as
documented in many stakeholder comments and

consaultation. This Processing specifically includes the
retention of Personal Data already collected and the
longoing collection of Personal Data;
4.5.2. The tieredfiayered access framework for RDDS
identified in the Interim Model, and implemented in this
Temporary Specification, is specifically designed to
minimize the intrusiveness of Pmoessmg while sill
permmmg necessary Processin

rocsssing under the uereduayerea access

y this.
inimizes theriok of nauthorzed and Unjusife
Processing;

4.5.4. This Temporary Specification contains
requirements to ensure that Registered Names Holders
are notified about the contemplated Processing and
about their rights with respect to such Processing;

‘This Temporary Specification contains
requirements to ensure that appropriate records of
Processing activities will be maintained to meet the.
accountability obligations set forth in the GDPR.

Those not supporting this provision rw..u the rationale in

1PC s supportive of this section however we believe the

sections 4.5.1 et.sec.
might be, as discussed earlie, to discuss the data collection
and disclosure purposes recommended in 4.1.1 et.sec. and
develop this section, if needed, after that

6(1)f) GDPR *where applicable”.Le. ~In considering
whether Processing of Personal Data contained in
Registration Data s consistent with Artcle 6(1)(f) of the
GOPR, "where applicable”, the GDPR requires ICANN to
balance the legitimate interests described above with the

|als0 see our comments to Question 8.

1. Registration Data Directory ServicesThis Section
moifies the relevant requirements of following: (i) the

ry [Registration Data Directory Service (WHOIS)
p

ecification of the 2013 Registrar Accreditation

|Agreement, (i) in the case of a Registry Agreement that|
is modeled after the Base Registry Agreement, Section

1 of Specification 4 of the Base Registry Agreement; (i)
i the case of a Registry Agreement that is not modeled
on the Base Registry Agreement, the provisions of such|

All parties agree that RDAP will be implemented regardl
the date provided in Section 1.1 (which should be removerd).
There is some uncertainty as to whether a search capability
should be a contractual requirement , and whether such a

tion 1 s required at all given the current

Regisiry Agreement tothe

3 i this secti

C 0P would like to flag that

obligation never|

11t0121

quired. I order
support of important search capabilities the EPDP final
report must contain a requirement for Registry Operators

tract, and also that the risk the

provisions of Section 1 of the Base

try Agreement; and (i) provision 10 of the.
Registry Registation Data Directory S¢
(Consistent Labeling and Display Poiicy.
[ Rl s @ o
[ )

rvice. ICANN and the community willdefine the
eopopite prfi(s) by 31l 2016 ICANN wil
subsequently give notice to implement such service,
and Registrar and Registry Operator SHALL implement
the service no later than 135 days after being requested|
by ICANN. Registrar and Registry Operator MAY
operate a pilot RDAP service before the date upon

1.2.1. Where search capabiliies are permitted and
offered, Registry Operator and Registrar MUST: (1)
ensure such search capabiliy s in compliance with
applicable privacy laws or policies; (2) only permit
searches on data otherwise available to the querying
user, based on whether the user only has access to
data publicly available in RDDS or whether the user has|
access to non-public Registration Data; (3) only provide
results otherwise available to the querying user based
lon whether the user only has access to data publicly

aggregation of data must be addressed.

2. Requirements for Processing Personal Data in Public|
IRDDS Where Processing is Subject to the GDPR.

ry 21 Registry Operator (except where Reg.s«ryo,;eramr

perates a "thin" registry) and Registrar MUST
o requirements in Sections 2 and 4 of this Appenmx to
Personal Data included in Registration Data where:i

the Registrar or Registry Operator is established in the

Some parties believe that section 2.1 (coupled with sec. 3)is

s detailed in the joint BC and IPC comment on the ICANN

metor not.

Section 2.1: GAC Representatives to the EPDP would like to-

overly broad n that: (1) GOPR data

., the IPC does
Firs,

European Economic Area (EEA) as provided in Artcle.
3(1) GDPR and Process Personal Data included in

[ S R G Ty Operator
is established outside offers registration
egistered Neme Holders Icca\ed in \he
EEA as contemplated b

and includ (regist i
registrant) located outside the EEA, and (2) data restrictions

need not be applied to Legal persons where personal data is
not included in the record. (Others say that the legal/natural
distinction cannot be made a priori and such a

flag this section i sl angoing.
Section 2.2: “For felds that section 2.3 and 2.4 o this
“redacted”

while we

 we

tothe e

FOR PRIVACY".

the limited

by a simpler

(GNSO C56 (5PCP]

[The text jumps to the conclusion that processing is

consistent with and limited to ICANN's mission. This

p in

Personal

4.5.X, which are addressed below,

Data. The N 5.1, which
provides a blanket endorsement of al claims of “legitimate.
interest” contained in unspecified consultations.

section. g only 10 4.5.1 have not
been “limited” in any way, 50 this word is erroneous. The list
above (4.4.X) do not necessarily constitute “legitimate
interests” and certainly not under the GDPR in every case.
RSG is not sure which 12-month community consultation is
indicated in this section but by the time the ePDP is
complete, it will be an naccurate statement, so that should
be struck. Retention times have not been defined or

8
Gata points has not been justiied or even examined. Data
retention is a contentious ssue for contracted parties that
There needs

and explanation for data retention. 4.5.1 includes  lot of
3rd party processing that we cannot really know about until
after the fact in many cases (if ever) so it conflcts with 4.5.4.
and 455 Relating only to 4.5.3: This s a statement of fact
that i false and should be struck n ts entirey.

No strong opinion

of ROAP,

involves the Processing of Personal Data s
registrants located in the EEA; orii. the Registrar or

is not Iso, the privacy
language prescribed (sec. 2.2) could be required prior to
‘Some urge additional data be

; or (i)
“For

Should read as:

the GDPR, and s

Registry Operator is located outside the EEA and
rocesses Personal Data included in Registration Data

and where the Registry Operator or Registrar engages

a Processor located within the EEA to Process such

Personal Data.

2.2. For fields that Sections 2.3 and 2.4 of this. d

redacted as personal information can be gained from them:
e.g., organization name, city, postal code. The Temporary

Specification mentions "consent" without a requirement or
specification for suchs. This group may take that up. Should

cted”, Registrar and Registry
JUST provide i the value section of the.

Operator
rodacted fild toxt substantially smar to the following
RIVAG

"REDACTED FOR Pf or to the required
ot of mplementation of RDAP. Reciararand Registry|
(Operator MAY: () provide o information in the value
section of the redacted field; or (i) not publish the.
redacted field.

3. In responses to domain name queries, Registrar
and Registry Operator MUST treat the
following Registrant fields as "redacted” unless the
Registered Name Holder has provided Consent to
publish the Registered Name Holder's
data:  Registry Registrant ID  Registrant Name:

hould be required to move.
this Temporary Specification?

P 3
existing WHOIS system to the greatest extent possibl. Itis

3and 2.4 of th

“redacted”, Registrar and Registry Operator MUST provide in

necessary distinction for geography. We know this because
we have members who do it ata scale.  Supporting

“REDACTED FOR DATA PROTECTION.
sake of greater consistency, the Registrar and Registry

Rationale: for the

References * GDPR, Art. 3

P 3

P
0, “REDACTED FOR DATA PROTECTION” more accurately

acontroller or pr
data subjects in the Union). * Hamilton Memo Part 1,
Section 3.2.1-3.2.2. * Hamilton Memo Part

Union,

g (vs “privacy’).
Additionally, the GAC would like section 2.2 o include new

how/where to

* GAC Feedback on Proposed
Compliance, p. 7, Section 1V(D).

the New Year ("
high priorty to find  path forward to ensure compliance.
with the GDPR while maintaining WHOIS to the greatest

"), Second, As ICANN has acknowled)

data of “legal persons,”to the extent such data does not
refiect “personal data,” i not within the scope of the GDPR.
We disagree with ICANN's proposal not to require

* Data Protection and

[Appendix A

Flease consider Appendix A: Regisirafion Data
Directory Services: 2. Requirements for Processing
Personal Data in Public RDDS Where Processing is
Subject to the GDPR

4.In responses to domain name queries, Registrar
and Registry Operator MUST treat the following fields.
a5 redacted unless the contact (0., Admin, Tech)
Ihas provided Consent to publish the contat

data: /Other
ID: AdminiTech/Other Name-  Admin/TechiOther
Organization:  Admin/Tech/Other

Street:  Admin/Techi

hiOther

or

£t AdminTechiOer Fax.  AdminTechiOther
xt

2.5. In responses to domain name queries, in the value

of the *Email” field of every contact (e.g., Registrant,

| Admin, Tech):

2.5.1. Registrar MUST provide an emall address or a

web form to faciltate email communication with the

relevant contact, but MUST NOT identify the contact

email adaress or the contact itself.

2.5.1.1. The email address and the URL to the web

form MUST _provide functionality to forward

Further elaboration on the operation of anonymized email s
required to ensure: registrant data s protected (.., reword

[The 1P
our answer to Question 23, For

unique:

sec.25.1.3 0 be clar) use instructions must b clear on
rars' web pages, and that a system is in place to make
certain that the registrant receives the email and a record is
made of the email. The storage time of data requests should
be specified.

data please reference the recent IPC filing made to German
Regional Court on July 7, 2016.

Advice

Fulfilment of 12.1, and

interests.

= likely too ambitious. Al h

BC agrees with this section and suggests the. muwmg topics

access andis rightfully parked a the moment. - Comments

how they
are designed. The design should come first and then the
be d q.

for 35 days)
should be reviewed later in the processo this time there is
ch

for later: 1.1: Has this 2 the

by domain name only. Aggregation of the personal data of
overy registrant into one place that is searchable is a bad
idea.

Itmay be too early to

+101.2.1, “Where search capabiltes are permitted and
offered” erroneously implies that some Registry Operators
and/or Registrars will not provide search capabilities. * In
1.2.2, “(when implemented)” seems confusing and could be.
replaced with “(as described in 1.2.1)" or similar.

[AtAC

investigated

Redaction requirements for section 2.3 of

Th tion" o

BC section:  + We

legal I persons, and

as for regitrants. Organization

data for legal persons or for

lay which are not
protected (or have lower levels of protection) than natural
persons. Registrant Organization should optionally be
redacted, if it can be determined that the Organization
contin erona nfrmation. Howeve, ien ha hre

v in the |

person, the app|
only solution that ooy legal cover to contracted parties,

into making

on whether start ups, home-based businesses, personally
dentifying emails and other contacts are caught by GDPR.
Al registries should have the option of operating a thin
registry attheir discretion to comply with data minimization
coals. Thin registies would make things WAY simpler.

« Registrant City and
Postal Code should be removed as they are not personally
dentifiable and are applicable to selection of venue when
required for legal action.

BC section: » We

not
necessary, and do not comply with data minimization
principle.  In relation to 2.4 - These fields ought no longer
exist unless the registrant has affirmatively requested that
they exist and the registrant has provided sufficient consent
o the publishing, by the registrant through the regstrar,
registry, and ICANN respectively, of the personal data of the
respective third parties. Why ‘Other rather than Biling?
(2.4). Thereis no need for ‘Other'. I relation0.2.5.1.3 -

2 review. What does ‘feasible’ mean in this context? No
system is completely resilient against hacking or other
breaches. | think what we want s for contracted parties to

the personal data that they process from breach or other
intrusions.  The response to privacy/proxy reveal requests
needs more precision - what f no legitimate purpose is
revealed in the request for data? In what timeframe

d not for all TLDs.

‘
Gata? 2.6 - doesn't make any sense and should be struck

needs to be held.

data for legal persons or for
cases outside of GOPR jurisdiction. » Registrant City and
Postal Code should be removed as they are not personally
dentifiable and are applicable to selection of venue when
required for legal action. = Final policy must accommodate
circumstances beyond those supported by an unmonitored
web form. Examples include providing aregistrant’s unique,
verified email address (anonymized or other) and registrar
being accountable to ensure that mal sent from a web form.
s received by the registrant and responded to within a
defined time interval.

Legal Persons

from Artcle
29,/ EDPB, the ePDP working group should reconsider the
language in Section 4. Given that that the “Mission and
Scope” of the ePDP charter includes Part 1: Purposes for
Processing Registration Data, the RySG feels that tis

P
each of the purposes set out in Section 4.4 of the Temporary
Specification.

The ePDP will need to update the language here to reflect
developments in RDAP. For example section 1.1 will no
longer be needed. ~Section 1.2 contains language specificto
RDDS search capabilties (where permitted and offered);
however, the RySG would ke to note that the base Registry
Agreement already contains suitable language in
Specification 4 Section 1.10.6: “Registry Operator will: 1)
implement appropriate measures to avoid abuse of this

users); and 2) ensure the feature is in compliance with any

or policies.”
Temporary Specification is unnecessary and more:
burdensome to implement than the existing base Registry.
[ Agreement language.

Section 2.1 can be read
and Registrar da

1) This

of Appendix A to al personal data for every domain name.
registration. We suggest replacing the phrase “the Registrar

covered by the GDPR. For example 2.1.i apparently requires
a registrar or registry operator located outside of the EEA

to

" with “such Reg gistry
Operator” in 2.1 through 2.Lii protect ALL of
22may For example,  regi the Americas

e to be put out for Public Comment shortly. ~Section 2.3

be allowed to use GDPH to protect/redact the data of its

Americas. “The policy

the law to cover

2) The remaining

to move to thick
Board

However,
h obtaining

Thi that the ePDP the Thick WHOIS C

etai Resolution 2014.02.07.08. Thisis important to enhance the

Section 2.4 requires ‘and Registrars to

accuracy of,reliable access to, and uniform handling of
Registration Data. See SACIOL. 3) Regarding 2.2, operators
should be required to always publish the redacted field
name itsef. Not publishing the redacted field names gives
inconsistent output across providers.

publish certain personal data based on consent received

th the following: 1) If
the redsrves s web form, the URL of the registrar's web

from the registrant. However,
widely used mechanisms for obtaining or tracking this

forr he registrar's
oot 21 th RagiraorRagty paratorprovides s

consent, or passing g web-based form ora
Thisisa Team . the Registry a)
detal. Further, receipt to the user of the web-based form
s [orgeneral email ad has been
y d may change be d
based on advice from the EDPE. the

registrants

the web-based form or

<PDP team. 26

Jated to such reports for the shorter
of two (2) years or the longest period permitted by

appiicable law, and during such period shall provide such

based on similar requirements in the RAA regarding abuse
complaints.]
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[Alex Deacon and Diane Plaut

[Ashley Heineman

[Amr Elsadr

[Thomas Rickert

Hadia Elminiawi

Greg Aaron, for Ben Butler and Rod Rasmussen

No strong opinion

[Rppendix A: _[3. Additonal Provisions Goncerning Processin
Registration | Personal Data in Public RDDS Where Processing is not|
Data Directory [Subject to the GDPRRegistry Opevalov and Registrar
i MAY apply the requirements in Section 2 of this
Appendwx (i) where it has a mmmemally reasonable | While g [The IPC d for the reasons listed in| GAC DP would like to flag that
purpose to do so ,or (ii) where it is not technically not be applied to registrants / operations outside the EEA, | our answer to Question 23, This provision should b consideration of this section is still ongoing.
e o it spiaton ot e equromen s registrars should explain operational challenges as a prelude [stricken. What commercialy reasonable purpose would
provided in Section 2.1 of this Appendix. 1o discussion of this issue. usify this? 1t does not seem technically infeasible to limit
GDPR or other similar privacy/data protection law does not.
apply. Re/Ry should be required to publsh full RDDS data
when such law does not apply.
[Appendix &[4 Access to Non-Public Registration Data
Registration  |4.1. Registrar and Registry Operator MUST provide
e R R
ices 10 third parties on the basis of a legitimate
m«eres\s pursued by the third party, except where such |While parties generally support this section: 1) "reasonable” [The IPC The GAC would like
iterests are overridden by the interests or fundamental [access should be defined (or the quoted term be the | - defined. The
s and fedoms of e Redstered Name HOl0er O |elminatied); 2) there is concern that incividual decisions or (e . i
:zazm':::f‘a‘c;sms;:;ls e oo e, |rIngs il b consrue s s of w an b mplemente (71 8 s -y e GOPR. Tl | ety Oprstr g o s s e
Registrar and Registry Operator MUST provide haphazardly by registrars - instead case law should be
reasonable access to Personal Data in Regls"aﬂun interpreted and used to make a single rule-set for all 15C belleves that 50 days i ton long suggests that access
Data to a third party where the Article 20 Working registrars; 3 this section applies to the "access" isssue. and [ 1 241" o e esie oot
et S e ey R | O should be required as soon as commercial feasible but in no
relevant court of competent urisdiction concerning the  |ine charter, after gating questions have been answered.) oo
GDPR, applicable legislation or regulation has provided  the time period in which registrars must comply with the
quidance that the provision of specified non-public the current
somart of Rogisratn Dta 1.8 spacfed iss o under the 2013 RAA, uness the time period for publication
a spociied purpose is lawful. Registrar or disclosure s otherwise specifed by the applicable
and Registry owa«or MUST provide such reasonable legislation, court order, or other binding legal authority.
access within 90 days of the date ICANN publishes any [The IPC also believes that Section 4.2.is oo limited and
such guidance, unless legal requirements otherwise. doesn't take into account law enforcement and other
demand an earlier implementation. processing even under GDPR that is NOT subject to the
balancing test. At the very minimum, there should be added
Ihere 2 new Section 4.2 that reads as fllows and existing
Section 4.2 should become 4.3: “Registrar and Registry
in Registration Data to competent authoritesthat seek
Data for the p the .
detection or prosecution
or the execution of criminal penalties, including the
fearding st and h rvenionf st o bl
e s he Pocsaing of uh orsonal Dty
competent authoriies s not subject o anyrestrietons or
[Appendix A |5. Publication of Additional Data FieldsRegistrar and Yes Yes
Registration |Registry Operator MAY output addiional data fields,
Directory |subject to the Data Processing requirements
services__|in Appendix C.

[There is strong support for this section, with the caveat that
there should be some measure of standardization of the
output; and that the inclusion of Annex C in this clause is
problematice and reserves the right to revisit this language
when Annex C s reviewed.

Given the multiple data controllers and processors involved.
in the domain registration process, and there is no reliable:

is subject to GDPR, a conservative approach (ie applying
| GOPR protections to al registrant data) s the least risky.

(GNSO C56 (I5PCP]

BC has the following concerns with this section:  This allows.
for Registries and Registrars to apply GDPR out of scope both|
geographically and to the wrong parties (e.g, to legal

of the EU - also not covered by GDPR).

personal data is appropriate inalcases,or () access by
similar parties o smilar data s approprite n any case. 5o
whil 4.2 i fine aswriten, there are signficant
opportunites for ICANN or other interests o strtch the
meaningof it untipersonsl data protection s mere
<ollecion ofwords with no meaning whatsoever. For
examplethere are huge sues with the concep of gving
access to a “class of third party”

Nostrong opinion

the access discussion has been held

I rules -we
Gon't want raw HTML

Consent il level
publication of data requires the existence of the technical
means to process consent in a compliant fashion.

[This section BC agrees
itmay not be. Art.611GDPR. Also, th for .
extrapolated tha eithe disclosure of data v g ¢ will require
o a broad This section (“tiered)

development panel to work out the definition for
reasonableness - panel must delineate processes, timelines,
and detailed expected response from Registries and
Registrar to reasonable access requests based on legitimate:
interests as allowed under the GDPR. » As mentioned
elsewhere, it may be too soon to determine whether service
lovel assurances (*SLA”) such as “within 90 days” are
appropriately quick or technically achievable. At this
moment, 90 days sems excessively long for most cases.
st

11 Registrar or Registry i presented with an ambiguous
situation (where ICANN has ot yet published guidance), we

upon receiving a request.

Yes

[AtAC

Changes

[Tem Spec was rushed into service. The language is not
appropriate i the long term.

No, be

required dinated

Nostrong opinion

del, which the
ePDP, following the discussion of the other elements of the
Temporary specification and completion of the Gating

| Questions in the ePDP Charter.

[The RySG has significant concerns with the Data Processing.

of the Temporary
Specification. While the RySG accepts the frst part of this
scction, “Registrar and Registry Operator MAY output
additional data felds,” ths acceptance does not mean that
the RySG agrees to all the terms of Appendix C and reserves
the right to suggest edits to or removal of certain text in

[ Appendix C. The Data Processing Requirements contained in
this section may be impacted by ePDP discussion of

“registration data” and purposes.

ogram
credentialing. The current language in 26 allows all manner
of non-uniform implementations, with no predictability and
potentially large operational barriers.

Yes
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