Recommendation 12 – Reasonable Access

The leadership team considered the input provided during the extended discussion concerning Reasonable Access, including the most recent discussion and suggests the following proposed language that aims to strike a balance between policy recommendations, implementation issues and the urgency to address these questions. In attempting to strike that balance, we recognized that a somewhat substantial re-write was required and so appreciate that this is not be exactly what any party directly expressed during the discussion, but believe that this aligns with the view expressed during today’s meeting that some of the details will need to be worked out in the course of implementation and there may not be a one-size-fits-all approach. By providing guidance on what is expected to be addressed during the implementation phase as well as some of the EPDP’s thinking to help inform these discussions, we hope this will speed up the implementation and Phase 2 discussions.

Importantly, we recognized that, even when a unified access model is developed, there may still be a need for a policy governing requests for data disclosure outside of that model. Therefore, this policy recommendation and ensuing implementation must be written for the long term. With that in mind, and recognizing the complexity of developing SLAs that would apply to the thousands of contracted parties, we sought to strike a balance between the degrees of specificity in the policy statement, and in the implementation work to follow.
Please review this language and flag by Monday 4 February any concerns your groups have. As noted previously, please focus on any ‘cannot live with’ aspects of this recommendation. Minor grammar / language issues can be flagged separately.   
Recommendation 12 – Reasonable Access (Updated Language for Consideration)
The EPDP Team recommends that the current requirements in the Temporary Specification (“Registrar and Registrar and Registry Operator MUST provide reasonable access to Personal Data in Registration Data to third parties on the basis of a legitimate interests pursued by the third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the Registered Name Holder or data subject pursuant to Article 6(1)(f) GDPR” and “Registrar and Registry Operator MUST provide reasonable access to Personal Data in Registration Data to a third party where the Article 29 Working Party/European Data Protection Board, court order of a relevant court of competent jurisdiction concerning the GDPR, applicable legislation or regulation has provided guidance that the provision of specified non-public elements of Registration Data to a specified class of third party for a specified purpose is lawful. Registrar and Registry Operator MUST provide such reasonable access within 90 days of the date ICANN publishes any such guidance, unless legal requirements otherwise demand an earlier implementation”) in relation to reasonable access remain in place, recognizing that work in phase 2 on a system for Standardized Access to Non-Public Registration Data may further complement or overwrite these requirements. 
The EPDP Team recommends that instead of ‘Reasonable Access’ the new policy will refer to “Reasonable Requests for Lawful Disclosure of Non-Public Registration Data.”

The EPDP Team recommends that Contracted Parties must process and respond to Reasonable Disclosure Requests. A disclosure request should be considered reasonable if the request follows the registrar / registry operator required format and provides the required information, which are to be detailed during the implementation phase (see below). Delivery of a properly formed Reasonable Disclosure Request to an ICANN contracted party does NOT require automatic disclosure of information. Contracted Parties will consider each request on its merits with regard to GDPR legal bases.   

The EPDP Team recommends that Contracted Parties must publish the mechanism and process for submitting reasonable disclosure requests in a publicly accessible section of their web-site. This should include information on the format and required content by which requests should be made, format by which responses are provided, and the timeline for responses. 

The EPDP Team recommends that criteria for a “Reasonable Request for Lawful Disclosure” and the requirements for an acknowledgement ? response will be defined as part of the implementation of these policy recommendations but will include at a minimum: 

· for Reasonable Disclosure Requests, the minimum information is to be provided: 
· Information about the requestor (including Power of Attorney statements, where applicable and relevant);

· Information about the legal rights of the requestor and specific rationale and/or justification for the request,  (e.g. Why is it necessary for the requestor to ask for this data?);
· Affirmation that the request is being made in good faith;

· A list of data elements required by the requestor and why this data is narrowly tailored to the need;  
· Agreement to process any data received in response to the request lawfully.  

· for practicable timeline criteria for responses to be provided by Contracted Parties will include: 

· response time for acknowledgement of receipt of a Reasonable Disclosure Request. (To inform the implementation discussion, the EPDP Team considered that a possible response time could be, “without unreasonable delay, but ordinarily not more than 2 business days from receipt,” noting that a separate timeline and criteria might be considered for ‘urgent’ Reasonable Disclosure Requests if an effective distinction can be made.)
· requirements for what information responses should include (for example, auto-acknowledgement of requests and rationale for rejection of request);
· logging of requests; 

· a timeline for processing and responding to the disclosure requests in alignment with the Art. 12 GDPR timeframe for providing information to the data subject.

The EPDP Team recommends that work on defining these criteria commences as soon as possible. 

