A handful of cases related to privacy/proxy services and redaction
Steve Crocker, 26 April 2023


At the time of registration, and perhaps at again later at the registrant’s initiative, the registrant will choose among three alternatives regarding the protection of the privacy of the registration.

Public	Make the registration available to any requester.  (This is often called “making the registration data public” or “publishing the registration data.”)  Choosing this option overrides the registrar’s default treatment of the registration data.

Normal	Let the registrar protect the registration data in accordance with its policies (and the policies of the registry and policy authorities above it.)

Protected	Ask the registrar to protect the registration data by interposing a privacy or proxy service.  (Equivalently, the registrar might offer this service and thus leave it to the registrant to accept or refuse.)

Later, various requesters may ask for the registration data.  The response will depend in part on which option was chosen during registration and in part on the status of the requester and the purpose and other details of the request.  For purposes of this memo, we assume the requesters fall into the following five buckets, with perhaps some question as to whether the XRqr is needed.

Citizen	Public requesters, i.e. requesters with no special privileges and no obligations regarding the use of the data they receive.

Rqr	Requesters who need access to non-public data for specific, approved purposes, and who agree to protect the data they receive against unapproved use and against unapproved disclosure.  Requesters in this bucket have identified themselves and are accountable for adhering to the rules.  Candidates for this bucket are IP attorneys tracking potential infringers, security practitioners, and others except public safety officials.

XRqr	Requesters in this bucket require and are permitted greater access to registration data.  It is not clear whether this bucket is needed.

PS	Public safety officials conducting investigations without a court order, i.e. warrant or subpoena, or similar authority.

PS+CA	Public safety officials conducting investigations with a court order or similar authority.  (“Similar authority” includes a declaration of exigent circumstances.)

With these registration options and gradations of credentials in mind, we can ask what the response will be for each fifteen combinations.  The possible responses are limited to:

A	Actual data
P	A pointer to the privacy/proxy service
R	“Redacted”
X	No response
??	Unknown; to be determined.

The following is a guess to be reviewed and edited.
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	Citizen
	A
	R
	X

	Rqr
	A
	A
	P

	XRqr
	A
	A
	??

	PS
	A
	A
	A

	PS+CA
	A
	A
	A
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