Public Safety Working Group (PSWG) Requests
Steve Crocker, 1 May 2023

Some time ago we interviewed three PSWG members[footnoteRef:1] regarding the kinds of registration data requests they would like to make.  The distinguishing dimensions of the types of the requests were the following. [1:  The PSWG members participating in the interview were Laureen Kapin (PSWG chair), Gabe Andrews, and Chris Lewis-Evans.] 


1. Range of data elements expected in the response

The set of possible data elements includes contact data, registration details, payment history, DNS records, etc.  This is a much wider range of data than is usually considered in discussions of registration data.  Data about the payment history, IP address at time of registration, account holder data is usually considered extremely sensitive and is usually available only to public safety officials when conducting an urgent (“exigent circumstances”) or court approved search.  In our model there are around one hundred distinct data elements.  Contact information for each of the possible contacts (account holder, registrant, admin, tech, billing) are each broken into about a dozen distinct data elements.  This permits granular control of access to for different purposes.  For example, some requesters might be permitted to see just the country portion of a contact’s data.

2. Whether searches are permitted

Some requests are permitted to include searching for registrations that share a name or email address.  Other requests are not permitted to include searching.

3. Level of sensitivity of the data elements

We assume each data element is assigned one of four sensitivity levels, S0 through S3, during the registration process.  The lowest level, S0, indicates the data element is publicly available.  S1 corresponds to the usual notion of “private” which is interpreted as meaning the data is not available publicly but is available to qualified and authenticated requesters with approved purposes.  S2 specifies a higher level of privacy requiring an additional level of approval.  S3 is the highest level of privacy.  Maximum authority, usually a court order or a declaration of exigent circumstances, is required for access.

4. Immediacy of the response

The speed of the response is often of great importance to the requester.  If the request is processed automatically, the response will usually be returned within seconds.  If the request requires manual review and/or manual processing, the response will usually take some number of days.



5. Visibility of the log.

To ensure integrity and auditability of the request and response process, all transactions are logged.  Transactions that need to be kept hidden are logged into a separate, protected audit system.  Requests that require this protection have logging that is marked “protected.”

The results were remarkably crisp.  The group specified five distinct types of requests.  For ease of reference, we labeled these KALE-1, KALE-2, KALE-3, KALE-4 and KALE-5.[footnoteRef:2] [2:  In case it isn’t obvious, “KALE” is formed from the initials of the PSWG members.] 


KALE-1	General LEA query; subject is suspect
Range	Full contact data but no “forensic data”
Search	Permitted
Sensitivity	Very private data included
Immediacy	Automated processing (seconds)
Logging	Log is protected
Comment	Requester is an authenticated law enforcement official conducting an official investigation.  The investigation has not yet reached the stage of using a court order or a declaration of exigent circumstances

KALE-2	General LEA query; subject is a victim
Range	Full contact data but no “forensic data”
Search	Not permitted
Sensitivity	Very private data included
Immediacy	Automated processing (seconds)
Logging	Log is not protected
Comment	Similar to KALE-1 except the subject is a victim.  Search is not permitted, and there is no need to keep the fact of the request hidden from view

KALE-3	Exigent query
Range	All possible data, including “forensic” data (IP address at time of registration, payment details, etc.)
Search	Permitted
Sensitivity	Maximum sensitivity
Immediacy	Automated processing (seconds)
Logging	Log is protected
Comment	Requester is an authenticated law enforcement official conducting an official investigation who has declared exigent circumstances exist.  Access is equivalent to having a court order.

KALE-4	Legal process
Range	All possible data, including “forensic” data (IP address at time of registration, payment details, etc.)
Search	Not permitted
Sensitivity	Maximum sensitivity
Immediacy	Days (Manual review and processing is acceptable)
Logging	Log is not protected
Comment	Requester is an authenticated law enforcement official conducting an official investigation with a court order, i.e. warrant or subpoena.

KALE-5	Anonymous General Public Query
Range	Publicly available data
Search	Not permitted
Sensitivity	S0
Immediacy	Automated processing (seconds)
Logging	Log is not protected
Comment	Requester does not need identification or authentication.  This request is not specific to public safety.  It is included here for completeness.





Comparison matrix

	Type
	Description
	Range
	Search
	Sensitivity
	Speed
	Visibility

	KALE-1
	Suspect inquiry
	Full contact data except for account holder; no “forensic” data
	Yes
	S2
	Seconds
	No

	KALE-2
	Victim inquiry
	Full contact data except for account holder; no “forensic” data
	No
	S2
	Seconds
	Yes

	KALE-3
	Exigent inquiry
	All
	Yes
	S3
	Seconds
	No

	KALE-4
	Legal process
	All
	No
	S3
	Days
	Yes

	KALE-5
	Public inquiry
	Public data only
	No
	S0
	Seconds
	Yes
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