SUMMARY OF WG DISCUSSION/STATUS ON CHARTER QUESTION E-1 (AS OF 7 AUGUST 2014)

Charter Question E-1:
What, if any, are the baseline minimum standardized relay processes that should be adopted by ICANN-accredited privacy/proxy service providers?

Most WG members agree on the following:

· Providers must have mechanisms in place by which registrants/customers will receive relayed requestor messages on topics required by the accreditation standards.[footnoteRef:1] [1:  For simplicity, we will use the term “forward” with respect to all such mechanisms.] 


· At a minimum, all communications required by the RAA and ICANN Consensus Policies must be forwarded. 

· Provider contract provisions concerning registrant/customer ability to choose what kinds of messages are forwarded may not contravene the requirements of any privacy and proxy service accreditation standards adopted by ICANN. 

WG options on the question “what should be the minimum standard for relay via e-mail/web forms?”

Option #1: A provider must relay all electronic requests received (including emails and via web forms), but may implement commercially reasonable safeguards (including CAPTCHA) to filter out spam and other forms of abusive communications.
[bookmark: _GoBack]
Option #2: A provider must relay all e-mail/web form notices required under the RAA or an ICANN Consensus Policy, requests received from law enforcement authorities, and third party requests containing allegations of abuse (i.e. illegal activity)[footnoteRef:2]. [2:  The WG will be addressing the question of scope of “illegal activity” as part of the Charter Question E-2 discussions; as such, the WG’s recommendations as to the extent of a provider’s obligation to relay under E-1 may be affected. Note also that as part of its deliberations on Charter Question D-4, the WG discussed the forms of “malicious conduct” that can be reported to a provider’s point of contact for abuse reports, and agreed that Section 3 of the Public Interest Commitment specification in the New gTLD Registry Agreement as well as Safeguard 2, Annex 1 of the GAC’s Beijing Communique would provide a starting point for such a list.] 


WG options on the question “what obligation, if any, should a provider have to notify relay requestors in the event of communications failure?”

Current Proposal under Consideration: A provider must promptly notify a requestor if it knows that an electronic communication for forwarding was not delivered[footnoteRef:3] to the e-mail address that was provided by the registrant/customer [3:  The WG agreed that the standard here is “undeliverable”, not “no response” on the part of the intended recipient as a provider may not receive affirmative notice of a delivery failure. Most WG members agree that determinations concerning forms of notification and feasibility questions related to relay processes and “undeliverability” should be left to the implementation team. The team should consider technical aspects as well as the extent to which any required form of undeliverable notification will contravene the purposes of proxy and privacy services.] 


Remaining/Open Questions

· Should providers be required to forward hard copy notices to registrants/customers, on request, in cases where electronic communications are known to be undeliverable?
· Should providers be permitted to charge a reasonable fee to forward communications that incur a cost to do so (this could include monetary costs such as charges for registered mail and/or other resource costs such as man-hours to review/strip out personal information from a communication)?



