PPSAI – Category A
Question 2 – Should ICANN distinguish between privacy and proxy services for the purpose of the accreditation process?
Updated 19 February 2014
Background information relevant to this question:

WG Working definitions (from the 2013 RAA):

· "Privacy Service" is a service by which a Registered Name is registered to its beneficial user as the Registered Name Holder, but for which alternative, reliable contact information is provided by the P/P Provider for display of the Registered Name Holder's contact information in the Registration Data Service (Whois) or equivalent services.

· "Proxy Service" is a service through which a Registered Name Holder licenses use of a Registered Name to the P/P Customer in order to provide the P/P Customer use of the domain name, and the Registered Name Holder's contact information is displayed in the Registration Data Service (Whois) or equivalent services rather than the P/P Customer's contact information.
Information from the Whois Studies

ICANN Study on the Prevalence of Domain Names Registered using a Privacy or Proxy Service among the top 5 gTLDs: 
· Domain names can be registered using a Whois privacy or proxy service, which helps limit the amount of users’ personal information that is made public via registrar and registry Whois services. The sample of domain names registered under the top 5 gTLDs indicates that about 18% of them used this type of service. Among these, Whois proxy service registrations were the most common.
· Out of 2400
 sampled domain names in the top 5 gTLDs, 18% (429 domain names) were registered using privacy or proxy services; of these, 9% were attributed to a privacy service and 91% to a proxy service
.
Whois Registrant Identification Study - May 2013: 
· Of the 320 (out of 1600
) domain names across the top 5 gTLDs that were coded as being privacy or proxy registrations, 20 were determined to be through privacy service providers (i.e. 6%). This difference with ICANN’s 2010 findings of 9% is “not statistically significant at the 95% significance level”.

· The 320 domain names represented 20% of the sampled domains. This is “statistically equivalent to [ICANN’s] previous estimate”. As compared with the data from the 2010 NORC study, that data was collected in the 2008-9 time frame; as such, “there is no evidence to suggest that the usage of privacy and proxy services has changed over time”.
From the Whois Review Team Final Report
· The Review Team considers that one possible approach to achieving this would be to establish, through the appropriate means, an accreditation system for all proxy/privacy service providers. As part of this process, ICANN should consider the merits (if any) of

establishing or maintaining a distinction between privacy and proxy services.
	Should ICANN distinguish between privacy and proxy services for the purpose of the accreditation process?
	Who 
	WG Response
	Recommended Action (if any)

	The services are different, but both types of service providers should be treated and accredited similarly.
	Jim Bikoff, David Heasley, Griffin Barnett, Valeriya Sherman / Silverberg, Goldman & Bikoff, LLP
	
	

	ICANN should not distinguish between privacy and proxy services for the purpose of the accreditation process. The main distinction appears to be that a privacy service provides the name of the registrant for Whois while a proxy service does not. In general, an accredited service should have some flexibility about which contact data elements it masks or substitutes in Whois, but a qualifying third-party query should be able to trigger (a) a relay of the query or (b) a reveal of a standard set of contact data, regardless of the extent to which the actual data appears in Whois.
	Keith Kupferschmid
	
	

	Yes. Privacy services should be a form of blocking data from the public view. They should require the data be verified prior to private registration. Privacy services should be offered for each data field individually. Without the public’s ability to access the accuracy of registrant data, privacy providers must verify such data for operational accuracy. Privacy providers must also establish a clear ability to relay correspondence to the registrant, and the registrant must certify that they continue to receive these communications. Proxy services should constitute a legally binding agreement requiring the proxy provider to take on the responsibilities and liabilities of the registrant. Proxy providers may determine their own contracts with registrants with little to no ICANN oversight, but ultimately will be held responsible for any registrant misconduct.
	Emily Emanuel, John Horton, and Justin Macy. Representing LegitScript.
	The WG questioned why additional verification should be required for privacy services compared to proxy services as it is the WG’s understanding that in the case of privacy services the registrant name is displayed and alternative, reliable contact information is provided, while in the case of proxy services the domain name registration is licensed to the proxy customer and none of its information will be available in Whois.
	The commenter and WG members agreed that further review of this question may be required following the outcome of some of the other discussions that would determine whether different requirements should apply to proxy and privacy services which may influence the response to the question of whether ICANN should distinguish between privacy and proxy services for the purpose of the accreditation process.  

	I believe only ICANN accredited registrars should be privacy/proxy service providers, as under the registrar obligation for RDE can the correct information be provided to the data escrow service.
	Chris Pelling
	Some pointed out that this in practice might be difficult to achieve. It was noted that an alternative approach to achieving the same outcome could be to require ICANN accredited registrars to only use accredited P/P services.
It was also noted that restricting this to ICANN accredited registrars may also inadvertently exclude certain players / regions as the obligations and investment required to become an accredited registrar would pose an additional burden on P/P services.
	

	Yes. A proxy service is different in that it actually takes on the roll as Registered Name Holder, and that should be made very clear. Alternatively, perhaps only privacy services should be allowed.
	Anonymous WG member
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	
	Should ICANN distinguish between privacy and proxy services for the purpose of the accreditation process?

	WG Preliminary Conclusion
	Following an initial review of this question, the WG provisionally agrees that proxy and privacy services could potentially be treated the same way for the purpose of the accreditation process. However, further review of this question will be required following the outcome of the discussions on some of the other charter questions which would determine whether different requirements should apply to proxy and privacy services which may influence the response to this specific question.

	Should the same conclusion apply to proxy services & privacy services? If not, please explain why.
	N/A


� The same domain names were used here as for the NORC Whois Accuracy Study.


� However, ICANN noted that the “true proportion” of privacy and proxy registrations may well be higher than what was reported, given industry trends and problems extracting information on a number of the sampled domains. The Study did not comment on the difference between the percentage figure found here and that in the January 2010 NORC Study.


� As with their previous study, these were randomly selected in appropriate proportions across the top 5 gTLDs. 





