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[bookmark: _GoBack]Introduction 
The following proposal is presented for discussion within PPSAI working group by working group member Volker Greimann in reaction to a proposal by a number of WG participants from the Intellectual Property Constituency.  It does not yet represent an endorsed position of the IPCRrSG. 
WeI believe that the policy stated in this proposal strikes an appropriate balance and will serve the public interest.  Specifically, weI believe such a policy will be beneficial for:
· Service Providers – because it avoids the need to name the service provider as a party in a UDRP or other action. Naming the Provider as a party can tarnish the Provider’s reputation, subject it to litigation costs, and place it in the middle of a dispute between the Requestor and Customer. 
· Customers – because it enables a much less drastic remedy than Publicationprevents undue disclosures both to the entire world or third parties without rights to receive such data, thus limiting any incursion on Customer’s privacy to what is necessary to seek to resolve the issue.  
· Customers and Complainants – by enabling direct communication that may avoid further proceedings, which could be costly and time-consuming for both parties, and providing moresufficient information that will help determine if this is a case in which the time and expense of proceeding may not be warranted.   
WeI look forward to discussion of this proposal by the Working Group.    

	Policy Proposal For Discussion
I. General Policy 
An accredited Service Provider shall Disclose, to a Complainant who has presented prima facieblatantly obvious evidence of obvious abuse associated with registration or use of a domain name, allsufficient contact details which Service Provider has on file for Customer.to enable Complainant to contact and address the Registrant.  Disclosure may not be denied based on the lack of a court order, subpoena, or pending civil action, UDRP or URS proceeding, noror based on the fact that the complaint refers to material other than the domain name itself, such as content on a website associated with the domain name., or because it is not legally qualified to determine the veracity or legal implications of the complaint unless the violation is blatantly obvious (“offensichtliche Rechtsverletzung”) and the Service Provider has a legal duty to investigate such complaints (“Prüfungspflicht”) and take action (“Handlungspflicht”). 
 The next section provides an illustrative implementation of this policy regarding intellectual property infringement.  Similar templates regarding other kinds of abuse should be developed in the implementation of the accreditation program.   
II. Disclosure of Customer Details Based on Allegation of Intellectual Property Infringement 
A. Domain name infringes a trademark
ComplainantComplainant agrees to be bound by jurisdiction at the seat of the service provider for any disputes between service provider and complainant and provides to Service Provider:  
(1) Full name, email address, and telephone number of the trademark owner
(2) The name of the trademark, the trademark registration number, a complete list of protected classes, registration date and expiration date of the trademark, the country where the trademark is registered, and a current and authenticated copy of of a draft from the public trademark register showing the current status of the trademark
(3) The domain name that infringes the trademark 
(4) A good faithEvidence, either notarized or accompanied by sworn statement, under penalty of perjury (“Versicherung an Eides statt”), from either the trademark holder or an authorized representative of the trademark holder, that and explaining how:
(A) the use of the trademark by the alleged infringer 
(i) infringes the trademark holder’s rights in the protected classes and 
(ii) is not defensible;
(B) Complainant will use Customer’s contact details only 
(i) to determine whether further action is warranted to resolve the issue; 
(ii) to attempt to contact Customer regarding the issue; and/or 
(iii) in a legal proceeding concerning the issue.  
B. Website content infringes a trademark
ComplainantComplainant agrees to be bound by jurisdiction at the seat of the service provider for any disputes between service provider and complainant and provides to Service Provider: 
(1) Full name, email address, and telephone number of the trademark owner
(2) The name of the trademark, the trademark registration number, anda complete list of protected classes, the country where the trademark is registered, registration date and expiration date of the trademark, and a current and  authenticated copy of of a draft from the public trademark register showing the current status of the trademark
(3) The exact URL where the allegedly infringing content is located
(4) A good faith statement, under penalty of perjury,Evidence, either notarized or accompanied by sworn statement (“Versicherung an Eides statt”), from either the trademark holder or an authorized representative of the trademark holder, stating that and explaining how:
(A) the use of the trademark on the website 
(i) infringes the trademark holder’s rights in the protected classes and 
(ii) is not defensible;
(B) complainant will use customer’s contact details only 
(i) to determine whether further action is warranted to resolve the issue; 
(ii) to attempt to contact customer regarding the issue; and/or
(iii) in a legal proceeding concerning the issue.
Website content infringes a copyright
ComplainantComplainant agrees to be bound by jurisdiction at the seat of the service provider for any disputes between service provider and complainant and provides to Service Provider: 
(1) Full name, email address, and telephone number of the copyright owner
(2) Information reasonably sufficient to identify the copyrighted work, including, where applicable, the copyright registration number, and the country where the copyright is registered
(3) The exact URL(s) where the infringing copyrighted content is located as well as the exact URL where the original content is located (if online content) or where the claim can be verified.
(4) A good faith statement, under penalty of perjury,Evidence, either notarized or accompanied by sworn statement (“Versicherung an Eides statt”), from either the copyright holder or an authorized representative of the copyright holder, stating that:
(A) the use of the copyright content on the website (i) infringes the copyright holder’s rights and (ii) is not defensible; andthe copyright protection extends to the locale the website targets; and 
(B) complainant will use customer’s contact details only (i) to determine whether further action is warranted to resolve the issue; (ii) to attempt to contact customer regarding the issue; and/or (iii) in a legal proceeding concerning the issue.
II. Service Provider Action on Complaint 
Upon receipt of the information set forth above, Service Provider [promptlywithout unreasonable delay] will either:
A. DiscloseInform the Registrant about the complaint and disclosure request and disclose to Complainant allsufficient contact information it has on file for Customer; orRegistrant to allow complainant to contact and address the Registrant;  
B. State to Complainant in writing its reasons for refusing to disclose, which must be consistent with the general policy stated in I above.  If refusal to disclose is based on objection to disclosure by the Customer, Complainant must be informed of the reasons stated by the Customer for objecting. unless disclosure of these reasons would violate the privacy rights of the Customer.  For all refusals, Service Provider must provide a review process for determining whether the reason stated complies with the general policy stated above.  
III. Impact on policies 
Nothing above shall prevent a Service Provider from adopting and implementing additional policies regarding:
A. A “trusted complainant”, “untrusted complainant”, “trusted registrant” or similar program under which action on disclosure requests would either be expedited or /streamlined or further requirements would be required for disclosure; 
B. Notification to customers that a request for disclosure of their contact details has been made or is being granted and how to avert such disclosure; or 

C. Publication of the contact details of Customers in Whois, or Termination of service to a Customer, for breach of Service Provider’s Terms of Service, or on other grounds stated in such Terms of Service.     

	



