PPSAI – Category C - REGISTRATION of privacy/proxy services 
Question 3 – Should there be a difference in the data fields to be displayed if the domain name is registered or used
 for a commercial purpose, or by a commercial entity instead of a natural person?
Background information relevant to this question:

Information from the Whois Studies
Whois Registrant Identification Study - http://gnso.icann.org/en/node/39861 
Relative percentage of Privacy/Proxy use among legal
 persons: Based on our analysis of the WHOIS records and the web/FTP content retrieved from a random sample of 1,600 domains from the top five gTLDs,

· 15.1 percent (± 2.9 percent) of domains used by legal persons were registered using a privacy or proxy service.

Relative percentage of Privacy/Proxy use among domains with commercial use: Based on our analysis of the WHOIS records and the web/FTP content retrieved from a random sample of 1,600 domains from the top five gTLDs,

· 22.9 percent (± 2.7 percent) of domains with potentially commercial activity were registered using a privacy or proxy service.

Whois Review Team Final Report:

Recommendation 10: Data Access -- Privacy and Proxy Services

Findings

Privacy and proxy services have arisen to fill an ICANN policy vacuum. These services are clearly meeting a market demand, and it is equally clear that these services are complicating the WHOIS landscape.

Privacy and proxy services are used to address noncommercial and commercial interests, which many view as legitimate. For example,

Individuals – who prefer not to have their personal data published on the Internet as part of a WHOIS record;

Organizations – as religious, political or ethnic minority, or sharing controversial moral or sexual information; and

Companies – for upcoming mergers, new product or service names, new movie names, or other product launches.

However, ICANN’s current lack of any clear and consistent rules with regards to privacy and proxy services4 has resulted in unpredictable outcomes for stakeholders. In terms of the Review Team’s scope:

· law enforcement shared its concern over the abuse of proxy services by criminals seeking to hide, companies defrauding customers, and parties attacking the security of the Internet including by botnets and malware; and

· the current use of privacy and proxy services raises questions about whether ICANN is meeting its AoC commitments relating to ‘timely, unrestricted and public access’ to WHOIS data.

The Review Team considers that with appropriate regulation and oversight, privacy and proxy services appear capable of addressing stakeholder needs.

Sub-Questions identified by the WG:

a) Registration AND (not OR) use?
b) How to deal with noncommercial organizations that may be incorporated as corporations for insurance or liability purposes?
WG Discussion on Threshold Question for this Category:

Question: Currently, proxy/privacy services are available to companies, noncommercial organizations and individuals.  Should there be any change to this aspect of the current system in the new accreditation standards?

· If this is changed, WG may need to consider how to deal with those that could and did use P/P services prior to the accreditation program

· What is “commercial” vs “noncommercial” – distinction could be in the form of activities/transactions or entities (and not merely because of an entity’s corporate form)

· While many users likely do not rely on Whois information (preferring to use website contact details), many others do e.g. IP owners, law enforcement. These depend on accurate & accessible Whois information esp. in cases of urgency (e.g. fraud or security problems)

· Would distinguishing between types of P/P users (if the answer to the threshold question is yes) create a situation where not all registrants are treated equally (a new feature for gTLDs)?
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	Who 
	WG Response
	Recommended Action (if any)

	P/p services should only be used by natural persons not involved in commercial activities. To the arguments that have been made for allowing commercial use, all I can say is that is what lawyers are for.
	Withheld
	It was pointed out that a P/P provider currently does not control the format of Whois or display so it would not have the ability to make radical alterations to what is displayed. Even though this may change as a result of the Expert Working Group recommendations, the question was raised whether potential additional data fields should be optional or mandatory. 
Some WG members noted that this question could also refer to how information is displayed, for example, if P/P registrations are to be permitted only for certain commercial purposes/entities and not others, should the data fields for these registrations therefore be different compared to those for p/p registrations by natural persons? If so it was suggested that the P/P provider could denote this by putting P/P name_legal entity or P/P name_natural person. However, several WG members pointed out that domain name registrations may have various purposes and as a result it might not be practical or feasible to have a strict separation. It was also noted that any such separation would need to rely on the self-identification of the P/P customer (which could then be challenged by third parties after the fact). 

	

	This would be a minefield to implement, and just would put more strain on the registrar.
	Chris Pelling
	
	

	Yes. Commercial entities do not enjoy the same liberties of privacy that individuals have. Further, many countries mandate public commercial information, by way of consumer protections and anti-fraud laws. If a commercial entity is a registrant, no privacy or proxy services should be offered. If a domain name is being used for commercial purposes, an unmasking procedure should be triggered.
	Emily Emanuel, John Horton, and Justin Macy.

Representing LegitScript
	
	

	No, ICANN-accredited privacy/proxy service providers should not distinguish between domain names used for commercial vs. personal purposes at least not as a minimum requirement (a particular service could still be free to impose such a restriction).
	Keith Kupferschmid
	
	

	No. PP Service Providers should not be required to distinguish between commercial and non-commercial registrants when a domain is registered, because that would present significant challenges to practical implementation. However, this distinction may be considered at the time allegations of misconduct are made.
	Jim Bikoff, David Heasley, Griffin Barnett, Valeriya

Sherman / Silverberg, Goldman & Bikoff, LLP
	
	

	If a distinction is made, wrongdoers would automatically label their activities as personal. For instance, many IPR infringers are done by individuals. The answer to the second question is no. Should there be a difference in the data fields, they ought not prevent law enforcement authorities and courts of any jurisdiction from accessing all necessary data the service keeps.
	Gema Campillos
	
	

	No, see above. [response to Q C-1) 
	IPC
	
	

	We can think of no reason whatsoever to impose additional fields on the millions of noncommercial organizations, home based businesses (of seniors, mothers, and others), and individuals based on the purpose to which they may devote (or not devote) their domain name now and in the future. It is a content issue far outside the limited technical scope and reach of ICANN.  We can provide much more data on this issue as it arises in the WG, should it be needed.
	NCSG
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	WG Preliminary Conclusion
	A majority of WG members are of the view that it is neither desirable nor feasible to make a distinction in the data fields to be displayed.

	Should the same conclusion apply to proxy services & privacy services? If not, please explain why.
	


� It was suggested that a threshold question here is whether enquiring into “use” of a domain name is within ICANN’s scope and mission.


� Registrant appears to be a Legal Person – domains with WHOIS data which appear to identify a legal person—a company, business, partnership, non-profit entity, trade association, etc.—as the Registrant (includes multiple domain holders, but not Privacy/Proxy service providers)
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