PPSAI – Category D - CONTACT point provided by each privacy/proxy service
Question 3 – Should full WHOIS contact details for ICANN-accredited privacy/proxy service providers be required?
Background information relevant to this question:

Information from the Whois Studies
Whois Privacy and Proxy Services Abuse Study - Our study shows that it IS TRUE that: "A significant percentage of the domain names used to conduct illegal or harmful Internet activities are registered via privacy or proxy services to obscure the perpetrator's identity".

Our study shows that it is PARTLY TRUE that: "The percentage of domain names used to conduct illegal or harmful Internet activities that are registered via privacy or proxy services is significantly greater than the percentage of domain names used for lawful Internet activities that employ privacy or proxy services."

More helpfully, we can say: "When domain names are registered with the intent of conducting illegal or harmful Internet activities then a range of different methods are used to avoid providing viable contact information – with a consistent outcome no matter which method is used.

However, although many more domains registered for entirely lawful Internet activities have viable telephone contact information recorded within the Whois system, a great percentage of them do not."
Section 3.18 of the RAA - Registrar's Abuse Contact and Duty to Investigate Reports of Abuse.
3.18.1 Registrar shall maintain an abuse contact to receive reports of abuse involving Registered Names sponsored by Registrar, including reports of Illegal Activity. Registrar shall publish an email address to receive such reports on the home page of Registrar's website (or in another standardized place that may be designated by ICANN from time to time). Registrar shall take reasonable and prompt steps to investigate and respond appropriately to any reports of abuse.

3.18.2 Registrar shall establish and maintain a dedicated abuse point of contact, including a dedicated email address and telephone number that is monitored 24 hours a day, seven days a week, to receive reports of Illegal Activity by law enforcement, consumer protection, quasi-governmental or other similar authorities designated from time to time by the national or territorial government of the jurisdiction in which the Registrar is established or maintains a physical office. Well-founded reports of Illegal Activity submitted to these contacts must be reviewed within 24 hours by an individual who is empowered by Registrar to take necessary and appropriate actions in response to the report. In responding to any such reports, Registrar will not be required to take any action in contravention of applicable law.

3.18.3 Registrar shall publish on its website a description of its procedures for the receipt, handling, and tracking of abuse reports. Registrar shall document its receipt of and response to all such reports. Registrar shall maintain the records related to such reports for the shorter of two (2) years or the longest period permitted by applicable law, and during such period, shall provide such records to ICANN upon reasonable notice.

Whois Review Team Final Report
In considering the process to regulate and oversee privacy/proxy service providers, consideration should be given to the following objectives:

[….]

Maintaining dedicated abuse points of contact for each provider;

[….]
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	Who 
	WG Response / Discussion
	Recommended Action (if any)

	Yes
	Name Withheld
	
	

	Already in 2013 RAA
	Chris Pelling
	
	

	Yes. There needs to be transparency and accountability as to identities of accredited p/p providers. Much more difficult to contact provider without full contact details to submit abuse complaints or other information (e.g. relay additional correspondence to registrant)
	Emily Emanuel, John Horton, Justin Macy (representing LegitScript)
	
	

	Yes
	Keith Kupferschmid
	
	

	Yes
	Jim Bikoff, David Heasley, Griffin Barnett, Valeriya Sherman (Silverberg & Bikoff, LLP)
	
	

	To the same extent registries and registrars must provide them; if Yes or No answer is required, then Yes
	Gema Campillos
	
	

	Yes
	IPC
	
	

	Would like to hear concerns from p/p providers about this recommendation
	NCSG
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	WG Preliminary Conclusion
	

	Should the same conclusion apply to proxy services & privacy services? If not, please explain why.
	


