SUMMARY OF PRIOR ICANN WORK ON PRIVACY & PROXY SERVICES, WITH PARTICULAR REFERENCE TO THE QUESTION OF THEIR PREVALENCE & USE


I. INTRODUCTORY NOTES


A. References used in this Document:

· NORC: National Opinion Research Center at the University of Chicago; completed a Whois Registrant Identification Study for ICANN in May 2013: http://gnso.icann.org/en/issues/whois/registrant-identification-summary-23may13-en.pdf (see summary below)

· NPL: National Physical Laboratory (United Kingdom); research team led by Dr. Richard Clayton (University of Cambridge) performed a Study on Whois Privacy & Proxy Abuse for ICANN for which initial findings were published for public comment in September 2013: http://gnso.icann.org/en/issues/whois/pp-abuse-study-20sep13-en.pdf (see summary below)

B. Other Relevant Studies:

· ICANN published a Study on the Prevalence of Domain Names Registered Using A Privacy or Proxy Service Among the Top 5 gTLDs in September 2010: http://www.icann.org/en/resources/compliance/reports/privacy-proxy-registration-services-study-14sep10-en.pdf 

· Out of 2400[footnoteRef:1] sampled domain names in the top 5 gTLDs, 18% (429 domain names) were registered using privacy or proxy services; of these, 9% were attributed to a privacy service and 91% to a proxy service[footnoteRef:2] [1:  The same domain names were used here as for the NORC Whois Accuracy Study.]  [2:  However, ICANN noted that the “true proportion” of privacy and proxy registrations may well be higher than what was reported, given industry trends and problems extracting information on a number of the sampled domains. The Study did not comment on the difference between the percentage figure found here and that in the January 2010 NORC Study.] 


· NORC had previously completed a Draft Report for the Study of the Accuracy of Whois Registrant Contact Information for ICANN in January 2010: http://www.icann.org/en/resources/compliance/reports/whois-accuracy-study-17jan10-en.pdf 

· Out of 1419[footnoteRef:3] sampled domains in the top 5 gTLDs, 24.7% (351 domain names) were attributed to privacy or proxy registrations [3:  Drawn from a random sampling of 2400 across the top 5 gTLDs and reduced due to the need to ensure diverse country representation in the sample.] 


II. NORC’s 2013 FINDINGS


· Of the 320 (out of 1600[footnoteRef:4]) domain names across the top 5 gTLDs that were coded as being privacy or proxy registrations, 20 were determined to be through privacy service providers (i.e. 6%). This difference with ICANN’s 2010 findings of 9% is “not statistically significant at the 95% significance level”. [4:  As with their previous study, these were randomly selected in appropriate proportions across the top 5 gTLDs. ] 


· The 320 domain names represented 20% of the sampled domains. This is “statistically equivalent to [ICANN’s] previous estimate”. As compared with the data from the 2010 NORC study, that data was collected in the 2008-9 time frame; as such, “there is no evidence to suggest that the usage of privacy and proxy services has changed over time”.


III. NPL’s 2013 FINDINGS


A. SUMMARY:

· Privacy or proxy services are used more often than average for domains registered for harmful or illegal Internet activities (ranges from 29.5% to 54.8%)

· However, the usage rate for registrations intended for some legal and harmless activities is above average too (e.g. banks 28.2%; adult websites 44.2%)

· NPL’s figures show a consistent, higher rate of usage of proxy services by registrants of domain names used for harmful or illegal Internet activities over privacy services  – but the reverse was true for domain names used for legitimate activities (i.e. its sample of banks, executive search firms, law firms and legal pharmacies showed a higher rate of usage of privacy over proxy services)



B. BREAKDOWN OF PRIVACY & PROXY SERVICE USAGE BY WORK PACKAGE[footnoteRef:5]: [5:  NPL did not provide percentages broken down as between privacy and proxy services; however, the report does includes the specific numbers found for each of the two types of service in each WP.] 


· WP1 (Phishing): Data from 5 live feeds of phishing URLs (total of 2833 domains)
· 13.7% of third parties (i.e. legitimate businesses whose domain name appeared in a phishing URL) used privacy or proxy services
· 24.7% of compromised machines used privacy or proxy services
· 31.2% of maliciously registered domains used privacy or proxy services

· WP2 (419 Frauds & Other Scams): Data from aa419.org (total of 652 domains)
· 46.5% of registrants used privacy or proxy services

· WP3 (Unlicensed Pharmacies): Data from a CMU Study (total of 764 domains)
· 54.8% of registrants used privacy or proxy services

· WP4 (Typosquatting): Data from Moore & Edelman Study (total of 27,006 domains)
· 48.2% of registrants used privacy or proxy services

· WP5 (Child Sexual Abuse Image Websites): Data from Internet Watch Foundation (total of 602 domains)
· 29.5% of registrants used privacy or proxy services

· WP6 (Legal & Harmless Websites): Banks, Executive Search Firms, Law Firms, Licensed Pharmacies, Adult Content, Typosquatted Domains:

	Legal pharmacies
	8.8%

	Law firms
	13.4%

	Executive search
Consultants
	22.4%

	Banks
	28.2%

	Alexa top 3500 (which were typo-squatted)
	19.2%

	Adult websites
	44.2%




· WP7 (Domains Appearing in Email Spam): Feed from SURBL (total of 20956 domains)
· 44.1% of registrants use privacy or proxy services

· WP8 (Domains Associated With Malware): Data from StopBadware Project (total of 10926 domains)
· 20.4% of registrants use privacy or proxy services

· WP9 (Domains Subjected to UDRP): Data from ICANN’s DSRPs
· 39.7% of registrants use privacy or proxy services


[bookmark: _GoBack]IV. SOME COMPARISONS OF NORC’S & NPL’S FINDINGS

· NORC’s samples were of registered domains regardless of whether a website was involved (e.g. sample included “parked” domains); NPL’s categories associated domains with websites – result is that just over half of NORC’s sample can be directly comparable with NPL’s

· NPL found significant differences in privacy and proxy usage rate as between NORC’s results and several of NPL’s WPs (the exceptions being Typosquatted Domains; Executive Search Consultants; and Malware)

· Overall, NPL’s conclusion is that its findings are “not grossly inconsistent with NORC’s results”.

Note that NORC’s method for identifying a privacy or proxy service was different from NPL’s:

· NORC looked for specific organization names that identified themselves as such, and at registrant names containing keywords such a “privacy”, “proxy” or “shield”

· NPL looked at the Whois information text and also ran a check for NORC’s keywords

NORC’s previous 2010 Report described their approach to identifying a privacy and proxy service in detail, viz.:

· Where the registrant name contained the following words or phrase 'privacy', 'proxy', 'registration', 'registration service', 'identity', 'shield', 'guard', 'private', 'buy', 'rare', 'names', 'WHOIS', 'value', 'domain', and 'secure'; or

· Where multiple domains contained the same registrant name, registrant organization, or registrant address; or

· Where the registrant name or registrant organization may correspond to the name of a privacy service, proxy service, or multiple domain name holder. 
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