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I. GENERAL:

1. What, if any, are the baseline minimum standardized reveal processes that should be adopted by ICANN-accredited privacy/proxy service providers?

· Origin: WHOIS RT - Adopt agreed standardized relay and reveal processes and timeframes

Agreed WG Sub-Questions:
a) Any difference if requestor is law enforcement or a private party?
b) Should details of the complainant be revealed to the registrant/owner?
c) Consider a voluntary cancellation of the domain name registration as an option, notwithstanding access to data by legitimate requestors. If so, should law enforcement and injured parties still have access to the information? How (if at all) to prevent registrant from changing her information upon receiving notification?
d) Consider customer option for different methods and notification issues[footnoteRef:1] where applicable laws so permit. [1:  Copied below are the last paragraphs of NPL´s Study on Whois Proxy & Privacy Service Abuse, September 2013: 
“To summarise the whole project and to return at the end to our original hypotheses – we DID find clear evidence that:
"A significant percentage of the domain names used to conduct illegal or harmful Internet activities are registered via privacy or proxy services to obscure the perpetrator's identity".
But, although we did find that it was often true, we DID NOT find that in all cases:
"The percentage of domain names used to conduct illegal or harmful Internet activities that are registered via privacy or proxy services is significantly greater than the percentage of domain names used for lawful Internet activities that employ privacy or proxy services."
Additionally, we learnt that these statements ARE correct:
"When domain names are registered with the intent of conducting illegal or harmful Internet activities then a range of different methods are used to avoid providing viable contact information – with a consistent outcome no matter which method is used.
However, although many more domains registered for entirely lawful Internet activities have viable telephone contact information recorded within the Whois system, a great percentage of them do not."] 

e) What processes or levels of revealing the underlying registrant exist?
f) What are the minimum standards of proof that should be required for the identity of the requestor?
g) What are the minimum standards of proof that should be required for the allegations being raised by the requestor?
h) Does the P&P service have to assess the lawfulness of the request? What if the allegation refers to conduct legal in one jurisdiction but not the other?
i) What limitations should the requestor be required to agree to regarding use of the revealed data (e.g., only for the purpose stated in the request and not for publication to the general public)?

II. QUESTIONS RELATED TO THE DISCLOSURE OF CUSTOMER DETAILS TO A THIRD PARTY REQUESTOR (OTHER THAN LAW ENFORCEMENT AUTHORITIES (“LEA”)):

1. Should ICANN-accredited privacy/proxy service providers be required to reveal customer identities for the specific purpose of ensuring timely service of cease and desist letters? 

· Origin: WHOIS RT – Need to enable service of process in a timely manner in order to avoid flight risk (transfer to another provider to evade service)

Agreed WG Sub-Questions:

a) When should P/P providers be required to do this?
b) Clarify that this relates to service of letters by private attorneys (and other parties?)
c) Should notification of the customer also/ be required? 
d) When should customer be notified? Under what circumstances can customer contest the reveal before it takes place?
e) Any difference if requestor is law enforcement vs. private party; if requestor is from different jurisdiction than P/P provider; or if laws are different in P/P provider and registrant’s respective jurisdictions?

2. What forms of alleged malicious conduct, if any, and what evidentiary standard would be sufficient to trigger a reveal?
 
· Origin: see Question 3

Agreed WG Sub-Questions:

a) Any difference if requestor is law enforcement vs. private party; if requestor is from different jurisdiction than P/P provider; or if laws are different in P/P provider and registrant’s respective jurisdictions?

3. What safeguards must be put in place to ensure adequate protections for privacy and freedom of expression? 

· Origin: GNSO-ALAC-RAA-DT – Instances of presentation of evidence of illegal malicious conduct should result in a requirement to reveal the contact information of customers of privacy or proxy services, consistent with procedures designed to respect any applicable protections for privacy and freedom of expression 

[NOTE: this DT recommendation resulted in two Charter questions, viz. this Question 3 and Question 2 immediately above]

Agreed WG Sub Questions:

a) Protections to cover both individuals and organizations
b) Safeguards needed also for small businesses/entrepreneurs against anti-competitive activity, as well as for cases of physical/psychological danger (e.g. stalking/harassment) perhaps unrelated to the purpose of the domain name?
c) Consider protections also for cases where publication of physical address could endanger someone’s safety, or the safety of an organization (e.g. a religious or political group)

III. QUESTIONS RELATED TO THE DISCLOSURE OF A CUSTOMER’S DETAILS TO LEA:

1. What circumstances, if any, would warrant access to registrant data by law enforcement agencies? 

· Origin: see Question 2

2. What clear, workable, enforceable and standardized processes should be adopted by ICANN-accredited privacy/proxy services in order to regulate such access (if such access is warranted)? 

· Origin: WHOIS RT – The ability to hide ones identity in the global e-commerce marketplace creates an environment that allows illegal activities to flourish. It is imperative that law enforcement is able to identify the who, what, where of domain name operators immediately in order to effectively investigate. There should be development of clear, workable, enforceable, and standardized processes to regulate access to registrant data when requested by law enforcement

[NOTE: this DT recommendation resulted in two Charter questions, viz. this Question 2 and also Question 1 immediately above]




IV. QUESTIONS RELATED TO THE PUBLICATION OF A CUSTOMER’S DETAILS IN WHOIS:

1. What specific alleged violations of the provider’s terms of service, if any, would be sufficient to trigger publication of the registrant/owner’s contact information? 
· Origin: see below

2. What safeguards or remedies should be available in cases where publication is found to have been unwarranted? 

· Origin: LEA request –Registrants using privacy/proxy registration services will have the contact information of the customer immediately published by the Registrar when registrant is found to be violating terms of service, including but not limited to the use of false data, fraudulent use, spamming and/or criminal activity

[NOTE: this DT recommendation resulted in two Charter questions, viz. this Question 2 and also Question 1 immediately above]

Agreed WG Sub-Question:

a) Should registrant be notified prior to publication?

V. QUESTIONS RELATED TO THE TERMINATION OF A PROVIDER’S CONTRACT AND/OR ACCREDITATION:

1. What are the contractual obligations, if any, that if unfulfilled would justify termination of customer access by ICANN-accredited privacy/proxy service providers? 
· Origin: WHOIS RT – Cancel registrations of proxy services that do not fulfill their contractual obligations
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