COMPILATION OF COMMON CONTRACTUAL TERMS FROM THE AVAILABLE SAMPLING OF P/P SERVICE TERMS & CONDITIONS (as of 5 September 2014)

Note: The following are terms and conditions, found across at least two or more of the sampled providers, relating to circumstances leading either to “publication” or “disclosure” (both terms as defined by the WG) of a customer’s details 

_____________________________________________________

1. What are some of the grounds for terminating a customer’s P/P service?

· Customer violation of service terms and conditions (in one case of a registrar-Affiliated service, the service is terminated if there is a violation of the registration agreement)
· Third party complaint/allegation that either the registration or the domain name infringes a trademark, trade name or other legal right (in one case, this also includes the provider’s “good faith belief“ of such infringement)
· Resolution of any third party complaints (whether threatened or actually made) arising out of the customer’s use of the domain name
· Where required by law
· To avoid financial loss or legal liability
· To comply with law enforcement requests or court orders
· To comply with ICANN’s policies 
· To comply with ICANN’s dispute resolution policies (in some cases, there is a specific ground noting receipt of a formal request from a UDRP or other dispute resolution service provider)
· To comply with Registry requirements
· To comply with legal process or complaints served on the service relating to the customer’s use or registration of a domain name
· If customer is using either the service or the domain name to either engage in, or hide its involvement in, illegal activities
· If customer is using either the service or the domain name to engage in morally objectionable activities (one provider gives examples such as appealing purely to the prurient interests of others, obscenity and activities that are racially or ethnically objectionable)
· If customer is using the service in order to transmit viruses, malware and other harmful computer programs


Notes:

· Where some providers link some of the above grounds specifically either to suspension or termination of the service, others link one or more grounds specifically either to publication or disclosure of the customer’s details, and some providers use more general language that gives them the discretion to publish, disclose and/or terminate

· For some providers, failure to pay can result in either termination OR suspension (potentially followed by termination) of the service

[bookmark: _GoBack]2. Are customers notified when the service is terminated for cause (e.g. on the basis of one of the above grounds)?

· One provider endeavors to give notice, another states they may terminate service without notice, a third provides notice for certain grounds of termination, others do not include a clause on notice

3. Is there a clause that informs customers of the consequences of termination of the service (i.e. publication)? 

· Some providers include this explicitly

4. Other common terms?

· Most providers state expressly that publication, disclosure and/or termination of the service will not expose them to any liability (or damages) to the customer
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