PPSAI – Category B - MAINTENANCE OF PRIVACY/PROXY SERVICES
Question 2 – Should ICANN-accredited privacy/proxy service providers be required to conduct periodic checks to ensure accuracy of customer contact information; and if so, how?
Background information relevant to this question:

Information from the Whois Studies
Interisle Consulting: Final Report on Relay & Reveal Survey – August 2012

· Interviewees who represented providers of WHOIS privacy and proxy services
 claimed that the quality of the registrant data they hold for their customers is much better than for public WHOIS services in general. This seems credible because those providers tend to have a direct business relationship with their customers. However it is doubtful if these claims could be independently audited or verified. Assessing the accuracy of a representative sample of public WHOIS data is already very difficult. It would be far harder to do so for a representative sample of data protected by WHOIS privacy and proxy services. 
· In its September 2010 study on the prevalence of domain name registrations using a P/P service, ICANN (through NORC) was able to classify domain names registered through P/P services as being registered through either a Privacy or a Proxy service.
NORC: Draft Report for the Study of the Accuracy of WHOIS Registrant Contact Information – January 2010
· The highest proportion of accurate WHOIS records was found among the domains registered through a Privacy/Proxy service, which would be expected as generally such services have no motivation to obscure either the name or address of the service. The majority of criteria failures among entries associated with Privacy/Proxy services were because the research team was unable to get a response from the service confirming that they did indeed represent all domain names listed for them.
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From the Whois Review Team Final Report:

In considering the process to regulate and oversee privacy/proxy service providers, consideration should be given to the following objectives: […]

· Conducting periodic due diligence checks on customer contact information; […]
From the 2013 RAA (from the Whois Accuracy Program Specification – see full language in Annex A to this document):

Registrar will, with respect to both Whois information and the corresponding customer account holder contact information related to such Registered Name:

a. Validate the presence of data for all fields required under Subsection 3.3.1 of the Agreement in a proper format for the applicable country or territory.

b. Validate that all email addresses are in the proper format according to RFC 5322 (or its successors).

c. Validate that telephone numbers are in the proper format according to the ITU-T E.164 notation for international telephone numbers (or its equivalents or successors).

d. Validate that postal addresses are in a proper format for the applicable country or territory as defined in UPU Postal addressing format templates, the S42 address templates (as they may be updated) or other standard formats.

e. Validate that all postal address fields are consistent across fields (for example: street exists in city, city exists in state/province, city matches postal code) where such information is technically and commercially feasible for the applicable country or territory.

f. Verify:

i. the email address of the Registered Name Holder (and, if different, the Account Holder) by sending an email requiring an affirmative response through a tool-based authentication method such as providing a unique code that must be returned in a manner designated by the Registrar, or

ii. the telephone number of the Registered Name Holder (and, if different, the Account Holder) by either (A) calling or sending an SMS to the Registered Name Holder's telephone number providing a unique code that must be returned in a manner designated by the Registrar, or (B) calling the Registered Name Holder's telephone number and requiring the Registered Name Holder to provide a unique code that was sent to the Registered Name Holder via web, email or postal mail.

In either case, if Registrar does not receive an affirmative response from the Registered Name Holder, Registrar shall either verify the applicable contact information manually or suspend the registration, until such time as Registrar has verified the applicable contact information. If Registrar does not receive an affirmative response from the Account Holder, Registrar shall verify the applicable contact information manually, but is not required to suspend any registration.

Additional questions to be considered (per charter groupings document):

a) How would such checks be conducted and to what level (e.g., following the levels of validation and verification set out in the 2013 Registrar Accreditation Agreement or some other level)?
	Should ICANN-accredited privacy/proxy service providers be required to conduct periodic checks to ensure accuracy of customer contact information; and if so, how?
	Who 
	WG Response
	Recommended Action (if any)

	Yes. Service Providers should be required to conduct, at minimum, annual accuracy checks of (1) email address and (2) telephone number. Checks of mailing address may also be useful, although email and telephone are priorities. One potential system might be sending an email to the given email address every year that requires the recipient to click a link demonstrating that the address is still valid (and perhaps entering some kind of passcode) and also making an automated telephone call every year that requires the entering of a passcode. If the email address and/or telephone number cannot be verified, additional notice will be provided at the mailing address that without verification or updated contact info, the service would be terminated within a set period of time (e.g. 60 days).
	Jim Bikoff, David Heasley, Griffin Barnett, Valeriya Sherman / Silverberg, Goldman & Bikoff, LLP
	
	

	Yes. ICANN-accredited privacy/proxy service providers should be required to conduct periodic checks to ensure accuracy of customer contact information by: 1 - Verifying or validation the contact information at time the customer signs up for the service; 2 – Periodically and regularly re-verifying or re-validating the customer’s contact information; 3 - Re-verify or re-validate the customer’s contact information whenever relay fails to occur.
	Keith Kupferschmid
	
	

	All privacy/proxy services should be required to verify operability of all contact information that they will be protecting, prior to beginning service. This can be accomplished the same way any other escrow service or online data protection firm does, via SMS, postal mail, robo-calls, and/or valid IDs. This information should be to some extent re-verified annually and all information should be re-verified over a period of three years.
	Emily Emanuel, John Horton, and Justin Macy. Representing LegitScript.
	
	

	No, the icann registrar is already achieving this.
	Chris Pelling
	
	

	Yes. Use the same processes and requirements of the new RAA.
	Anonymous
	
	

	Yes. It is likely that customers disguise their identity or provide false or inaccurate contact data if their data may be revealed to third parties entitled to have access to that information. See safeguard 1, annex I of GAC advice on new gTLDs (Beijing Communiqué).
	Gema Campillos
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	How would such checks be conducted and to what level (e.g., following the levels of validation and verification set out in the 2013 Registrar Accreditation Agreement or some other level)?
	WG Deliberations
	Recommended Action (if any)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	
	Should ICANN distinguish between privacy and proxy services for the purpose of the accreditation process?

	WG Preliminary Conclusion
	

	Should the same conclusion apply to proxy services & privacy services? If not, please explain why.
	


Annex A – RAA 2013 WHOIS ACCURACY PROGRAM SPECIFICATION
Registrar shall implement and comply with the requirements set forth in this Specification, as well as any commercially practical updates to this Specification that are developed by ICANN and the Registrar Stakeholder Group during the Term of the Registrar Accreditation Agreement.

1. Except as provided for in Section 3 below, within fifteen (15) days of (1) the registration of a Registered Name sponsored by Registrar, (2) the transfer of the sponsorship of a Registered Name to Registrar, or (3) any change in the Registered Name Holder with respect to any Registered Name sponsored by Registrar, Registrar will, with respect to both Whois information and the corresponding customer account holder contact information related to such Registered Name:

a. Validate the presence of data for all fields required under Subsection 3.3.1 of the Agreement in a proper format for the applicable country or territory.

b. Validate that all email addresses are in the proper format according to RFC 5322 (or its successors).

c. Validate that telephone numbers are in the proper format according to the ITU-T E.164 notation for international telephone numbers (or its equivalents or successors).

d. Validate that postal addresses are in a proper format for the applicable country or territory as defined in UPU Postal addressing format templates, the S42 address templates (as they may be updated) or other standard formats.

e. Validate that all postal address fields are consistent across fields (for example: street exists in city, city exists in state/province, city matches postal code) where such information is technically and commercially feasible for the applicable country or territory.

f. Verify:

i. the email address of the Registered Name Holder (and, if different, the Account Holder) by sending an email requiring an affirmative response through a tool-based authentication method such as providing a unique code that must be returned in a manner designated by the Registrar, or

ii. the telephone number of the Registered Name Holder (and, if different, the Account Holder) by either (A) calling or sending an SMS to the Registered Name Holder's telephone number providing a unique code that must be returned in a manner designated by the Registrar, or (B) calling the Registered Name Holder's telephone number and requiring the Registered Name Holder to provide a unique code that was sent to the Registered Name Holder via web, email or postal mail.

In either case, if Registrar does not receive an affirmative response from the Registered Name Holder, Registrar shall either verify the applicable contact information manually or suspend the registration, until such time as Registrar has verified the applicable contact information. If Registrar does not receive an affirmative response from the Account Holder, Registrar shall verify the applicable contact information manually, but is not required to suspend any registration.

2. Except as provided in Section 3 below, within fifteen (15) calendar days after receiving any changes to contact information in Whois or the corresponding customer account contact information related to any Registered Name sponsored by Registrar (whether or not Registrar was previously required to perform the validation and verification requirements set forth in this Specification in respect of such Registered Name), Registrar will validate and, to the extent required by Section 1, verify the changed fields in the manner specified in Section 1 above. If Registrar does not receive an affirmative response from the Registered Name Holder providing the required verification, Registrar shall either verify the applicable contact information manually or suspend the registration, until such time as Registrar has verified the applicable contact information. If Registrar does not receive an affirmative response from the Account Holder, Registrar shall verify the applicable contact information manually, but is not required to suspend any registration.

3. Except as set forth in paragraph 4 below, Registrar is not required to perform the above validation and verification procedures in Section 1(a) through 1(f) above, if Registrar has already successfully completed the validation and verification procedures on the identical contact information and is not in possession of facts or knowledge of circumstances that suggest that the information is no longer valid.

4. If Registrar has any information suggesting that the contact information specified in Section 1(a) through 1(f) above is incorrect (such as Registrar receiving a bounced email notification or non-delivery notification message in connection with compliance with ICANN's Whois Data Reminder Policy or otherwise) for any Registered Name sponsored by Registrar (whether or not Registrar was previously required to perform the validation and verification requirements set forth in this Specification in respect of such Registered Name), Registrar must verify or re-verify, as applicable, the email address(es) as described in Section 1.f (for example by requiring an affirmative response to a Whois Data Reminder Policy notice). If, within fifteen (15) calendar days after receiving any such information, Registrar does not receive an affirmative response from the Registered Name Holder providing the required verification, Registrar shall either verify the applicable contact information manually or suspend the registration, until such time as Registrar has verified the applicable contact information. If, within fifteen (15) calendar days after receiving any such information, Registrar does not receive an affirmative response from the customer paying for the Registered Name, if applicable, providing the required verification, Registrar shall verify the applicable contact information manually, but is not required to suspend any registration.

5. Upon the occurrence of a Registered Name Holder's willful provision of inaccurate or unreliable WHOIS information, its willful failure promptly to update information provided to Registrar, or its failure to respond for over fifteen (15) calendar days to inquiries by Registrar concerning the accuracy of contact details associated with the Registered Name Holder's registration, Registrar shall either terminate or suspend the Registered Name Holder's Registered Name or place such registration on clientHold and clientTransferProhibited, until such time as Registrar has validated the information provided by the Registered Name Holder.

6. The terms and conditions of this Specification shall be reviewed by ICANN in consultation with the Registrar Stakeholder Group on or about the first anniversary of the date that the form of this Agreement is first executed by a registrar.

7. Nothing within this Specification shall be deemed to require Registrar to perform verification or validation of any customer account holder information where the customer account holder does not have any Registered Names under sponsorship of Registrar.

� Interisle conducted 16 interviews, of which 3 interviewees were identified as P/P providers.
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