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For background and the general public comments received, please see http://forum.icann.org/lists/comments-ppsai-initial-05may15/. For a summary analysis of all the template responses received, please see the WG wiki space at: https://community.icann.org/x/KIFCAw. 

I. Escalation of Relay Requests

	#
	Recommendation / Comment
	Additional Comments/Notes
	Who / What
	Suggested WG Response
	WG Response/Action

	1. What should be the minimum mandatory requirements for escalation of relay requests in the event of a persistent delivery failure of an electronic communication? What are your comments on the current language under consideration by the WG (Section 1.3.2)?

	1. 
	[I]t should be left up to the individual provider as to the circumstances in which a contact request will be forwarded by other means. Equally, it should be left to the provider as to whether they are prepared to use other means to contact the customer and whether they are prepared to absorb the costs. In general terms, however, the cost should be on the party making a contact request. In any event, persistent failure to reach a customer by means properly noted in the terms of service should trigger re-verification of customer’s contact by the provider in keeping with existing terms of the RAA. If the matter involves potentially serious criminal behaviour or serious misuse of the DNS, law enforcement agencies can become involved. In other cases, dispute resolution processes such as the UDRP can be used.
	
	ALAC
	
	

	2. 
	The BC supports a requirement that the provider MUST forward a further form of notice to its customer. The BC does not support giving providers the ability to recover costs from the requester. The cost of handling notices should be treated as a cost of doing business to the provider and they can choose to recover them from their customers or not. 
	
	BC
	
	

	3. 
	The MPAA believes that in this circumstance the escalation path should be mandatory. i.e. “…the provider MUST upon request forward a further form of notice to its customer”.
[W]e opposite the imposition of any fees on the requester to enable this escalation and believe the cost of handling this escalation should be treated as a cost of doing business to the P/P provider.

	
	MPAA
	
	

	4. 
	Privacy and proxy services should ensure that communication submitted to them should be properly forwarded to the registrant, but should not be responsible for adjudicating disputes over specific types of content or behavior on behalf of the registrant. Disputes around intellectual property, in particular, are highly complex and fact-driven, and neither registrars nor privacy and proxy providers are in a position to mediate claims regarding the use of intellectual property, particularly in situations involving user generated content. The proper role of these providers is to provide an alternative means of contactability, so the accreditation process should focus on their ability to effectively do so. 
	
	Google
	
	

	5. 
	Just as the cost of contacting an individual would fall on the third party (via phone, postal mail, etc.) if contact info was public, so should the cost of relaying a third party request fall to that third party and not be forced to be built into the cost of the service. 
	
	I2C Coalition
	
	

	6. 
	The cost of relaying a third party request, if digital, can easily be considered a cost of doing business for a Privacy & Proxy provider, but should an email address fail despite best efforts from a provider to keep contact information valid, more discussion needs to be had around who should bear the cost of those communications, and ultimately this needs to be well defined and  not open-ended.     
	
	ISPCP
	
	

	7. 
	[R]equirements for the registrars to pay for delivery of legal documents to the beneficial owner of the registration … reverses the normal burden of cost and is not justifiable.  

	
	Stephanie Perrin
	
	

	8. 
	[I]n the event of a persistent delivery failure the P/P Service “must upon request forward a further form notice to its customer..”, without saddling the right holder or consumer with any additional cost.
	
	Time Warner, Inc.
	
	

	9. 
	Alternative relay mechanisms in the event of failed delivery: expect to [be] at own expense [and] if likely to be a recurrent problem we would increase any P/P charge we might levy.

Would not support a requirement that all communications must be delivered to proxy registrants on an automated basis and request the flexibility to agree with our customers as to which communications they would like to receive.

Would welcome clarification as to exactly which organizations constitute P/P providers.

Support the proposal that a standard, nominal fee should be chargeable to requesters.
	
	Com Laude
	
	

	10. 
	[E]scalation path [for Relay] should be mandatory, i.e. “…the provider MUST upon request forward a further form of notice to its customer.” 

Regarding fees to provide non-electronic means of communicating with the P/P Customer, we oppose the imposition of any such fees upon requesters. Abuse reporting mechanisms should remain easily accessible to all and not be used as a revenue generation tool.
	
	IPC
	
	

	11. 
	INTA’s answer to the [question whether P/P Providers “must” or “should” forward a further form of notice of trademark infringement to the P/P Customer upon learning of a persistent delivery failure] is “must”. 

INTA’s answer to the [question whether P/P Providers may charge trademark owners a reasonable fee on a cost-recovery basis for doing so] is that any cost incurred by the P/P Provider for forwarding a further form of notice to the P/P Customer should be borne by either the P/P Provider or the P/P Customer. 

INTA’s answer to the [question whether P/P Providers should have the right to impose reasonable limits on the number of such requests made by the same trademark owner] is that P/P Providers should have the ability to impose reasonable limits on the number of relay escalation requests made by the same trademark owner against the same domain name. But P/P Providers should not be able to limit the number of relay escalation requests made by the same trademark owner against different domain names.
	
	INTA
	
	

	12. 
	Cost of Proxy/Privacy Services must remain affordable. We support most of the [consensus] “Relay” proposals of the PPSAI … But under no circumstances should the cost of these Relay communications be passed on to the Customer, or to the P/P service provider.

	This was not a specific response to 1.3.2 but may have general relevance to that discussion.
	NCSG
	
	

	13. 
	As the general manager of an independent domain privacy service which has been in business for seven years and which has provided conscientious, high-quality privacy services for tens of thousands of domain names, when dealing with our own customers we have very few cases of inability to reach a customer, and none that were not resolved through interaction with the relevant domain registrar.
	This was not a specific response to 1.3.2 but may have general relevance to that discussion.
	Jeff Wheelhouse
	
	

	14. 
	We do not support the proposal that costs should be borne by the registrant. Any processing fee should be paid by the party requesting the forwarding of information. 

We also propose to strike "the number of" from the last paragraph [of the WG’s escalation text]. As a minimum mandatory requirement, we propose that the provider utilize alternate means to try to contact its customer without necessarily being required to disclose those avenues to the complainant.
	
	Key Systems
	
	

	15. 
	[A]ny additional costs beyond the fee charged by the provider to maintain the P/P service be borne by the requestor.

[On] escalation in the case of the non-contactability by means of electronic communications, [people may be] located in remote and rural areas, often without regular access to the internet. If a fee is to be considered to contact the registrant by alternative means such as by using the postal system, this fee must not be charged to the registrant who may not have acted in bad faith [and] would place an unfair financial burden on registrants located in developing nations
	
	Cyberinvasion (on behalf of 43 individuals, 6 charities and 2 unincorporated associations) 
	
	

	16. 
	I think it is reasonable for the provider to claim reasonable costs to a recalcitrant domain owner, but the escalation should not be mandatory without some objective threshold applied as to the validity/significance of the request. 

[On minimum requirements for escalation:] A court subpoena? Require a non-email contact as a backup? What happens if the failure is not the fault of the domain owner? Escalation must require the requestor have proof of ownership as per comments on Annex E.
	
	Phil Crooker
	
	

	17. 
	The minimum mandatory requirements should be after a specific number of failed attempts within a certain period of time (like 5 failed attempts in 48 hours, with no more than 1 email every 8 hours for example) would be considered a persistent delivery failure.  

If there is a persistent delivery failure, then the Requester should be notified of the escalation steps within 8-16 hours.  The escalation steps need to include an ETA or information on how long it may take to fix the delivery failure, and if the delivery failure cannot be fixed within the following 24-48 hours, the escalation steps they will take to provide an alternative delivery method will be provided.  

The cost of the alternate delivery method needs to be recovered from the Requester if they decide to go forward with the escalation steps, or can be recovered from the customer if the request comes from a court order or any other legal action that requires the customer’s information to process.  This should only apply in cases where legal action is being taken against the domain owner directly, and not against a third party.  
	
	William (”roguewolftamer”)
	
	

	18. 
	Agree with all
	Note: This row represents all the template responses that answered the question without providing further comment
	58 out of 144 individual respondents to the WG question template
	
	

	19. 
	There should be no requirements
	
	Liam
	
	

	20. 
	5 calendar days for first response, 2 calendar days on second request. It’s easy enough to fix/delete/edit website content. It’s also easy and fast to put a site back online. If there’s no initial response and then no secondary response, take the site down.

	
	Kelly Andersson
	
	

	21. 
	I agree with the term "must" in the language under consideration. Furthermore, if a persistent failure has taken place I agree that the p/p should send further communications at the request of the requester and that the customer, not the requester pay the cost. Once the persistent failure has taken place the p/p should have 30 days to send further contact requests and conduct domain contact verification. During this escalated contact period the requester should be able to work directly with someone at the p/p to facilitate the request process. I think some form of fee is also appropriate for failing to respond to the p/p during the escalated period.
	
	Reagan Lynch
	
	

	22. 
	Privacy/proxy service providers should have, in addition to an email address, other validated contact information for its customers, such as a telephone number. Failure to obtain contact with a customer after a period of 15 days through any means by a privacy/proxy service provider, should trigger escalation of a relay request.
	
	Terri Stumme
	
	

	23. 
	The language looks fine to me; I prefer 'should' over 'must', approve of limits on requests, and am ambivalent on cost recovery.
	
	Michael Ekstrand
	
	

	24. 
	Minimum mandatory requirements for escalation of relay requests should be 100.
	
	William Ramirez
	
	

	25. 
	Do not assume you are dealing with domain professionals. The other day I was helping a dentist, he had a guy who was managing his domains and thought he had done it, then could not get hold of him for months.
	
	J Wilson
	
	

	26. 
	I feel one attempt to relay a message is sufficient and not always possible or required. The sovereign laws of a country are more important than a company’s interests.
	
	Dr M Klinefelter
	
	

	27. 
	The requester has the option to send a physical letter which would be forwarded to the registrant by the service provider via certified mail.
	
	Marc Schauber
	
	

	28. 
	It is sometimes difficult to contact providers and receive timely responses. There should be a high mandatory minimum behind persistent delivery failures, maybe 5 or more attempts.

	
	Dan M
	
	

	29. 
	Not sure
	
	Kevin Szprychel
	
	

	30. 
	I am sure that ICANN does not care less for registrants privacy
	
	Name withheld
	
	

	31. 
	No
	Unsure
	Christopher
	
	

	32. 
	Privacy / Proxy Service Providers should not need to answer abuse emails or otherwise this alone will cause the internet to break down to a he said she said.
	
	Gabriel de Luca
	
	

	33. 
	I don't agree that mandatory requirements for escalation are necessary.
	
	James Ford
	
	

	34. 
	Due process per the law of the domain owner's country should be required before revealing information
	
	TS
	
	

	35. 
	A court order should be the minimum mandatory requirement for escalation of relay request in the event of persistent delivery failure of communication or perpetual unavailability of the client/end-user.
	
	Shantanu Gupta
	
	

	36. 
	Full disclosure
	
	Joe
	
	

	37. 
	There should be no escalation of requests beyond existing legal channels.
	
	Private
	
	

	38. 
	I believe the requester, not the customer, should bear any escalation fee.
	
	Homer
	
	

	39. 
	Prompt domain cancellation should be the punishment.
	
	Gary Miller
	
	

	40. 
	It’s fine.
	Respondent was probably referring to the draft language.
	Robert Lukitsch
	
	

	41. 
	The language seems appropriate, as long as providers exercise their right to limit requests of this nature - repeated malicious requests in order to incur recovery costs on the customer seems a plausible abuse vector, in light of the many spurious uses of DMCA takedown requests and similar systems.
	
	Thomas Smoonlock
	
	

	42. 
	There should not be a mandatory minimum requirement.
	
	Donuts
	
	

	43. 
	The provider must upon request forward a further form of notice to its customer. A provider should have the discretion to select the most appropriate means of forwarding such a request.
	
	Shahed Ahmmed
	
	

	44. 
	My belief is that after a request, the provider SHOULD forward a further form of notice to its customer. I am in favor to charge a reasonable fee. Normally fees discourage abusive actions.
	
	Vanda Scartezini
	
	

	45. 
	Do nothing in the event of delivery failure.
	
	Adam Miller
	
	

	46. 
	The P/P service provider _should_ request the registrant verify his or her contact information. The cost of forwarding materials to the customer (the registrant of the domain) should be borne by the requester (the party wishing to contact the customer), not the customer or the P/P service provider.
	
	Byunghoon Choi
	
	

	47. 
	I agree.
	
	Charles
	
	

	48. 
	I'm not comfortable that "reasonable fee" is defined by one party and imposed on another. Recommend that "reasonable fee" be defined in the site's terms of service and specific limitations be included.
	
	Tim Kramer
	
	

	49. 
	Subject to the legitimacy requirements I reiterate here, the existing language is reasonable with the prepending of a forward to postmaster@domain, whose existence is required by RFC.
	
	Michael Ho
	
	

	50. 
	No escalation. If a registration holder ignores the communication, a public court-ordered subpoena may be served.
	
	Andrew Merenbach
	
	

	51. 
	As stated already, we have no need and no want for this bullshit accreditation system. The WG ought consider finding something else - preferably of actual value to society - to do with their time.
	
	Jawala
	
	

	52. 
	I fail to see the problem. If the P/P or real holder choose[s] not to reply, you already have tools in place to disable domain names. What more do you want?
	
	Aaron Dalton
	
	

	53. 
	It’s already too invasive. This needs to be dropped.
	
	Stephen Black Wolf
	
	

	54. 
	Minimum mandatory requirements regarding the escalation of relay requests should be probable cause from a law enforcement agency.
	
	Adam Creighton
	
	

	55. 
	5 attempts over a period of 15 business days should be used as a minimum threshold before determining a delivery failure. I agree with the language in Section 7.1 Category E.
	
	Reid Baker
	
	

	56. 
	Relay requests should not follow different rules or paths compared to regular information requests as part of investigating abuse and/or illegal behaviour.
	
	Arthur Zonnenberg
	
	

	57. 
	None
	
	Anand S.
	
	

	58. 
	If there is no consensus on minimum mandatory requirements, then no minimum mandatory requirements should be imposed at this time.
	
	Jason Burns
	
	

	59. 
	No minimum.
	
	Shane T.
	
	

	60. 
	As above, this is between the P/P service provider and the user. There should be no mandatory requirements about relay service.
	
	Finn Ellis
	
	

	61. 
	Service provider to act as an intermediary when source email IP's or domains are RBL'd causing delivery failures. For example, I blackhole all mail from IP space in CN, KR, and other countries because of spam and hacking.

	
	Scott Jordan
	
	

	62. 
	You are trespassing legal territory here.
	
	D. Miedemma
	
	

	63. 
	Web.com believes that the P/P service provider's obligations to act in the event it becomes aware of a persistent delivery failure is already covered in bullet 3 of recommendation 17 and therefore there should be no other obligatory next steps regarding escalation by a Requester. Specifically, customer data would be validated and verified in a manner consistent with the WHO'S Accuracy Specification of the 2013 RAA. If the Requester is not satisfied with the response (or lack thereof) from the Registered Name Holder, then they have the right to take the appropriate legal action in the provider's controlling jurisdiction as warranted.
	
	Web.com
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II. Disclosure and Publication in relation to Requests by LEA and other Third Parties other than Trademark and Copyright Owners

	2. (1) Should it be mandatory for accredited P/P service providers to comply with express requests from LEA in the provider’s jurisdiction not to notify a customer? (2) Should there be mandatory Publication for certain types of activity e.g. malware/viruses or violation of terms of service relating to illegal activity? (3) What (if any) should the remedies be for unwarranted Publication? (4) Should a similar framework and/or considerations apply to requests made by third parties other than LEA and intellectual property rights-holders?

	1. 
	(1) Yes

(2) Yes, when misuse of the DNS under the terms of the service and illegal activity is established. P/P Provider actions do not preclude other likely and more severe responses allowed by the RAA or in law

(3) Depending on the facts of each case, there may be compensation for damage caused by a breach of contract thru civil means. ICANN Compliance must be notified since such breach may also amount to a breach of the Specification. 

General:
Should requestors be allowed to escalate every request to a 3rd party forum or should the WG develop standards and thresholds? 
[I]t should be up to individual providers on how they handle contact requests from third parties, as long as the customer is informed of the individual provider’s policies on this issue.

	
	ALAC
	
	

	2. 
	(1) As a general matter, Providers will be required to comply with the law in the jurisdictions where they operate. In some jurisdictions the law requires or allows LEAs to request customers not be notified. To the extent policies regarding notification where the matter is not addressed by law need to be developed, they should be developed with active input from LEA representatives, which the BC understands have not been actively present in this Work Group. 

(2), (3) It is not necessary to establish a uniform policy based approach as the market will control this aspect of the service.

(4) Appendix E can serve as a model for other areas that may benefit from clarity around the standards and processes to identify legitimate requests from non-LEA sources. BC encourages such an approach, in particular around the identification of malicious botnets and their control centers.
	
	BC
	
	

	3. 
	(1) YES, with a caveat. Providers should be required to comply with LEA requests not to notify a customer only in cases in which the LEA request for information has already been deemed valid. 

(2) YES. Publication of domain abusers’ WHOIS information is critical for proactive anti-abuse. 

(3) It depends upon whether or not such publication was due to negligence, harmless error, or malicious motivation. At their core, P/P services are provided by contract. Accordingly, contract law remedies should be available for a registrant if a P/P provider does in fact breach the contract and cause harm. Incentives for P/P operators to exercise caution when publishing WHOIS information should be implemented through the ICANN accreditation and compliance process. If and when unwarranted publication occurs then complaints should be lodged with ICANN. ICANN itself can threaten to withdraw accreditation if a P/P provider conducts unwarranted publication due to negligence or malicious intent and there is demonstrable harm on behalf of the aggrieved party.
	
	Secure Domain Foundation
	
	

	4. 
	An Internet intermediary should have clear definitions of what constitutes a law enforcement request. There is a clear need to differentiate between a request made by law enforcement authorities (LEA) and one made by other third parties such as intellectual property rights holders or private anti abuse organizations. Different global jurisdictions have differing laws regarding when a law enforcement request is supposed to remain confidential. A P/P provider must be able to operate within the allowances of its local jurisdiction regarding disclosure to customers.

	
	I2C Coalition
	
	

	5. 
	Regarding LEA definitions & differentiations:  
While we respect the desire to utilize the official ICANN definition of Law Enforcement Agent (LEA), we acknowledge that intellectual property rights-holders and private anti abuse organizations should be treated as complainants and not indisputably wronged parties, and accordingly an independent adjudicator should determine the merits of their claim before rights that users would otherwise have are abrogated by reason of those lawyers' claims.   

On disclosure of data request to customer:          
Different global jurisdictions have differing laws regarding when a law enforcement request is supposed to remain confidential. A P/P provider must be able to operate within the allowances of its local jurisdiction regarding disclosure to customers.
	
	ISPCP
	
	

	6. 
	Accredited privacy and proxy services should not be required to either Publish or Disclose registrant contact information other than when required by relevant law and utilizing relevant legal procedures. Privacy and proxy providers should not be required to present, process, or honor any forms required by ICANN in place of relevant legal processes. 

Similarly, frameworks for responses to both Intellectual Property Rights-Holders and Law Enforcement should be replaced with a general requirement for privacy and proxy services to operate in accordance with relevant law. There are already a number of pre-litigation options available for intellectual property rights holders, including ICANN-imposed mechanisms such as the URS and UDRP as well as legal processes such as the DMCA. 
	
	Google
	
	

	7. 
	While we are sympathetic to the issues that law enforcement agencies may face when dealing with cross-jurisdictional issues, it is not up to us to resolve these matters. Such issues need to be dealt with by governments. We would, however, suggest that the Working Group look to established policies around disclosure that are already used by some country code managers, such as CIRA, who run the Canadian (.ca) country code.
	
	Blacknight
	
	

	8. 
	R[R]egistrants’ rights can only be safeguarded if those services are able to prevent disclosure of data except in exceptional circumstances. Mere allegation of infringement or illegality is insufficient cause for a provider to disclose a customer’s data to a third party; it is frequently trivially easy for a party abusing the system to allege frivolous or nonexistent civil claims to justify a demand for personal information. Registrants should have the ability and opportunity to respond to the allegations and to the dangers to which they, their families, and their organizations might be subjected, and to obtain counsel on these matters.

Revealing a customer’s registration data should only occur when there has been a substantial showing of likelihood of abuse and only after due process.
	
	CDT/Open Technology Institute/Public Knowledge
	
	

	9. 
	The decision whether to relay, reveal, publish or disclose seems fraught with difficulty.  While producing a court order (or any other such order) will induce disclosure, is it to be suggested that a privacy and proxy provider has to act as judge and jury to decide whether or not to publish or to disclose?  [We] suggest that the same onerous burden is not put on these providers.  It must also be remembered that any complaint of abuse must be in relation to the domain name only.

[I]s it also suggested that any accredited privacy and  proxy provider would then be held liable for not publishing or disclosing the  identity of that domain name owner?  If so, this surely would then achieve the desired result of either publishing or disclosing the required identity as the privacy and proxy provider may see this as too great a risk to continue to provide the service.

[A]ny privacy and proxy provider should be governed by national  law, in the same way as any other company.  Regulations in certain countries insist upon businesses putting their full contact details on their website.   Any accreditation process or ICANN rules must take national laws into consideration.
	
	1&1 Internet SE
	
	

	10. 
	In order to comply with human rights standards, any rules forcing PPSPs to disclose or publish user data upon request must comport with legal due process and require a court order or a subpoena for its execution whether the requestor is a private party or a law enforcement authority. The most protective approach towards user privacy must be adopted in the case of any gaps between between domestic legislation and international human rights standards.
	
	Access Now
	
	

	11. 
	Regarding the questions presented on page 59 of the Initial Report regarding LEA requests, if applicable due process allows an LEA to require a request be kept confidential, then a privacy provider should comply with such a request. It is inappropriate for any accreditation program to provide rights to LEAs that do not already exist within an LEA’s jurisdiction. The second and fourth questions suggest far more than a minimum standard expected of an accreditation program. A more appropriate minimum standard should be that providers must be take reasonable and prompt steps to investigate reports of abuse and respond appropriately. Unwarranted Publication should be at a minimum if the program establishes minimum standards and providers operate within those standards.
	
	Endurance International Group
	
	

	12. 
	We support a strong delineation between Law Enforcement (LE) requests from LE in the country of the Proxy/Privacy Provider from LE requests in other jurisdictions and other requests of private third parties. To this end, we support adoption by the PPSAI WG of the clear language of the 2013 RAA re: notification of Customers of LE requests for their data.

We recommend that providers be allowed to follow the laws of their jurisdictions of incorporation with regards to notification.

We further support clear differentiation of the requests of LE in the jurisdictions of the Provider and the Customer from LE in other jurisdictions. To this end, we further support granting access only to LE of the jurisdiction of the Provider and ICANN. 

The PPSAI WG final recommendations must ensure that extraterritorial requests are not facilitated absent clear proof that the allegation of illegality is a) illegal in the country in which the domain name is registered and b) supported by existing evidence.
	
	NCSG
	
	

	13. 
	In general, privacy of sensitive personal data is desirable for domain owners (or “registrants”). Therefore, the PPSAI-WG must adopt the overarching principle that privacy is desirable for domain registrants, and that mandatory disclosure of a registrant’s personal information must always be a narrowly-circumscribed exception to the general rule in favour of privacy. 

Where a draft Disclosure Framework is contemplated, it is crucial to strictly limit the potential sources of demands for disclosure, in order to safeguard the general principle in favour of domain privacy through P/P  services. A hierarchy of priority between different sources of demands for disclosure may also be established. For example, disclosure demands from law enforcement agencies (LEAs) investigating criminal activities such as terrorism or threats to cybersecurity should be permitted, subject to the establishment of due procedures and adequate safeguards for registrants. Then, disclosure demands from IP owners may also be permitted, subject to stricter procedures and safeguards. Finally, disclosure demands from other third parties may be permitted (if at all) only in strictly limited circumstances, and subject to the strictest set of procedures and safeguards.   

Disclosure demands for a registrant’s data must be dealt with in compliance with the local privacy law in the applicable registry’s home jurisdiction. A “one size fits all” approach should be avoided.   
	
	Shardul Amarchand Mangaldas (Advocates & Solicitors, India)
	
	

	14. 
	Disclosure or publication should never be the automatic result of a process, but rather remain an option of the provider. Requests for disclosure by third parties should remain refusable by the provider unless the request is issued by a public law enforcement body of proper authority acting within its own jurisdiction. Private organizations designated by a public body for certain types of abuse should not qualify as such public law enforcement bodies. 
	
	Key Systems
	
	

	15. 
	[S]upport a strong delineation between LEA requests and requests made by private third parties [and] the use of the language from the 2013 RAA to define LEAs. 

[D]o not support requiring providers not to disclose LEA requests not to notify registrants of a request for publication or disclosure. [R]ecommend that providers be allows to follow the laws of their jurisdictions of incorporation with regards to notification. [D]istinction between a requests not to notify and being compelled not to notify under law  should be recognized by the working group during its deliberation on notification of requests by LEA.


[S]upport granting access only to LE of the jurisdiction of the Provider and the ICANN. The PPSAI WG final recommendations must ensure that extraterritorial requests are not facilitated absent clear proof that the allegation of illegality is a) illegal in the country in which the domain name is registered and b) supported by existing evidence. Such a requirement will avoid the clear violation of Freedom of Expression and Free Speech where a communication, a photograph or a quote is deemed illegal in one country, but clearly protected speech in the country of its origin. Under no circumstances must the identity of speakers be revealed to governments or individuals if such speech is completely legal under the laws of the country in which it was created and posted – absent judicial order binding on the Provider. 
	
	Cyberinvasion (on behalf of certain individuals and organizations as noted above)
	
	

	16. 
	(1)Unless there is a gag order, no. This is not ICANN's call, it is between the LEA and the provider.

(2)Not unless there is a consensus amongst those familiar with the art (say RBL providers) that said domain(s) are conducting such activity

(3) No idea. Maybe let the domain owner apply for remedy, demonstrating harm caused by publication? Can they demonstrate the original request was vexatious? Was it ICANN's fault it was published? Leave it to the courts? How would you determine the harm caused by publication?

(4) Definitely - say for reporting abuse of terms of service like malware/spam. Again requests should be vetted by a(n elected) body of experts in the field.
	
	Phil Crooker
	
	

	17. 
	(1) I would suggest P/P service providers need to maintain customer’s privacy, and this would include against LEA.  The customer needs to be informed of the request for their information, because they have a right to know who requested the customer’s personal information.  The only exception to this would be a gag order specifically stating the P/P service provider cannot inform the customer, but they should still make an attempt to fight it. The last part should be more of a suggestion than a rule, since it should be up to the P/P service provider if they wish to fight a gag order.    
	
	William (“roguewolftamer”)
	
	

	18. 
	[I]nstead of taking away a general right of everyone, you should instead modify the idea to only make sharing of details with 2 watch dog organizations mandatory when someone chooses to use private registration, and charge those organizations to only disclose details if they can be directed to an infringing link, ad, or illegal activity. This would satisfy corporate interests, and still protect the bulk of legal private domain registrations.
	
	Aaron Myers
	
	

	19. 
	(1) They should notify the customer 
(2) No
(3) None the provider will lose business
(4) I disagree with any disclosure to copyright holders
	
	Liam
	
	

	20. 
	(1) The accredited P/P providers should only keep an LEA request confidential in matters of national security or with a court order. P/P providers must work for their customers and demand the highest legal proof for keeping an LEA request confidential. The default should be to notify the customer of any requests.

(2) In cases of malware and viruses this is the responsibility of the web host, and since a P/P is not a host terms of service issues would also fall to the host or the registrar. Publication in these cases is not warranted.

(3) A complaint procedure should be established via the ICANN accrediting process. The fee for pursuing a complaint should be either nothing or a very low amount. If an ICANN investigation finds that publication was unwarranted the p/p should face a fine. If the p/p has more than 25 unwarranted publications in the span of 10 years they should lose their accreditation. 

(4) No.
	
	Reagan Lynch
	
	

	21. 
	(1) That kind of depends on the rights that the customer is provided in their geographical location by their countries laws.
	
	James
	
	

	22. 
	(1) Yes, it should be mandatory for accredited P/P service providers to comply with requests by law enforcement that the customer not be notified. 

(2) Yes, publication should be mandatory for any violation of terms of service relating to any illegal activity. 

(3) No specific remedies for unwarranted publication are necessary. Unwarranted publication would be a matter between the customer and the privacy/proxy service provider. 

(4) Yes, the same framework and considerations should apply to all reports of abuse.
	
	Terri Stumme
	
	

	23. 
	(1) It should not be mandatory to comply with such requests. Any obligation not to notify a customer should come solely from the laws of the provider's jurisdiction, not from ICANN requirements. 

(2) No. There should be no mandatory publication for any offenses. Disclosure can be made to appropriate law enforcement agencies or plaintiffs through the ordinary disclosure channels. 

(4) No. Third parties can use existing legal process to obtain disclosure.
	
	Michael Ekstrand
	
	

	24. 
	Again this is tricky, a user has their site hacked and malware is put there, a spammer then sends an email that infects a user. The domain owner has no idea. What should happen is that the registrar should change the name servers to protect the public from the malware, the hosting company should be informed and the owner should be told that their site has had name servers changed due to malware. The domain owner should then use FTP to remove malware and restore the name servers. If there are 2 additional reports of malware after that incident the domain owner would not be able to restore name servers without an appeal process with a risk that the domain is confiscated and released to market.
	
	J Wilson
	
	

	25. 
	There is no remedy for unwarranted publication. Once the information is out it is no longer controllable. Therefore, the only circumstances where information should be released is under a court order. Notifying or not notifying a customer should also be based on local laws - not broad policies.
	
	Dr M Klinefelter
	
	

	26. 
	Use the courts. There should never be an automatic release of private data. The requestor must gain a courts order and the registrant must be notified ahead of time so they can appeal and/or appear in court.
	
	Marc Schauber
	
	

	27. 
	(1) Notification to the customer of p/p services should always occur. This is called transparency and we need more of this in the world not less. 

(2) No 

(3) For the p/p there should be some sort of punishment. Not sure how to implement it though 

(4) There should be strict requirements over any request process. What if the P/P customer is requiring to protect themselves for political reasons.
	
	Mike Fewings
	
	

	28. 
	No disclosure or publication
	
	Sam
	
	

	29. 
	Customer should always be notified, no mandatory publications whatsoever, no unwarranted anything, and again anything compromises privacy needs to be vehemently avoided.

[Providers] should also be emailing and contacting current customers in the circumstances [of a Disclosure or Publication request]. It is misleading to just put a link in a standardized document or form on their website.
	
	Dan M
	
	

	30. 
	IP rights-holders should have no interaction with the domain system, including P/P. The only way that this interaction must happen is through the justice system, not directly. Also, P/P should not be forced to comply with requests from LEA not to notify a customer irrespective of the jurisdiction; there should be NO special treatment regarding publication for certain types of activity (they must be treated like any other type of sites). In general, no third party should have any power over the domain system, unless decided by a court of law.
	
	Adrian Valeriu Ispas
	
	

	31. 
	(1) No
(2) No
(3) Suck it up and enjoy the free publicity (4) No.
	
	Aaron Mason
	
	

	32. 
	Not sure
	
	Kevin Szprychel
	
	

	33. 
	It turns out my own domain name is some copyrighted name from years ago. I registered my domain it in good faith and am in a different industry altogether. But domains were meant to be company names not product trademarks. Let trademark holders have ".trademark".
	
	Name withheld
	
	

	34. 
	Do not agree with LEA as defined.
	
	Christopher
	
	

	35. 
	P/Ps should not be regulated. Current legal remedies are sufficient for policing illegal activity. 

A law enforcement entity will know how to get in touch and the requirements to request private information (valid court order).

Law enforcement requests should come with judicial warrants.
	
	James Ford
	
	

	36. 
	There should not be a disclosure framework. Personal information should not be required to obtain a domain. Disclosure of personal information should mean that whoever registered the domain has all litigation costs covered by ICANN and that ICANN should bear all costs derived from the disclosure of personal information.
	
	Not your business
	
	

	37. 
	(1) No. Only if the law requires it. Why should providers be required to do more than the law requires? If Law Enforcement doesn't like this, they should talk to the relevant legislatures, not ICANN. 

(2) There should not be any publication except where legally required.
	
	Simon Kissane
	
	

	38. 
	Due process per the law of the domain owner's country should be required before revealing information
	
	TS
	
	

	39. 
	Seriously.. How much did you guys get paid? RIAA and MPAA must have some really deep pockets and well-endowed sausages.
	
	Shantanu Gupta
	
	

	40. 
	(1) - no 
(2) - no 
(3) - standard legal process: warrant by justice system, police investigation 
(3) [sic?] - no
	
	R Poss
	
	

	41. 
	Leave it as it is, it’s fine
	
	Joe
	
	

	42. 
	All requests for customer data, and requests to not notify the customer, should be decided by the judicial process. To comply with such requests without judicial oversight will permit an abuse of the customer's privacy. Such framework should not be apply to any requests, including those by IP rights holders and LEA.
	
	Cort Wee
	
	

	43. 
	(1) No
(2) No
(4) Absolutely not
	
	Marty Dill
	
	

	44. 
	(1) No. It is important that citizens are free to express opinions contrary to the government online without fear of secret repercussion. 

(2) No. Otherwise, file sharing (e.g. "GitHub"-like sites) and similar sites would be unable to operate. Furthermore, illegal activity in *what jurisdiction* and determined by whom? 

(3) Some process should be established at the end of which should be revocation of certification status. 

(4) Yes.

Customers should always receive notification unless prohibited by law.
	
	Alex Xu
	
	

	45. 
	I think all of the ideas are terrible given access via court order is already in existence and there is no need to make it easier.
	
	Kenneth Godwin
	
	

	46. 
	(1) No, service providers must alert customers under all circumstances. 

(2) No, there should be no vague excuses available to destroy privacy. 

(3) If any users privacy is violated, the organization who attempted it and ICANN should be held jointly liable for consequences and also subject to large mandatory fines. 

(4) No. There should be no framework for violating users' privacy.
	
	Private
	
	

	47. 
	(1) No, P/P service providers should be able to notify their customers. 

(2) No, P/P service providers should be able to protect the privacy of their customers. 

(4) P/P service providers should be able to notify their customers and protect them from other third parties as well.
	
	Homer
	
	

	48. 
	(1) Which LEA in which venue? Impossible to regulate
(2) Yes 
(3) None 
(4) Abusers should not be protected in any way.
	
	Gary Miller
	
	

	49. 
	(1) YES, with a caveat. Providers should be required to comply with LEA requests not to notify a customer only in cases in which the LEA request for information has already been deemed valid. 

(2) YES. Publication of domain abusers’ WHOIS information is critical for proactive anti-abuse. Without it, a registrant can engage in blatant domain name abuse (such as phishing, malware hosting, command and control of botnets, and high volume SPAM) but hide behind the protection of a P/P service. Withholding publication in the face of such behavior would not only defeat the purpose of anti-abuse criteria; it would enable and further embolden cybercriminals. Furthermore, withholding publication when such violations occur would be a disservice to those seeking P/P services for legitimate reasons, victims from around the globe harmed by cybercriminals, and the integrity of the entire DNS system. P/P services are just that, services that provide WHOIS privacy and/or proxy protection for a customer pursuant to terms of use. Removing publication consequences for those who engage in domain name abuse (such as phishing, malware hosting, command and control of botnets, and high volume SPAM) will cause great harm to the DNS. A recent ICANN-sponsored study concluded that privacy and proxy services are one method used by cybercriminals in their perpetration of domain name abuse (http://gnso.icann.org/en/issues/whois/pp-abuse-study-20sep13-en.pdf). Merely taking down a domain name but allowing for P/P protection to remain or only disclosing such information to a complaining party will enable cybercriminals to be repeat offenders. Accordingly, this will stifle proactive anti-abuse efforts by preventing a registrar or another P/P service from knowing that a domain name abuser is registering with them. WHOIS privacy is offered as a service subject to a P/P’s terms of service. The obligation of a P/P provider to provide WHOIS privacy is therefore extinguished upon the breach of such terms. Accordingly, a registrant engaged in phishing, malware hosting, botnet command and control, malware, or high volume spam on a domain name protected by P/P should lose their WHOIS privacy protection. It should be noted that the termination of P/P service is wholly distinct from the due process rights afforded to one accused of a crime by a sovereign government. 

(3) It depends upon whether or not such publication was due to negligence, harmless error, or malicious motivation. At their core, P/P services are provided by contract. Accordingly, contract law remedies should be available for a registrant if a P/P provider does in fact breach the contract and cause harm. Incentives for P/P operators to exercise caution when publishing WHOIS information should be implemented through the ICANN accreditation and compliance process. If and when unwarranted publication occurs then complaints should be lodged with ICANN. ICANN itself can threaten to withdraw accreditation if a P/P provider conducts unwarranted publication due to negligence or malicious intent and there is demonstrable harm on behalf of the aggrieved party. Proper auditing and publication of errors made by P/P providers will enhance the ability of registrants to choose a P/P provider with a strong reputation for fulfilling their P/P contract services. A P/P system without remedies for unwarranted publication could enable P/P providers to cave to pressure and publish WHOIS information for reasons unrelated to domain name abuse and/or a breach of terms of service. This would harm accountability efforts and call into question the purpose of an accreditation regime. 

(4) Yes, interested and aggrieved third parties do not always fall into the category of LEA or intellectual property rights holders. Domain name abuse affects the entire Internet ecosystem. As a result, many NGOs and public benefit entities seek to stop cybercriminals and should be able to seek publication of WHOIS information for registrants that breach the terms of P/P services.

	
	Drew Bagley, Esq.
	
	

	50. 
	Yes to 1, 2 & 4 Unwarranted Publication ignoring take down notice should lose their right to operate the site.
	
	Robert Lukitch
	
	

	51. 
	(1) Hard to choose between (a) risking a criminal being notified and thus evading an investigation, and (b) potential abuse by law enforcement agency. In the current political climate, and considering that ICANN oversees the world, not just a few nations, I would tend towards non-mandatory. 

(2) Yes, provided an unambiguous description of all such activities/violations were made prominently available to the customer.
	
	Thomas Smoonlock
	
	

	52. 
	We believe providers should be subject to laws in their jurisdictions and that no ICANN policy should attempt to create new rights or responsibilities not enshrined in law. We believe no framework or consideration is necessary for LEA, intellectual property rights holders or other third parties.
	
	Donuts
	
	

	53. 
	Disclosure should be made only upon a court order.
	
	Shahed Ahmmed
	
	

	54. 
	(1) Yes 
(2) Publication is always problematic, my position would be no
(3) Unhappily I do not have one yet
(4) I prefer a no
	
	Vanda Scartezini
	
	

	55. 
	1-4 are unacceptable in any form. IP rights and law enforcement concerns are no justification for any changes to the whois system and rules that would affect privacy and freedom of domain holders.
	
	Adam Miller
	
	

	56. 
	It should not be mandatory for accredited P/P service providers to comply with express requests from LEA in the provider’s jurisdiction not to notify a customer.
	
	Darin McGill
	
	

	57. 
	The registrant should be able to ask the court of his or her residence to block disclosure or publication of his or her identifying information. The registrant of the domain should be able to request identifying information about the requester.
	
	Byunghoon Choi
	
	

	58. 
	(1) If required by law, LEA requests MUST be obeyed. If just a casual request, no. 

(2) No 

(3) Substantial compensation, regardless of actual damage caused. 

(4) No. It should only apply to LEA. If an IP rights holder wants to make a claim, it should be done through a LEA. Otherwise, any person can make a claim and gain access to information that had been made private.
	
	Charles
	
	

	59. 
	(1) Providers should act according to their jurisdiction's law, which may forbid them to notify the customer. 

(2) No. If the activity is really illegal, then the customer has probably provided fake contact details, or the details of an innocent person. 

(3) Only publish details when requested by a LEA. Once published there is no remedy. 

(4) Only LEA should be able to request publication or disclosure.

	
	
	
	

	60. 
	(1) Yes
(2) Yes
(4) Seems like a good idea
	
	John Carr
	
	

	61. 
	Concerning "remedies", host country laws should be senior and, in multi-national concerns, it's probably appropriate that the State Department (or host-country equivalent) by notified/involved.

It's probably a good idea to include [in any standardized Disclosure/Publication request form] a limitation of "in accordance with the registrar's host/parent country".
	
	Tim Kramer
	
	

	62. 
	(1) It is never defensible not to notify a customer. This power has been asserted only under the PATRIOT Act, intended to fight terrorism, not IP misuse, and even there such withholding has come under intense pressure. 

(2) Mandatory publication is never justified. If a Chinese hacker whacks my WordPress site and puts a virus on it, do you intend to give me a scarlet letter? 

(3) Unfortunately, in unwarranted Publication, the damage is done. This should have two aspects: (a) because personal information has been compromised, the victim must be entitled to a one-year fraud and identity protection service, paid for by ICANN or the P/P, depending on whose policies caused the exposure; and (b) because it is a single disclosure, not a class, standard legal recourse should be available. Such recourse could be costly if overbroad policies are found to merit punitive damages.
	
	Michael Ho
	
	

	63. 
	(1) If the P/P service provider receives a National Security Letter or other binding request with a silencing order, then non-notified requests make sense since otherwise they would be in violation of the law. For standard law enforcement requests, by contrast, actively notifying the customer should be mandatory regardless of whether any information was disclosed. 

(2) No mandatory publication should be required since malware/viruses change so often; false positives pose a threat; and people like security researchers might face issues if their actions are construed to violate a too-ambiguous law.
	
	Andrew Merenbach
	
	

	64. 
	(1) Accredited P/P service providers *MUST*, in all cases - even against express requests from LEA - notify the customer. We the people are sick enough of that kind of secrecy / lack of transparency, and we're growing ever more intolerant of it. 

(2) No. No Publication should ever occur without the express consent of the customer. If you or anyone has a problem with illegal or potentially illegal activity, refer the issue to an actual legal authority. Never mind these shenanigans of playing "Internet-police" for domains (names, content, etc.). 

(3) There is no remedy for unwarranted Publication. There is no "undo" for breach of privacy. Except for ceasing all Publication, entirely. For everyone. Forever. Christ, this isn't even that difficult a concept. 

(4) Look : Fuck these corporate interests. What a tremendous waste of time and energy to be contriving these systems of agreements and mandates. Work instead towards lessening the amount of personal information collected and the world'll be better off for it.
	
	Jawala
	
	

	65. 
	Kill it, this is so inappropriate.
	
	Aaron Dalton
	
	

	66. 
	Dear God... You want to continue expanding the rights of Law Enforcement over the rights of individuals? Seriously? P/P Providers, when held to certain regulations, are perfectly able to handle all requests for disclosure/publication, and to set their own standards. What you're proposing is an expansion of the ability of any individual who has an issue with an individual domain registrant, for whatever reason, to obtain the personal information needed to do that person real harm.
	
	Stephen Black Wolf
	
	

	67. 
	All I care about is being spammed. If our email is publicly available someone will write a bot to harvest and sell this and we will be buried in spam mails meaning any mail to this address will be treated as spam and ignore, completely defeating the whole purpose of it.
	
	Ian McNeil
	
	

	68. 
	The WG's illustrative Disclosure Framework should not try to anticipate other types of requests. The WG's was formed to recommend a balanced between the requester with a valid DCMA complaint and the user of a P/P service expectation of privacy. 

(1) No 
(2) No 
(3) A refund of the P/P service fee
(4) Not at this time, because other requests imply other complaints beyond the scope of LEA and DCMA issues.
	
	Reid Baker
	
	

	69. 
	I believe there are legal avenues available for genuine infractions of trademark and copyright, and the proposed changes overstep and do not add to those avenues. Given that, I do not recommend effort be expended for similar frameworks.
	
	Adam Creighton
	
	

	70. 
	(1) Only if mandated by law
(2) Only if mandated by law. 
(3) Punishment of the requester by law. (4) No separate framework should be supported for IP rights-holders. No separate framework than that existent for LEA is necessary or warranted.

[On standardized request forms:] Where the only parties using said form are authorized by local authorities to do so. Quasi-governmental or similar is too vague, not in line with privacy law, and unacceptable.
	
	Arthur Zonnenberg
	
	

	71. 
	The current laws provide the necessary due process that protects individuals and businesses. Removing these protections, as will be done under these guidelines, would presume individuals and small businesses guilty without even giving them a chance to respond. Hence this disclosure framework is unsatisfactory.
	
	Noah Greenstein
	
	

	72. 
	In this age of deteriorating privacy protections, such moves are detrimental and harmful for people's freedom and right to privacy. It's appalling that such moves are even being considered.
	
	Anand S.
	
	

	73. 
	(1) ICANN must not mandate this! If LEA in provider jurisdiction have actual authority to do this, the provider is already subject to local laws. If LEA have no such authority, ICANN is aiding in what could potentially be an illegal act. 

(2) No. Publication cannot be undone, and much illegal activity could be the result of third-party attacks on a site. If a malicious third party can trigger Publication by attacking a site, then their attacks are only magnified in strength. 

(3) This may in general be left to contract between the registrant and provider. ICANN's only clear option here is to remove accreditation for repeated violations. 

(4) No. Publication cannot be undone, and the rationale in point 2 also applies here. Legitimate third-party requests always have the option of filing a complaint with local LEA, should the conduct actually be actionable.
	
	Jason Burns
	
	

	74. 
	(1) No, as already mentioned this should almost never happen, especially not if it is only requested. As recent news have shown such powers will be abused by law enforcement. 

(2) No. 

(4) No. Neither LEAs or rights-holders or anyone else should get this power, and especially not if they are not by-law allowed to enforce the privacy of their requests. Privacy is a fundamental right, no entity of any sort should be granted loopholes to get around protections that are already granted by law.

[A] customer should always be notified. Recent news have shown that law enforcement entities tend to misuse the powers they are granted, or not even that, in some cases. There should be very strict rules around not notifying a customer.
	
	Lucas Stadler
	
	

	75. 
	American citizens have the right to face their accusers. It is a violation of basic civil liberties to withhold an accusation made by another.
	
	Jason Weinberg
	
	

	76. 
	(1) No. If not legally required, the P/P service should not compelled to comply with law enforcement requests. 
(2) No. 
(3) None. 
(4) Absolutely not.
	
	Shane T.
	
	

	77. 
	Any requirement of mandatory, involuntary publication would threaten privacy for all domain owners, at a time when people are already under threat against their lives for something as trivial as posting opinions about video games. To make it this much easier to harrass and threaten people online would be unconscionable. Privacy, once lost, cannot be recovered, and the special needs of media companies do not deserve to be privileged over the rights of individuals. It is appalling that these measures are even being considered.
	
	Finn Ellis
	
	

	78. 
	I disagree across the board. Existing legal systems handle these issues just fine.
	
	Aaron Holmes
	
	

	79. 
	(1) No, unless the request is legally binding. Existing subpoenas already provide a way to suppress their disclosure; a second method is unnecessary. 

(2) Yes, but there should be a dispute period where the Registrant can oppose Publication, and P/P providers should not be required to monitor their customer's websites. 

(3) There is no possible remedy. You cannot "unpublish" the information. Therefore, unwarranted Publication needs to not happen in the first place. We can move towards this by requiring that all Publications be able to be opposed, and requiring that Registrants be allowed to present their case in front of a neutral mediator. Further, when a P/P Publishes, it should reference a specific clause within their terms of service, and those terms should not have a catch-all like 'the provider may Publish the Registrants information if it deems it necessary.' The requirements should be consistently and neutrally enforced, and not on the basis of the speech contained within a site. Alternately, all of the purposes fulfilled by Publication are already fulfilled by Disclosure, so this really has very little point. 

(4) All requests should have the possibility of appeal by the Registrant. Sooner or later, you're going to have someone who will lie to a P/P provider to unmask the owner of the domain.
	
	Nick O’Dell
	
	

	80. 
	(1) No. LEA without a court order has only the power to ask.  I especially disagree with [m]andatory disclosure to law enforcement: I can only see this being abused. Most privacy services will be run by people that understand when a request is pertinent to a dangerous situation and when it is simply abusive and refuse to service the request. This is a feature, not a bug. If the LEA has a court order, then an impartial judge has decided that the officer isn't being abusive.
	
	Anonymous Turtle
	
	

	81. 
	Customer MUST be notified when provider receives a publication or disclosure request from a third party.
	
	John Lawrence
	
	

	82. 
	· P/P service providers should be given discretion to comply with express requests from LEA in the provider's jurisdiction not to notify a customer. Compliance with LEA requests should only be mandatory if doing so is required by the law of the provider's controlling jurisdiction;

· There should not be mandatory Publication requirements for certain types of activity (e.g., malware/viruses or violation of terms of service relating to illegal activity) unless appropriate legal documentation is provided;

· There should be no remedies for unwarranted Publication except those as outlined in P/P service provider's contractual terms and conditions; and

· A similar framework and/or considerations should not be created for third parties other than  LEA. For non-LEA third parties, it is Web.com's contention that the relevant law in the P/P service provider's controlling jurisdiction should control.
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