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	#
	Recommendation / Comment
	Additional Comments/Notes
	Who / What
	Suggested WG Response
	WG Response/Action

	1. Should registrants of domain names associated with commercial activities and which are used for online financial transactions be prohibited from using, or continuing to use, privacy and proxy services? If so, why, and if not, why not?

	1. 
	The BC believes that consultation with consumer protection authorities and privacy advocates with experience in these issues can be particularly helpful. The BC agrees that the task is not to define what constitutes commercial activity itself, but identify a subset of practices for which it is a reasonable to insist on transparency. The BC notes that it is a longstanding principle of consumer protection that consumers have a right to know with whom they are doing business [citing the OECD Guidelines for Consumer Protection in the Context of Electronic Commerce (1999), OECD Consumer Protection Guidelines, the EU’s E-Commerce Directive (Article 5), the Draft Resolution on Consumer Protection currently before the UN General Assembly and a variety of other national consumer protection statutes as outlined in the FWD Strategies and LegitScript analysis.] 
	
	BC
	
	

	2. 
	[I]n support of requiring transparent, non-anonymous WHOIS data for registrants who use the domain name to engage in active commerce by selling products or services and/or facilitating online financial transactions. Internet consumers should be able to determine with whom they are doing business via information in the domain name registration (WHOIS) record. 
	
	Global IP Center, US Chamber of Commerce
	
	

	3. 
	The suggestion that commercial organisations should be prohibited from using privacy and proxy services is not supported by us and we believe that any organisation, commercial or otherwise, should have the opportunity to avail themselves of these services.  This could be in relation to a new product launch or indeed, as mentioned in the report, for freedom of speech reasons.
	
	1&1 Internet SE
	
	

	4. 
	The MPAA believes that the working group should not consider a requirement that creates an outright ban on the use of P/P services to registrants who intend to use their registration for the purposes of “commercial activity”.
	
	MPAA
	
	

	5. 
	P/P registrations should not be limited to private individuals who use their domains for non-commercial purposes. We oppose the general position that domain names that are actively used for commercial transactions (e.g. the sale or exchange of goods or services) should be prohibited from using P/P services. Additionally, we oppose any suggestion that a domain employed in a “commercial use’ should be barred from being under P/P protection.
	
	Internet Commerce Association (ICA)
	
	

	6. 
	Privacy and proxy services should be available to all types of registrants, regardless of whether the registrant engages in any kind of commercial activity … Registrars as well as privacy and proxy providers should not be contractually required by ICANN to categorize the use of an Internet service or to determine how a registrant may or may not use their website both now and in the future. Further, it is not practical or operationally feasible to restrict privacy and proxy services to websites involved in commercial transactions.
	
	Google
	
	

	7. 
	An Internet intermediary should not be contractually required by ICANN to categorize the use of an Internet service. It is not practical or operationally feasible to restrict the use of privacy & proxy services for websites involved in commercial transactions.
	
	I2C Coalition & ISPCP Constituency
	
	

	8. 
	In itself, the existence of commercial transactions on a website should not be reason for denial of P/P services; further, we do not believe it would be practicable or reasonable for P/P providers to monitor websites for such use. 
	
	Com Laude
	
	

	9. 
	IPC finds it difficult to come to a conclusion on [permissible P/P registrations and online financial transactions] absent a clear answer to a point implicated in the second question: “adopt[ing] a definition of ‘commercial’ or ‘transactional’ to define those domains for which P/P service registrations should be disallowed.” [J]ustification for privacy or proxy registration is very low when the domain name registered using a P/P service is ultimately used to carry out online financial transactions for commercial purposes. While anonymity is important to promote the robust exchange of ideas by reducing the risk of economic reprisal or official retaliation, that rationale is far weaker when the speech carried out through the use of the domain name is primarily to propose a commercial transaction. It seems clear to IPC that, as a matter of principle, the use of proxy or privacy registrations to carry out online financial transactions for commercial purposes should be subject to requests for disclosure.

IPC would strongly support identifying [existing provider policies that ban some commercial usages] as a best practice for service providers at a minimum. 

IPC recommends that the WG flag for priority consideration during the implementation phase of this process the development of an illustrative framework mechanism for how complaints that a particular domain name is being used to carry out online financial transactions for commercial purposes should be submitted, processed, evaluated, and acted upon. 
	
	IPC
	
	

	10. 
	Prohibiting the use of privacy services for domain names used for “commercial purposes,” a term with a hopelessly broad definition in the Initial Report, will have a devastating impact on these protections. There are countless legitimate uses for privacy/proxy services - all registrants should be allowed to utilize whois privacy services to maintain these protections. 
	
	Endurance Int’l Group
	
	

	11. 
	INTA agrees that P/P Services should be available to commercial entities – but not for domain names used for online financial transactions. INTA agrees with the WG that the mere fact that a domain name is registered by a commercial entity or by anyone conducting commercial activity should not preclude the use of P/P Services. But INTA also agrees that registrants of domain names that are used for online financial transactions for commercial purposes should be ineligible to use, or to continue to use, P/P Services for those domains. As in the US [and Europe], the courts distinguish between political speech, which is given a high level of protection, and commercial forms of speech where there is a much wider “margin of appreciation” in balancing this protection with other rights and limitations. Hence the registrant’s interest in anonymity – and the justification for P/P Services – is lower in those cases.
	
	Int’l Trademark Association (INTA)
	
	

	12. 
	Even the most limited definition of a "website handling online financial transactions for commercial purpose" will encompass a wide population that could be severely harmed by doxing. To make things worse, the proposed definition of what constitutes "commercial purpose" could be expanded to include other types of activity such as running ads or posting affiliate links. We strongly recommend that the proposed policy not be adopted. We further recommend that ICANN revisit its own findings from 2013 and move toward making WHOIS privacy the default for everyone. 
	
	Online Abuse Prevention Initiative (OAPI, a coalition of 45 organizations and 105 individuals)
	
	

	13. 
	WG [should not] adopt or even continue debating the minority position of some corporate participants seeking to ban the use of Proxy/Privacy registration services for those engaged in commercial transactions. Such an inquiry into the use of the domain name – the content associated with the domain name’s email address, listservs and websites – is far outside the scope and mission of ICANN. [C]orporate structures, laws and protections for commercial and noncommercial uses and transactions vary country by country and even province by province. It is for the individual country to pass laws. This is appropriate government regulation. Under no circumstances must Proxy/Privacy services be banned for so-called “commercial uses” or even so-called “financial uses”. 
	
	NCSG
	
	

	14. 
	[W]here websites are clearly offering counterfeit goods for sale, they should not be able to benefit from Privacy & Proxy Services, on the basis of long-standing European and other international laws [citing EU E-Commerce Directive.]

Privacy & Proxy services should not be available to registrants where the domain name is to be used in the pursuit of an economic activity, in particular for the sale of counterfeit goods:
- [Citing the European Court of Justice:] “Although it is certainly necessary to respect the protection of personal data, the fact remains that when the infringer is operating in the course of trade and not in a private matter, that person must be clearly identifiable”.
- [Citing the European Court of Human Rights:] “The safeguards afforded to the distributed material in respect of which the applicants were convicted cannot reach the same level as that afforded to political expression and debate” and that “there were weighty reasons for the restriction of the applicants’ freedom of expression”. 
	
	Unifab
	
	

	15. 
	[W]e believe that a registrant’s ability to use P/P services should be completely independent of the nature of use of the domain in question  (i.e. whether it is commercial or non-commercial). The mere fact that a domain is being used for commercial purposes does not justify forcing the registrant to assume all risks associated with its sensitive personal data or information being publicly available through WHOIS. 
	
	Shardul Amarchand Mangaldas (Advocates & Solicitors, India)
	
	

	16. 
	[T]he term 'commercial use' is vague and so far it has been judged as 'commercial' for the simple act of running advertisements. I realize that some commercial entities gain most, or if not all, their earnings from advertisements but I would like to stress that these websites generally hold legal status as an organisation.  I am not apposed to commercial entities from being disallowed domain privacy as this is similar to the way .co.uk domains work, however I believe that for a domain registration to be considered commercial use then that individual/company should have legal status as a company/organisation in their jurisdiction. Simply running adverts does not constitute 'profit' or 'commercial use'.  
	
	Paul Hempshall
	
	

	17. 
	We do not support the notion that a certain type of use would prohibit the use of these services. Requirements for disclosure are better applied to the content of the websites and should be legislated nationally or agreed upon internationally. Providers should not have to evaluate eligibility based on use. We find this impractical. There may be a plethora of legitimate reasons for not wanting to disclose the identity of the domain registrant even when such services are provided. 
	
	Key Systems
	
	

	18. 
	[B]roadly in agreement with the majority opinion at stated in the initial report. [M]any noncommercial registrants utilize third party services for processing noncommercial transactions. Some examples would be soliciting donations to support a cause, promoting a crowd funding campaign with an onsite link to donate via a crowd funding platform such as Kickstarter or IndieGoGo. The opinion was quite strongly held that raising funds in such a manner should under no circumstances prevent a registrant from utilizing a P/P service. 

[T]here was a large degree of variance in local laws with some jurisdictions not offering any form of non-individual legal personhood other than a commercial company. As such a limited subset of organizations working on a nonprofit and charitable basis are incorporated in their jurisdiction as a commercial entity. If the working group decides that a compromise is required in order to reach consensus, a highly granular distinction must be made in order to prevent the exclusion of registrants from utilizing P/P services who are in need of such services due to their at risk status. 
	
	Cyberinvasion (on behalf of 43 individuals, 6 charities and 2 unincorporated associations)
	
	

	19. 
	Yes. In many jurisdictions, a business must disclose the actual name and address of the business behind a web site, or be guilty of a criminal offense.  See California Business and Professions Code section 17538 [and the] European Electronic Commerce Directive (2000/31/EC), which is even broader.
	
	John Nagle (Sitetruth)
	
	

	20. 
	Yes, there must be a way to anonymize personally identifiable information [and criminals will not use their real information anyway]. This type of information should be regulated on the _content_ side, not on the domain level, because (a) the owner has the ability to limit the spread of their sensitive information by not indexing the respective page, disallowing/limiting bot access etc; (b) commercial use is not tied to a domain name - if you use a subdomain on wordpress.com, you won't have to deal with this at all; (c) there is no way for an individual to ever have their personal information removed from domaintools.com like Whois scrapers again - a practice that is most definitely illegal in many countries. The potential for abuse, harassment, fraud and identity theft is enormous.  
	
	Myriam
	
	

	21. 
	Yes, but I would also include an health online professional services and government services. Like bank, there is a mandatory trust for those acts and a communication point/spokeperson should exist whatever the channel (press, tv, internet, ...) As said before, other exclusion could apply for example security/para-military institution, companies on stock exchanges... 
	
	Julien T. (security professional)
	
	

	22. 
	Should be able to use P/P. Commercial activity doesn't pre-empt the right of privacy. Criminal activity or breach of terms of service provide the trigger for the requests, not mere commercial activity. But for this to work there must be a robust and fair request mechanism.
	
	Phil Crooker
	
	

	23. 
	No. I do not believe it would be just to ​discriminate against commercial efforts and websites with respect to privacy protections.​  The report notes that a minority of Working Group members argued that commercial enterprises should be denied the option of private domain registration. Those members cited existing legal regimes that require various information about commercial enterprises to be publicly registered – e.g. a corporate registry.  The inference seemed to be: Real world businesses are required to register certain details about their identity or stockholders, ergo internet domain registration of commercial websites should also require such details.  I invite you to contemplate the differences in purpose, context, and legal nature between (1) the legal registration of business entities, and (2) the registration of a domain name.  An ethical-political doctrine of *commercial exceptionalism treats commercial activity as distinct from everything else humans do. Such attitudes often treat commerce as having lower moral standing that religion, government, and non-profit efforts, and view merchants as deserving less legal protection as the aforementioned domains.  This doctrine has no apparent place in ICANN's purposes with respect to domain registration and rights of privacy. Further, ICANN is not a legislative body, and should refrain from doing the work of legislators. Governments should be free to decide what information commercial entities are required to disclose, and to whom.
	
	Jose L. Duarte
	
	

	24. 
	As long as the registrants are not using the domain itself for commercial activities or commercial purpose, they should be eligible for P/P services.  What is considered as commercial purpose needs to be defined better, because otherwise that would be any website owner that receives money for the site.  Just because a journalist receives an award for doing a great job, shouldn’t put the domain at risk because someone decided that was considered for commercial purpose.    
	
	William (“roguewolftamer”)
	
	

	25. 
	No, they should not be prohibited from using P/P services.  If the transactions are illegal, there are existing methods for the people who have a stake in the transaction to follow up with P/P providers to discover the actual site owner.     
	
	Mark Maszak
	
	

	26. 
	I think all registrants should be allowed to continue to use P/P services to protect their information from Publication in the WHOIS database, including registrants which use their websites for online financial transactions. 
	
	Jeff Kiser
	
	

	27. 
	No. Those who want to prohibit usage of privacy and proxy services have not clearly defined what a "commercial entity" is or what "commercial activity" is. The WG should analyze how such a prohibition would harm Customers.
	
	Homer
	
	

	28. 
	No commercial hiding.
	
	Gary Miller
	
	

	29. 
	If the site with no transactions supports commercial activity at another site it should be treated the same.
	
	Robert Lukitsh
	
	

	30. 
	Registrants should not be prohibited from using P/P services. As to why, I agree strongly with all reservations put forward in Appendix F, section 1.3.3.2 - this is a matter that should fall far outside of ICANN's jurisdiction.
	
	Thomas Smoonlock
	
	

	31. 
	No, they should not be prohibited from using P/P services
	
	Elaine Prius (Donuts)
	
	

	32. 
	No. Even if it is a commercial site, it may need privacy. Yes, l know that big commercial firms do not need Whois protection. But what about small business owners? Some of them definitely need this protection. For example, if I sell my books from my own website that also hosts my blog, do I have to disclose my home address? 
	
	Shahed Ahmmed
	
	

	33. 
	Commerce shall not be able to use P/P services. Access to Whois information shall be mandatory to reduce fraud occurrences. 
	
	Vanda Scartezini
	
	

	34. 
	All internet users and organizations should have the right to hide their registration information under all circumstances. It is unacceptable that you are considering anything otherwise and we will seek a change in ICANN leadership due to this pandering to IP rights holders.
	
	Adam Miller
	
	

	35. 
	All persons and entities ought to be able to register privately or via proxy, irrespective of their status as a commercial entity.
	
	Darin McGill
	
	

	36. 
	P/P services should be available to all.
	
	Charles
	
	

	37. 
	No. Phishing victims are not even checking which domain name they are visiting, so it is highly unlikely that they will check the whois. As for consumer rights, businesses already have a legal obligation to publish some data on their web site. A mandatory whois publication would collide with national legislations on several points, as the required data can differ.
	
	Sebastien Broussier
	
	

	38. 
	Domain names associated with commercial activities should not be allowed to avail themselves of a P/P service. End users should be able, easily and immediately, to establish as much information as possible about a site with which they engage or with which they may be considering some form of engagement. This might be particularly important to parents who are trying to make a decision about the bona fides of a particular site before they allow or encourage their children to use it.
	
	John Carr
	
	

	39. 
	I believe the question to be too inexact to be answerable. While "respectable" businesses should be allowed to use p/p services, "shady" businesses may leverage the services for inethical purposes.
	
	Tim Kramer
	
	

	40. 
	My best friend has an Etsy jewelry storefront for which she owns a domain name. It's a side business at most. What business does any non-customer have in knowing where her jewels are?
	
	Michael Ho
	
	

	41. 
	Disagreed. Home businesses and contractors would suffer.
	
	Andrew Merenbach
	
	

	42. 
	My husband and I own a small business and work from our home. Because of this, we currently have a domain privacy service. We do make sales through our web site, so it would qualify as "commercial" or "transactional." If we were not allowed to have domain privacy, that would reveal our home address to everyone on the planet, which is obviously highly undesirable. According to the Small Business Administration's Frequenty Asked Questions (https://www.sba.gov/sites/default/files/FAQ_March_2014_0.pdf), "In 2011, there were 28.2 million small businesses", and 52 percent of small businesses are home-based. That means that 14.664 million small businesses in the US would be vulnerable to exposure of their home addresses. I therefore, STRONGLY DISAGREE that such businesses be prohibited from using, or continuing to use, privacy and proxy services.
	
	Anne Bouchard
	
	

	43. 
	There should be no restrictions whatsoever on the use of P/P providers.
	
	Aaron Dalton
	
	

	44. 
	Domain names associated with commercial activities and which are used for online financial transactions should continue to be allowed to use or continue to use, privacy and proxy services. There are already existing avenues for protecting financial information, avenues for financial redress, and for chargebacks. The removal of privacy protection for these types of entities is not justified.
	
	Adam Creighton
	
	

	45. 
	Nobody should be prohibited from using privacy. It is an universal right. What happens when a dissident journalist or a women’s shelter are forced to remove privacy because they have a donation button on their websites or when they are simply soliciting support?
	
	Arthur Zonnenberg
	
	

	46. 
	Registrants should be able to and allowed to use privacy and proxy services as their business may be intimately connected with their ability to express themselves freely. Prohibiting them from using these services or otherwise making it easier for special interest parties to gain access to their private information may hamper or end small businesses which exist primarily on the Web.
	
	C.
	
	

	47. 
	The online marketplace is growing quickly. To make a rule that blanket covers all financial transactions is unwarranted as it will block innovation and prevent small businesses from growing.
	
	Noah Greenstein
	
	

	48. 
	Everybody should be allowed to use privacy/proxy services. It is extremely important to retain the current system and protect people's privacy instead of coming up with measures that rob people of their right to free speech and privacy. 
	
	Anand S.
	
	

	49. 
	No, privacy and proxy services should be open to all registrants, regardless of commercial activity. All persons, both natural and legal, engage in commercial and financial transactions! Attempting to define an artificial border between persons allowed privacy, and persons not allowed privacy, according as the degree to which their transactions are visible on the Internet, is an infeasibly broad and vague mandate, and will only get broader in future years as more transactions move toward the Internet. It would also require substantial extra recordkeeping, as part (3) suggests, for everyone involved. Note also that commercial transactions are extensively regulated by local governments, and that LEA generally hold powers to pursue cases that may arise, whether or not a privacy or proxy service is interposed; there is no more need to pre-emptively forbid privacy on the grounds of potential malicious commercial activity than there is, in the non-financial case, to pre-emptively forbid privacy on the grounds that someone could violate copyright.
	
	Jason Burns
	
	

	50. 
	They should be able to get the same set of protections that anyone else does. There are many cases in which a business may actually need privacy, for example in the case of home-based businesses. The ICANN should not decide who "deserves" privacy. 
	
	Lucas Stadler
	
	

	51. 
	No. Commercial entities have a right to privacy the same individuals do. Small home-based businesses are one example. Moreover, "commercial activities" is too broadly defined. Is an individual with ads on his/her personal blog considered engaging in commercial activities?
	
	Shane T.
	
	

	52. 
	Privacy and proxy registrations should be eliminated in these applications.
	
	Scott Jordan
	
	

	53. 
	Corporations should be prohibited from using privacy/proxy services.
	
	Aaron Holmes
	
	

	54. 
	I cannot see a compelling reason for this prohibition, and it seems extremely broad. Is a gaming server that accepts donations for hosting commercial under this section?
	
	Nick O’Dell
	
	

	55. 
	No, you have no business in other people's business.
	
	Charles
	
	

	56. 
	I don't understand the value of this approach. Websites mutate all the time, this is more red tape to deal with. One day a blog might start selling things on the side for instance. It's not clear what value this designation actually provides.
	
	Anonymous Turtle
	
	

	57. 
	No, commercial activity is vaguely defined and necessary for the functioning of many basic speech activities.
	
	Private
	
	

	58. 
	Not in general, and especially not with a clear definition of (2).
	
	Alex Xu
	
	

	59. 
	No, because 'commercial activities' is way too vague. I'm a guy in a basement writing iPhone apps. I don't want my address published.
	
	Marty Dill
	
	

	60. 
	They should be allowed to use privacy and proxy services. Many small and home businesses operates online, and deserves privacy protection. Should abuses occurs, if should be left to the legal system to obtain the customer data and pursue the case. While this may create a greater burden on the victim / LEA, it is a reasonable price to pay to protect the innocent users of privacy / proxy services.
	
	Cort Wee
	
	

	61. 
	Registrants should never be prohibited from using privacy services for any reason. The content of their websites is irrelevant.
	
	Scott McClung
	
	

	62. 
	P/P services should be available to all registrants, without constraint or condition. 
	
	Hugo Jobling
	
	

	63. 
	Hell no! The free market will handle these issues, not the unelected.
	
	Christopher Smith
	
	

	64. 
	People using domains for "commercial"/"financial" activities should have the same opportunities as everyone else. Proposals otherwise are stupid; if I put a paypal donation button on my blog, I would fall under this heading.
	
	Simon Kissane
	
	

	65. 
	The use of a domain should not be a relevant factor. All domains should be able to take advantage of privacy/proxy services. If anything sites that deal with online financial transactions need to protect their owners more since sites dealing with money are bigger targets for phishing and hacking and any revealed information is revealing a target that a hacker can attempt to compromise.
	
	Not your business
	
	

	66. 
	P/Ps should be available to all with no Whois disclosure necessary. Consumers have sufficient protection under current law, regulation, and payment processor protection. Consumers are also smart enough to buy from markets that they trust.
	
	James Ford
	
	

	67. 
	Sometimes it's nicer to know that no one knows where something is than everyone and you know where something is located.
	
	Gabriel de Luca
	
	

	68. 
	If they choose to hide behind p/p services that is up to them. - There may be valid reasons - like for example animal rights activists attacked the bank holding a particular animal research company. It is also up to me whether I choose to use such a bank/online service.
	
	Name withheld
	
	

	69. 
	NO, privacy is extremely important for everyone, including registrants of domain names associated with commercial activities, so they MUST BE ALLOWED TO USE A P/P. The only judge of the necessity of disclosure is a court of law, not ICANN or anyone else.
	
	Adrian Valeru Ispas
	
	

	70. 
	There should be no exceptions whether commercial or personal. Everyone should have the right to use privacy and proxy services. It should not be limited based on the use or activity behind it.
	
	Dan M.
	
	

	71. 
	No. This is not a useful position to take and forces a domain registrant to abuse and spam for which the p/p services have been most effective at controlling. 
	
	Mike Fewings
	
	

	72. 
	No, no, no. Because people will redefine financial transaction to suit their needs. Only ferally or internationally regulated industries like banking should be subjected to such an over reaching and bullshit loophole. Clearly this loophole was written and paid for by the organizations pushing for these changes to outlaw privacy in the name of catching those utilizing piracy.
	
	Marc Schauber
	
	

	73. 
	I don't know if it's feasible to implement but I agree that it would be best if sites performing online financial transactions be barred from P/P service usage.
	
	Dr. M. Klinefelter
	
	

	74. 
	I do not agree, they should NOT be prohibited, all commercial websites that take payment could be considered as being associated with online financial transactions. If I sell you a mobile website and use paypal or authorize.net I am associated with online financial transactions. Spammers use 3rd party sites to take money so this will not stop them, it will be the innocent domain owners who get damaged by a provision like this.
	
	
	
	

	75. 
	Domain names used for commercial financial transactions should be allowed to use privacy and proxy services. This will protect home business owners, among others (particularly depending on the definition of 'commercial' that is in use). Existing law and regulation is sufficient to provide relevant disclosure of details. If the domain owner's jurisdiction requires businesses to publish contact information, as Germany does, they can do so via WHOIS or via a link on their web site. Payment processors will already have obtained sufficient information from the business owner to handle fraud cases. It is not necessary for ICANN to impose this kind of requirement worldwide. Barring commercial transaction domains from using P/P services would place onerous requirements on users who engage in one-time commerce, such as offering up a service or soliciting donations via PayPal in an otherwise non-commercial blog.
	
	Michael Ekstrand
	
	

	76. 
	Registrants of domain names associated with commercial activities which are used for online financial transactions should not be prohibited from using, or continuing to use, privacy and proxy.
	
	Roxana
	
	

	77. 
	Registrants of domain names associated with commercial activities and which are used for online financial transactions should be prohibited from using, or continuing to use P/P services. Consumers have a right to know who they are doing business with, and instituting a requirement that operators of domain names involved in commercial activity not be permitted to hide their identity behind privacy/proxy services is a step in the right direction in this regard. Whether it is an adult, gambling, counterfeit product, child abuse, multimedia download/streaming, or drug trafficking website, it is these type of websites where privacy/proxy services are utilized to obfuscate the identity of the website operator. Individuals operating these type of websites are typically also involved in other cyber criminal behavior, including identity theft, fraud, spam, and malware. Legitimate commercial businesses have no need to hide their identity; brick and mortar businesses do not have that option, nor should cyber commercial businesses. 
	
	Terri Stumme
	
	

	78. 
	No distinctions should be made. P/P services should be available to everyone.
	
	Misha Stevens
	
	

	79. 
	Continue using proxy/privacy While a major corporation may be at less risk, small businesses and sole traders/individuals may include victims of domestic abuse who may wish to avoid being tracked by an abusive ex. Such a threat could restrict individuals from pursuing the ability to earn a living online out of simple fear (eg my father being an abusive alcoholic poured lighter fluid on my mother and set her on fire...I am not comfortable with the idea of having my contact details made readily available as I have sought to avoid his being made aware of where I am or what I am doing...he terrifies me...loss of privacy runs the risk of me retreating from the idea of building a website to seek financial independence and I can only assume this would be a cause for concern for any victim of domestic violence.) In regards to dealing with the public, bloggers who may operate a blog as a commercial activity (just by way of incorporating advertising to fund their website) may be affected if a statement is found offensive by an unstable element in the community who may seek to harm the blogger, thereby restricting free speech. This can in turn affect anyone dealing with the public face-to-face who may not desire contact details to be readily available. (In my case, I do deal with the public face-to-face and have been threatened by individuals (ranging from junkies to mentally unbalanced obsessive individuals)...the idea of them being able to access my personal contact details just by looking up my website is cause for concern).
	
	James
	
	

	80. 
	Privacy and proxy services should NOT be restricted based on commercial or non-commercial use. In fact, how a company, organization, agency, or person uses a domain is not in the purview of ICANN or part of its charter. Plenty of offline regulatory bodies are already present to facilitate this information. These bodies predate ICANN and are charged with working in this particular area of regulation. ICANN needs to leave this matter alone forever as the disagreement in the working group shows ICANN will make no one happy unless they leave this issue alone.
	
	Reagan Lynch
	
	

	81. 
	No. Commercial is too static and broad.
	
	Michael Cariaso
	
	

	82. 
	It is not clear if online financial transactions means a bank or transfer of money from point a to b versus a sale of an Item. Many sole proprietors, an artist or photographer, sell one work of art online and register as an individual. If that is a "transaction", I object! Icann may publicly reveal the true Name, but the address, telephone, email contact info are abused by criminals and threaten the safety and life of single women and men who sell online. P/P protects us from criminals.
	
	John Lawrence
	
	

	83. 
	Everyone deserves the right to privacy even if the domain is being used for commercial activities.
	
	Liam
	
	

	84. 
	No
	
	4 additional template respondents (with no comments)
	
	

	85. 
	Web.com opposes the minority position and believes that P/P services can be and are used to protect legitimate privacy interests for both commercial  and  non-commercial entities. Specifically, as it pertains to the use of domain privacy services, a registrant associated with a domain name that is currently being used for commercial transactions should have the same rights as a registrant that is using the domain for non-commercial transactions. 

The Report lacks supporting evidence as to why "domains used for online financial transactions for commercial   purposes   should   be   ineligible   for  privacy   and   proxy registrations." Simply put, there are no grounds provided for this proposed unequal treatment that would substantiate the unsupportable position that these particular transactions should not be afforded the same privacy protection as other activities.

As the WG is well aware, the publication of a registrant's private information can result in spam, phishing, harassment, intimidation, identity theft, and even jeopardize a registrant's personal safety.  What would happen to the current rights of the hundreds of thousands of registrants that currently utilize P/P services if the minority position is adopted?  How would ICANN define, monitor, and enforce this (still undefined) commercial vs. non-
commercial definition across the millions of websites that are in operation today and the tens of thousands that come into existence every day? The minority position is untenable, would lead to inconsistent and arbitrary enforcement of its standard, and would have unintended consequences that could inhibit free expression and innovation on the Internet.
	
	Web.com
	
	

	86. 
	No. Consumers are able to determine which domains do provide this information, and choose who to conduct business with. ICANN should be a ‘Good Housekeeping Seal’ not a police force.
	
	Michael Carioso
	
	

	87. 
	All parties should be entitled to the use of privacy services, but a particular consideration is that the line between private activity and commercial activity online is often blurry: for example, small home-based businesses or individual artists and writers may be considered "commercial" but have economic and privacy concerns similar to individuals. Meanwhile, many "noncommercial" activities, such as large charities, are run by nonprofits with resources and legal infrastructure comparable to large corporations, and the impact of their activity online is also no different.
	
	Kat Walsh
	
	

	88. 
	Commercial organisations that run from listed buildings should actually, in my personal opinion, not be granted the right to be protected. This service is currently being abused by spammers operating as, "marketing companies," who are then impossible to trace in order to report to authorities. Rule of thumb - persons name, allow the option to be protected. Business name, not protected.
	
	Michelle Knight
	
	

	89. 
	Although there are many valid reasons why an entity (individual or company) would want to use a P/P service, this should not be allowed if the entity will be selling to consumers. A consumer should have the right to know who they are buying something from.
 
Please note that I am not asking that a registrar VERIFY what someone is doing with their domain name, just that the registrant declare that the domain name will not be used for commercial transactions as described above, and that violation of this is grounds for loss of the registration, which registrars WOULD have to honor if a complaint is made.

	
	[bookmark: _GoBack]Alan Greenberg
	
	




	2. If you agree with this position, do you think it would be useful to adopt a definition of “commercial” or “transactional” to define those domains for which P/P service registrations should be disallowed? If so, what should the definition(s) be?

	1. 
	 [T]he BC believes further work is necessary to define types of activities which may be ineligible for P/P Services, thereby enabling the protection of consumers while maintaining privacy protections. 
	
	BC
	
	

	2. 
	Yes, “commercial” and “transactional” should be defined, though more discussion is needed to define the scope of each.  
	
	Global IP Center, US Chamber of Commerce
	
	

	3. 
	No: it is unlikely that the WG will be able to develop a definition that does not expose many speakers around the world to threats to their privacy and safety, and these threats will undoubtedly chill these speakers’ freedom of expression.
	These commenters oppose making a distinction (Question 1) but provided a comment on the question of a definition
	CDT, Open Technology Institute & Public Knowledge
	
	

	4. 
	[I]n order to implement such a principle [per Question 1], clear and consistent definitions of terms such as “commercial” and “transaction” are imperative.
	
	IPC
	
	

	5. 
	[I]t is extremely hard to define 'commercial'. Is a sale of a product commercial? How about advertisements? How about accepting donations? How about accepting *material* donations? How about a site with none of that, but a member chooses to post a notice that they're selling their CD collection because they don't have the space for it anymore?  Creative Commons has run into this exact issue with their CC-NC license - it is incredibly hard to define, and there are so many edge cases that you're bound to make mistakes.
	
	Sven Slootweg
	
	

	6. 
	The definition of "commercial" should be that used in the European Directive on Electronic Commerce. Any site which accepts payments, offers items for sale, or engages in transactions of value should be considered commercial.  Whether advertising-supported sites should be considered commercial remains an open question.
	
	John Nagle (Sitetruth)
	
	

	7. 
	There is no clear definition of "domain names associated with commercial activities and which are used for online financial transactions". Does this include the webmaster running Adsense on his/her blog? An author selling their book on Amazon? Or do you only refer to websites handling sensitive information such as credit card data? What if they redirect the payment process through a different domain - is domain A then exempt? What if PayPal is handling the payment process?  

It will be next to impossible to define “commercial” or “transactional” in a way that will not require an immense amount of micromanagement. If you are going to adopt this policy, sensible definitions would be:  * websites that collect and store personally identifiable information * websites that collect or process financial information * companies with more than x employees * companies with more than $1MM in revenue/year, balance sum etc.
	
	Myriam
	
	

	8. 
	Clearly, a definition is needed to avoid future problems ads when not being a primary revenue of a single individual should not be concerned by the change. I understand EFF and others position that non-professional user of the web should keep some level of protection.
	
	Julien T.
	
	

	9. 
	Don't agree, if you do adopt such a mistaken policy, "commercial" must exclude small businesses, and must exclude ad revenue or donations from making a site "commercial".
	
	Phil Crooker
	
	

	10. 
	As I already stated that labeling a site as being used for commercial purpose needs to be defined, so it can’t be used so broadly.  I think it would be useful to adopt a definition to define which domains should not be allowed to use P/P services.  The main reason is so a broad definition can’t be used to grab personal information so easily, but I would like to state that domain owners should be given the option to provide limited information publicly if the site can be labeled for commercial purposes without being tied to a company name or generic structure to prevent harassment (such as http://whois.icann.org/en/lookup?name=icann.org).  I say this to protect individuals who may be starting up a company or site, but can still provide a legitimate email for contact without being left open to phone or mail harassment.   
	
	William (“roguewolftamer”)
	
	

	11. 
	While I disagree with the position, if you do adopt it, it is CRITICAL that you clearly identify "commercial" or "transactional".  A failure to do so would leave it up to the implementers, which means you'll get a variety of behavior.  I think it would be difficult to clearly identify all possible types of transactional activity.  I'd suggest targeting the definition at what sort of transactions are acceptable & still allow you to use P/P services.  Then users will know that anything beyond that is clearly out of bounds.  There should be a process defined by which someone can request additional clarification to this list (hopefully not something that's bogged down by years of committee review).  If any future changes result in additional clarifications, all existing domains using P/P services must be "grandfathered in".  In other words, a change in the rules shouldn't result in the disclosure of any private information.   
	
	Mark Maszak
	
	

	12. 
	I do not agree with the position, so I do not think it necessary to define "commercial" vs. "transactional" [and] it would be impractical to enforce any accurate definition of "transactional".  Who would be responsible for determining whether a site is "transactional"?  How would that party or parties be able to continuously monitor every website on the Internet to determine if and when the website changes status to or from "transactional"?  The challenge only becomes more difficult due to the difficulty of precicely defining "transactional" in a simple way.  What does it mean for a site to accept payment?  What if a site just links to a payment gateway such as PayPal, such that the financial transaction happens off-site; would sites like these count as "transactional" even though they use another company's payment services?  This use case is very common for e-commerce websites.  What about a website which iframes a "transactional" site; is that site "transactional" too?  What about sites which do not have navigable web pages but which expose, for example, a REST API which is capable of processing payments?  What about websites which use such APIs behind the scenes?

Constantly keeping track of which sites are "transactional" would be a monumentally difficult task which would require a large amount of resources to accomplish, and I think that would be wasteful.  I also do not think that the reporting responsibility should be passed on to website owners as a way to solve this problem: that kind of self-reporting would lead to all kinds of inconsistencies.
	
	Jeff Kiser
	
	

	13. 
	I do not agree that ICANN should prohibit registrants of any domains from using, or continuing to use, privacy and proxy services.
	
	Homer
	
	

	14. 
	No money, no transaction
	
	Gary Miller
	
	

	15. 
	Yes - exchange of money or support for a site that does so.
	
	Robert Lukitsh
	
	

	16. 
	The use of the name shall be followed by a clear definition about use of e-commerce in any condition.
	
	Vanda Scartezini
	
	

	17. 
	The definition of commercial activities is far too vague. For example, the clause could potentially be used by oppressive regimes to identify administrators of dissident organizations if the said organizations accepted donations or sold merchandises. Setting a dollar amount limit where the registrant may conduct financial transaction below the set amount with privately registered domain would also open it to abuse since the registrant would have to provide financial details to prove he or she has not gone over the limit. Instead of restricting P/P service, commercial service providers should be encouraged to use Extended Verification SSL certificates and clearly list ways to contact them on their web sites.
	
	Byunghoon Choi
	
	

	18. 
	Inconsistent with my position [on Question 1].
	
	Michael Ho
	
	

	19. 
	Agreed. These terms need not be defined now, provided they are clearly described to the domain name holder upon registration. Upon registration, these terms must remain immutable until the next registration cycle. 
	
	Andrew Merenbach
	
	

	20. 
	I do not agree with this position. Privacy needs to be availlable to everyone, by default. Excluding large subsets of people from privacy will likely hurt mostly those who can't afford lawyers and other means of protections, such as smaller businesses and individuals.
	
	Lucas Stadler
	
	

	21. 
	It should not be necessary since everyone has a right to use a P/P service.
	
	Shane T.
	
	

	22. 
	Assuming you're dead-set on having this in the P/P requirements, I suggest you narrow it in a few ways: (a) Explicitly exclude donations from the definition of commercial. (b) Put a floor on the amount of money process to be "used for financial transactions." For example, a website would still be allowed to use a P/P service if they saw less than $10,000 per year in transactions. (c) Exclude non-monetary types of transactions from the definition of transaction. (e.g. database transactions).
	
	Nick O’Dell
	
	

	23. 
	No, there should be no attempt to define commercial or transactional activity, because the result will be vague, apply to every domain name, and be used as an excuse to destroy privacy.
	
	Private
	
	

	24. 
	[Adopting Question 1] would be further complicated by the particular definitions of 'commercial'. Is a blog that contains a link to the author's Patreon commercial? What about their KickStarter? Do affiliate links make a web site commercial?
	
	Michael Ekstrand
	
	

	25. 
	Commercial Domain Name: A definition for consideration; a website utilized to market goods or services intended to be purchased by the general public, whereby a profit is made from the sale of such marketed goods or services. Transactional Domain Name: A definition for consideration; a website where payment for goods or services is processed via credit card, e-check, or any other method of payment accepted by the website. 
	
	Terri Stumme
	
	

	26. 
	Everyone should be allowed private whois.
	
	Liam
	
	

	27. 
	Yes
	
	1 additional template respondent (with no comments)
	
	

	28. 
	No
	
	3 additional template respondents (with no comments)
	
	

	29. 
	'Commercial' definition way too vague.
	
	Alissa Harris
	
	

	30. 
	Does my site constitute commercial purposes? No. You tell me! A blog that has ads, does that count? What about I sell physical goods over the phone and ship them to buyers and use a website strictly to deliver invoices and allow payment online? Does that count?
	
	Justin Steele
	
	



	3. Would it be necessary to make a distinction in the WHOIS data fields to be displayed as a result of distinguishing between domain names used for online financial transactions and domain names that are not?

	1. 
	 Yes, it would be helpful to make a distinction in WHOIS data fields to identify commercial and transactional domain names.  Entities using a domain name for commercial purpose should not be allowed to use privacy or proxy registration services. For such entities/registrants, all standard WHOIS data fields should be displayed.
	
	Global IP Center, US Chamber of Commerce
	
	

	2. 
	We believe that adding an additional field in WHOIS to differentiate between commercial and noncommercial registrants would be overly complex and may result in unnecessary burden on both registrars and registrants, creating a chilling effect on speech. 
	
	NCSG
	
	

	3. 
	We believe that adding an additional field in WHOIS to differentiate between commercial and non-commercial registrants would be overly complex and may result in unnecessary burden on both registrars and registrants.
	
	Cyberinvasion
	
	

	4. 
	For a domain identified as "commercial" per the previous criteria, the information listed as required by the European Directive on Electronic Commerce should be publicly available.
	
	John Nagle (Sitetruth)
	
	

	5. 
	It doesn't matter to the average user. I don't know anybody that will review Whois information before making a decision to buy from a specific seller. Most sensible would be to drop the requirement for some fields in the Whois entry for "non-transactional" domains/sites and make them voluntary, such as address, phone etc.
	
	Myriam
	
	

	6. 
	That's a possibility but I don't think it as a mandatory.
	
	Julien T.
	
	

	7. 
	Definitely not; useless bureaucracy, impossible to police, the definition would never cover reality. 
	
	Phil Crooker
	
	

	8. 
	No, this should be clear to third parties who visit the site, but I’m not completely against it if someone has a compelling argument why it should be on the fields.    Mandatory provisions should be included in an accredited P/P service provider’s terms of service, because the customer should be given some time to look for another P/P service provider.  I would think giving them a week after being notified by the P/P service provider is enough time to look and apply for another.  I would not think there would be any delays in getting another P/P service provider, so I would not be against going as low as a 48-hour grace period.  This would give the customer enough time to protect their information.
	
	William (“roguewolftamer”)
	
	

	9. 
	I do not believe it should be necessary to differentiate the WHOIS information of businesses versus those which are not. Who would verify this flag is correct and how would it be verified? Is that for the registrar to do? What would prevent someone from saying "I am not a business" but having an unlisted page they give out somewhere else that enables people to buy things? What about websites that are predominantly a blog or for an organization, such as a local co-op, that happens to take donations? Would they now be required to have the "commercial" flag?
	
	Arthur McBain
	
	

	10. 
	Since I'm not in favor of attempting to define and maintain a list of which sites are "transactional" for practical reasons, I am likewise not in favor of displaying this in the WHOIS database.  I do not see how this information would be useful. 
	
	Jeff Kiser
	
	

	11. 
	Yes, or just bn II (??) P/P service
	
	Gary Miller
	
	

	12. 
	Commercial/financial transactions should not force people not to use P/P... privacy is more important. I may want to use a website to advertise freelance services or a small business without wanting my private details available in whois. Potential customers/etc should do their own trust judgements on whether to risk transactions based on the identity that can be surmised from the page.
	
	Sandy Siththanandan
	
	

	13. 
	No, there will always be a grey area
	
	Shahed Ahmmed
	
	

	14. 
	Whois will be defined for the use of whom has opted to use P/P services, so no need to also identify these registrants.
	
	Vanda Scartezini
	
	

	15. 
	Inconsistent with my position [on Question 1].
	
	Michael Ho
	
	

	16. 
	No distinction.
	
	Andrew Merenbach
	
	

	17. 
	No, no distinction should be made
	
	Adrian Valeriu Ispas
	
	

	18. 
	No. This is likely to be difficult to maintain and not of much use.
	
	Mike Fewings
	
	

	19. 
	Yes, it would be helpful to make a distinction in WHOIS data fields to identify commercial and transactional domain names.
	
	Terri Stumme
	
	

	20. 
	Everyone should be allowed private whois.
	
	Liam
	
	

	21. 
	Yes
	
	2 additional template respondents (with no comments)
	
	

	22. 
	No
	
	10 additional template respondents (with no comments)
	
	



	4. General/Other Comments on This Topic

	1. 
	 The MPAA believes that the working group should not consider a requirement that creates an outright ban on the use of P/P services to registrants who intend to use their registration for the purposes of “commercial activity”. However, we would support ongoing discussions on the evolution of policy surrounding the differences between commercial, personal, political and governmental use of the Internet as long as these discussions are secondary to the core topics of relay, disclosure, compliance and accountability.
	
	MPAA
	
	

	2. 
	Any ICANN policy will necessarily only affect a fraction of privacy and proxy providers, and any sufficiently motivated registrant will still have access to unaccredited providers. This makes the open discussion regarding commercial use of privacy and proxy services in the draft report largely moot. 
	
	Google
	
	

	3. 
	Intermediaries, including privacy/proxy services, should not be required to assess the nature of content provided by third parties—including whether it is commercial or whether it may infringe another’s copyright. The obligation to deny services to “commercial” websites would impose upon intermediaries a similar duty to monitor and assess the content and conduct of others.
	
	CDT, Open Technology Initiative & Public Knowledge 
	
	

	4. 
	With regard to the ongoing discussion regarding permissible use of privacy and proxy services, the IACC encourages the group to explore under what circumstances a website would be considered ineligible to retain privacy/proxy services by defining what constitutes “commercial” and “transactional,” using appropriate consumer protection and commercial speech laws as guidelines. The IACC notes that legitimate interests in concealing the identity of commercial actors is significantly weaker than those who are engaged in free speech. Appropriate safeguards and limitations to disclosure on these grounds could be put into place to limit the impact on websites with a remaining legitimate interest in privacy and proxy protection, even when soliciting sales or donations. 
	
	Int’l Anti-Counterfeiting Coalition (IACC)
	
	

	5. 
	[Would] appreciate the discussion of the following:     
- Definition of what constitutes commercial    
- Recognition of not-for-profit websites running advertisements    
- Safeguarding vulnerable groups from exposure    
- Greater ease for legal entities to access registrant data if necessary for preventing crime    
- Stricter penalties for registrants that breach the rules.  
	
	Paul Hempshall
	
	

	6. 
	On Category C question 1:  
"However, other WG members disagreed, noting that in the “offline world” businesses often are required to register with relevant authorities as well as disclose details about their identities and locations."
Exactly, the businesses are already registered. Use that info, no need for it to be available via Whois.
	
	Phil Crooker
	
	

	7. 
	[Opposes the proposed prohibition on P/P use by registrants engaging in commercial transactions but] I do think it is entirely reasonable to ensure the registrar has valid contact and account information for EVERY domain, even if the client wishes anonymous or proxied registration... but the registrar should be required to make annual or biannual contact with the domain owners to validate still current contact information.  If the registrar can not contact or does not receive a response within 90 days of initial contact to validate, and the clients domain it paid, then the registrar should, under their own discretion be placed in an  "unverified" status and the domain name suspended when and only when contact can not be made.  
	
	Ty Carter
	
	

	8. 
	There would be two results [from prohibiting P/P use for domains used for online financial transactions]: 1) People will start using false information in their registrations; 2) Marketers and phone scam artists gain access to millions of high  quality records with a simple bot scanning Whois.  Pressure from number 2 will increase adoption of number 1.  ICANN and people who have legitimate reasons to contact web registrants will no longer have a way to contact them.  The content industry will not gain anything because the data will be wrong for them, too.  Everyone loses.
	
	Scott Stanton
	
	

	9. 
	[If ICANN adopts this] you will also need to define a clear process by which people can report sites that appear to be in violation of said rules.  I personally feel this will be an unwieldy process, and put a burden on the P/P providers.  But you need to rely on someone to enforce this rule, and I don't know who else it would be.  If you do not feel it can be properly enforced, then it should not be enacted.
	
	Mark Maszak
	
	

	10. 
	All I care about is being spammed. If our email is publicly available someone will write a bot to harvest and sell this and we will be buried in spam mails meaning any mail to this address will be treated as spam and ignore, completely defeating the whole purpose of it.
	
	Ian McNeil
	
	

	11. 
	A way of contacting the business should always be required for those sites used for financial transactions. That does not mean that personal information need be disclosed.
	
	M.B.
	
	

	12. 
	We do not need accreditation for these providers in the first place. Let the existing system continue. In this age of deteriorating privacy protections, such moves are detrimental and harmful for people's freedom and right to privacy. It's appalling that such moves are even being considered.
	
	Anand S.
	
	

	13. 
	This is terrible and bad.
	
	Kenneth Godwin
	
	

	14. 
	Whois is not necessary. Try to get a normal response from Paypal...rest my case.
	
	D. Miedema
	
	

	15. 
	No comments - I'm not really interested in the specifics. Please don't make it (ICANN) worse than it already is.
	
	Shantanu Gupta
	
	

	16. 
	Due process per the law of the domain owner's country should be required before revealing information.
	
	TS
	
	

	17. 
	It's not fair to individuals, bloggers and small businesses that have their home address listed for their domain. Large corporations and bigger companies with brick and mortar addresses have the luxury of not having their personal information listed. Security and safety: Let's say I'm a blogger and I make money from my site. I'm guessing this would mean commercial. But I happen to blog about anti muslim type stuff. If my address were revealed this would put my life, my wife and kids life and even my dogs life in harms way, not to mention my property. According to the law, I have a right to feel safe and secure in my own home without distress. I'm not a lawyer but this new proposal seems like it would put certain peoples safety in harms way. And to be clear I don't blog about anti muslim stuff, it was just an example. Plus, we pay for this service. So the executives at ICANN came up with the brilliant idea of "hey, let's cut this so our revenues decrease." Any other corporation in the world would fire the people who came up with this idea. Jus saying.
	
	Kevin Szprychel
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