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For background and the general public comments received, please see http://forum.icann.org/lists/comments-ppsai-initial-05may15/. For a summary analysis of all the template responses received, please see the WG wiki space at: https://community.icann.org/x/KIFCAw. 

I. GENERAL STATEMENTS

	#
	Recommendation / Comment
	Additional Comments/Notes
	Who / What
	Suggested WG Response
	WG Response/Action

	1. General views on the proposed Illustrative Disclosure Framework

	1. 
	Appendix E can serve as a model for other areas that may benefit from clarity around the standards and processes to identify legitimate requests from non-LEA sources. BC encourages such an approach, in particular around the identification of malicious botnets and their control centers. 
	
	BC
	
	

	2. 
	The MPAA believes the illustrative [disclosure] framework represents a balanced and predictable process for requestors while allowing a sufficient degree of flexibility and safeguards to P/P service providers and their customers, with the following caveats:
· We do not agree with Section I.B.iii (p. 84), that suggests assessing a nominal cost-recovery fee on requesters to process complaint submissions, and request that it be removed. ICANN, as the accreditor and compliance enforcer, should not be in the business of standardizing and/or approving fees.
· The MPAA would like to highlight the importance of Section III.C.D (p. 91) stating that disclosure cannot be refused solely for the lack court order, subpoena, etc. Without such a clause the whole disclosure framework would be ineffectual. 
	
	MPAA
	
	

	3. 
	As a general matter we are strongly opposed to the revelation of a registrant’s personal contact and other information hidden by their use of a P/P service to any third party other than a law enforcement agency (LEA) or other party that has obtained requisite approval from a court of competent jurisdiction, as reflected in a court order or subpoena. We believe that absent a registrant’s breach of material service terms such as Internet abuse, the only basis for a P/P service being compelled to disclose underlying Registrant data should be: a court order (in a competent jurisdiction to the Proxy provider), a subpoena (in a competent jurisdiction to the Proxy provider), a pending civil action, a URS or UDRP action. In all of these instances the registrant’s personal information held by the P/P provider should not be revealed other than under seal to either the UDRP/URS provider or the court, with the opposing attorney informed that the information is under seal and for the attorney's eyes only. This is how all other personal information that is sensitive is handled in U.S. federal court and we believe it is the proper standard to use in these cases. Therefore, we specifically oppose those provisions of Annex E that would authorize release of registrant information in instances where a domain name allegedly infringes a trademark. ICANN has provide two dispute resolution procedures for use by trademark owners in such instances.
	
	Internet Commerce Association
	
	

	4. 
	Accredited privacy and proxy services should not be required to either Publish or Disclose registrant contact information other than when required by relevant law and utilizing relevant legal procedures. Privacy and proxy providers should not be required to present, process, or honor any forms required by ICANN in place of relevant legal processes. 

Similarly, frameworks for responses to both Intellectual Property RightsHolders and Law Enforcement should be replaced with a general requirement for privacy and proxy services to operate in accordance with relevant law. There are already a number of pre-litigation options available for intellectual property rights holders, including ICANN-imposed mechanisms such as the URS and UDRP as well as legal processes such as the DMCA.

Privacy and proxy services should ensure that communication submitted to them should be properly forwarded to the registrant, but should not be responsible for adjudicating disputes over specific types of content or behavior on behalf of the registrant. Disputes around intellectual property, in particular, are highly complex and fact-driven, and neither registrars nor privacy and proxy providers are in a position to mediate claims regarding the use of intellectual property, particularly in situations involving user generated content. The proper role of these providers is to provide an alternative means of contactability, so the accreditation process should focus on their ability to effectively do so. 
	
	Google
	
	

	5. 
	An Internet intermediary should have clear definitions of what constitutes a law enforcement request. There is a clear need to differentiate between a request made by law enforcement authorities (LEA) and one made by other third parties such as intellectual property rights holders or private anti abuse organizations.
	
	I2C Coalition
	
	

	6. 
	[I]ntellectual property rights-holders and private anti abuse organizations should be treated as complainants and not indisputably wronged parties, and accordingly an independent adjudicator should determine the merits of their claim before rights that users would otherwise have are abrogated by reason of those lawyers' claims.   
	
	ISPCP Constituency
	
	

	7. 
	Mere allegation of infringement or illegality is insufficient cause for a provider to disclose a customer’s data to a third party; it is frequently trivially easy for a party abusing the system to allege frivolous or nonexistent civil claims to justify a demand for personal information. Registrants should have the ability and opportunity to respond to the allegations and to the dangers to which they, their families, and their organizations might be subjected, and to obtain counsel on these matters.

Revealing a customer’s registration data should only occur when there has been a substantial showing of likelihood of abuse and only after due process.

Customers should be entitled to a fair review process before their data is disclosed or published. Further, within a short period after adoption and implementation of the final rules, ICANN should implement a mandatory review process to survey customers to understand the impact of disclosures made pursuant to the requirements ICANN has imposed. In addition, ICANN should seek to assess on a continuing basis whether these rules create a chilling effect on online speech. 
	
	CDT, Open Technology Institute & Public Knowledge
	
	

	8. 
	The decision whether to relay, reveal, publish or disclose seems fraught with difficulty.  While producing a court order (or any other such order) will induce disclosure, is it to be suggested that a privacy and proxy provider has to act as judge and jury to decide whether or not to publish or to disclose?  [We] suggest that the same onerous burden is not put on these providers.  It must also be remembered that any complaint of abuse must be in relation to the domain name only.

[I]s it also suggested that any accredited privacy and  proxy provider would then be held liable for not publishing or disclosing the  identity of that domain name owner?  If so, this surely would then achieve the desired result of either publishing or disclosing the required identity as the privacy and proxy provider may see this as too great a risk to continue to provide the service.
	
	1&1 Internet SE
	
	

	9. 
	In order to comply with human rights standards, any rules forcing PPSPs to disclose or publish user data upon request must comport with legal due process and require a court order or a subpoena for its execution whether the requestor is a private party or a law enforcement authority. The most protective approach towards user privacy must be adopted in the case of any gaps between between domestic legislation and international human rights standards.
	
	Access Now
	
	

	10. 
	[T]he framework for processing intellectual property complaints set out in Annex E is concerning because it allows for the circumvention of existing due process. The proposed framework would essentially allow a copyright owner to bypass existing DMCA processes to obtain private registrant information. Establishing an accreditation program that allows any one party (i.e., intellectual property owners) to bypass due process opens the door for other parties to do the same (e.g., law enforcement agencies). Further, the proposed framework ignores existing jurisdictional and legal rights applicable to registrants and privacy providers around the world.
	
	Endurance Int’l Group
	
	

	11. 
	INTA generally supports the [Illustrative] Disclosure Framework. In INTA’s view, the Disclosure Framework largely achieves the three objectives that the WG identified for it. INTA especially agrees with Section III(D) of the Disclosure Framework. 
	
	Int’l Trademark Association (INTA)
	
	

	12. 
	We also support the efforts of the working group to clearly establish under what circumstances and through what process a third party could request “disclosure” of underlying registrant information (Recommendations 18 & 19, Annex E). The IACC notes that appropriate safeguards have been put into place to protect registrants in this regard [and] that privacy and proxy providers can deny requests for information with adequate, sufficient or compelling reasons to do so, which addresses many of the concerns that have been expressed in this public comment period. The IACC believes this is a well formulated disclosure template and supports it.
	
	Int’l Anti-Counterfeiting Coalition (IACC)
	
	

	13. 
	Prior to the disclosure of any personal data – prior to any Reveal not ordered by a court or judicial magistrate – we strongly support the requirement that all Proxy/Privacy Service Providers (“Providers”) offer the option to Customers of surrendering their domain names rather than having their underlying Customer data revealed to a third party by their Providers.

NCSG strongly supports the proposed rule of the PPSAI that the Provider must reach out to the Customer to seek input on whether to “reveal” the Customer data and what dangers or risks that disclosure might impose. 

NCSG further support allowing Providers to deny requests when they have determined that the Customer may be placed in an at-risk situation by disclosure of their information to a third party or the request simply does not rise to the level required for disclosure.

Under no circumstances should Intellectual Property Interests, Law Enforcement or any other Requestors have unlimited appeals to third party dispute resolution providers. It will be far more than an implementation detail to define this appellate procedure – but a whole new arbitration forum of its own will need to be created and a UDRP process undiscussed and unplanned by this Working Group. All deliberation about appeal mechanisms should be set aside at this time. Any Intellectual Property owner or group that feels a Provider is routinely denying appropriate requests will have full access to the growing and increasingly responsive ICANN Compliance Team – which will be accessible to Complainers through the accreditation process now being created.

We recommend that providers be allowed to follow the laws of their jurisdictions of incorporation with regards to notification.

The PPSAI WG final recommendations must ensure that extraterritorial requests are not facilitated absent clear proof that the allegation of illegality is a) illegal in the country in which the domain name is registered and b) supported by existing evidence.
	
	NCSG
	
	

	14. 
	[T]here are a few situations where disclosure is legitimately warranted.  Those situations largely involve litigation or law enforcement action.  In those cases, to balance against the harm of inappropriate disclosure society has already established a system of warrants, court orders, and subpoenas that is used to justify and validate obtaining those types of records.  In most jurisdictions, the bar set by these processes is not particularly high.  Yet the working group proposes to expressly prohibit adherence to existing, time-tested due process, a position which is very difficult to defend.  If there is some action occurring related to a domain, and timely intervention is needed to investigate or stop that action, there is nothing a domain privacy provider can do.  They cannot suspend the domain.  They cannot initiate, block, or reverse a transfer.  They cannot change the name servers associated with a domain.  They cannot affect any web site associated with that domain or its content. 

[W]hile a few situations do exist where disclosure is warranted, a  vanishingly small number if any at all exist where urgent action must be taken  with respect to a domain and that action requires the identity of the  registrant.  Despite this, the working group proposes a process similar to the DMCA.   However, there are three key factors that have been overlooked:  1) DMCA actions are reversible.  Privacy disclosure is not.  Once a person's information is disclosed, that can never be undone.  2) Abuse of the DMCA is rampant because there is effectively no punishment for it.  Cases where someone has been punished for filing a false takedown notice are spectacularly rare.  Similar abuse of similar processes for private information disclosure can also be expected.  3) Taking down all or part of someone's web site does not place that individual in personal danger.  Disclosing their private contact information very well might.

[The WG seems to treat registrars and p/p providers interchangeably and] any plan that proposes to place requirements on privacy providers that can only be met by registrars is fundamentally unworkable. 
	
	Jeff Wheelhouse
	
	

	15. 
	In general, privacy of sensitive personal data is desirable for domain owners (or “registrants”). Therefore, the PPSAI-WG must adopt the overarching principle that privacy is desirable for domain registrants, and that mandatory disclosure of a registrant’s personal information must always be a narrowly-circumscribed exception to the general rule in favour of privacy. 

Where a draft Disclosure Framework is contemplated, it is crucial to strictly limit the potential sources of demands for disclosure, in order to safeguard the general principle in favour of domain privacy through P/P  services. A hierarchy of priority between different sources of demands for disclosure may also be established. For example, disclosure demands from law enforcement agencies (LEAs) investigating criminal activities such as terrorism or threats to cybersecurity should be permitted, subject to the establishment of due procedures and adequate safeguards for registrants. Then, disclosure demands from IP owners may also be permitted, subject to stricter procedures and safeguards. Finally, disclosure demands from other third parties may be permitted (if at all) only in strictly limited circumstances, and subject to the strictest set of procedures and safeguards.   

Disclosure demands for a registrant’s data must be dealt with in compliance with the local privacy law in the applicable registry’s home jurisdiction. A “one size fits all” approach should be avoided.   
	
	Shardul Amarchand Mangaldas (Advocates & Solicitors, India)
	
	

	16. 
	Like the DMCA is already heavily abused, a proposal to 'unmask' WHOIS data upon a copyright complaint is effectively a backdoor.  Repercussions for false copyright claims are effectively non-existent, and this is unlikely to ever change, because of the inherent financial imbalance in the legal system between individuals and corporate organizations.
	
	Sven Slootweg
	
	

	17. 
	It has been estimated that 15 - 25% of domains use privacy (see http://www.inta.org/Advocacy/Documents/November202009Whois.pdf), and this strikes me as a very large potential impact. Has any study been made as to what percentage of these domains may be hosting illegal data? Has any study been made into what percentage of domains which are *not* using privacy are hosting illegal data? Are there any numbers or statistics which might suggest this proposal will actually have a positive impact on piracy, or is this simply an attempt to appease a special interest?
	
	Brendan Conniff
	
	

	18. 
	Disclosure or publication should never be the automatic result of a process, but rather remain an option of the provider. Requests for disclosure by third parties should remain refusable by the provider unless the request is issued by a public law enforcement body of proper authority acting within its own jurisdiction. Private organizations designated by a public body for certain types of abuse should not qualify as such public law enforcement bodies. 

We do not support the proposed Disclosure Framework as it assumes disclosure if certain process steps are followed regardless of the merits of the complaint.
	
	Key Systems
	
	

	19. 
	[B]ad actors are likely to ignore whatever initial communication a P/P Provider relays. In such cases trademark and copyright owners must have a reliable and predictable method by which to request disclosure … "Annex E — Illustrative Draft Disclosure Framework for Intellectual Property Rights-holders" (the "Disclosure Framework") largely does that! Turner recognizes that the Disclosure Framework represents a carefully considered and heavily negotiated "equipoise" that attempts to balance the interests of intellectual property owners, P/P Providers, and P/P Customers alike.5 It largely does so, and goes far toward providing intellectual property owners with the high degree of certainty and predictability that they need as to if, when, and how they can obtain disclosure.
	
	Turner Broadcasting System
	
	

	20. 
	[O]nce we did change directions and offer Whois Privacy, we found that doing so had absolutely no material effect on occurrences of net abuse, known cases of cybercrime or any other form of civil misdeed such as copyright violations or intellectual property infringement. As a result of these experiences, we believe that absent a breach of service terms such as net abuse, the only basis for disclosing underlying Registrant data, especially to copyright and trademark complainants should be subject to a court order (in a competent jurisdiction to the Proxy provider), a subpoena (in a competent jurisdiction to the Proxy provider), a pending civil action [or] a URS or UDRP action.  In other words, we feel that Section D of Annex E of the Initial Report should have precisely the opposite requirement that it now proposes.

Understanding that a consequence of simply registering a domain name results in one's personal contact details being published in a world viewable, digital database is actually quite limited. This reason in itself is enough motivation for Registrars to create privacy mechanisms to safeguard Registrants against … unwanted intrusions. We have ample first-hand experience with complainants abusing allegations of trademark or copyright infringement in an attempt to do one or more of the following: cause a website / domain takedown without due process; force a disclosure of Registrant data with no legal basis; suppress websites or specific pages from search engine results.  If Section D of Annex E is adopted as proposed we foresee this as an ideal attack vector to compel Registrant data disclosure without being tested by due process.  
	
	Mark Jeftovic (EasyDNS)
	
	

	21. 
	[S]trongly support requiring Providers to offer the option to surrender the domain in the case of a request for reveal of information. We believe that maintain the anonymity of the registrant should be the default in all processes defined by the policy. 

[S]upport allowing the Provider to deny requests when they have determined that the registrant may be placed in an at-risk situation by disclosure of their information to a third party. In the situation where the provider has exhausted all means of contact without a response from the registrant we support termination/surrender of the domain to be the default action rather that proceeding with the reveal of information.
	
	Cyberinvasion (on behalf of 43 individuals, 6 charities and 2 unincorporated associations)
	
	

	22. 
	The proposals do not adequately protect users of proxy services from intellectual property trolling. Any disclosure of personal information from proxy providers to third parties should be subject to oversight. Legal systems around the world already provide a process by which personal information can be obtained, and disclosure of personal information is regularly ordered by courts, but subject to judicial oversight. These established systems and oversight mechanisms should not be usurped by ICANN policy.
	
	Greg McMullen (ascribe GmbH)
	
	

	23. 
	It should not be the burden or the domain owner to show requests are automated, high volume, etc. The provider or ICANN itself, on request by the domain owner, needs to determine the validity of each claim (need a way to group related claims where voluminous claims are warranted), and the investigation should provide the targeted domain owners a right for rebuttal prior to execution of the request.

There should be an appeal mechanism to ICANN for the domain holder should they disagree with the provider, the same as between the provider and the requestor, prior to the Publication. 
	
	Phil Crooker
	
	

	24. 
	Private information should not be revealed without either the consent of the party concerned, or a warrant issued by an independent court[footnoteRef:1].  I would urge you to consider the potential for abuse in a system which would allow such warrantless disclosure of personal information.  ICANN should also consider whether this is compatible with data protection law.   [1:  This was a point also made by many other commenters.] 

	
	Evelyn Aya Snow
	
	

	25. 
	[I]nstead of taking away a general right of everyone, you should instead modify the idea to only make sharing of details with 2 watch dog organizations mandatory when someone chooses to use private registration, and charge those organizations to only disclose details if they can be directed to an infringing link, ad, or illegal activity. This would satisfy corporate interests, and still protect the bulk of legal private domain registrations.
	
	Aaron Myers
	
	

	26. 
	[Disagree with proposal that] Providers can be forced to give your private contact details to anyone complaining that your site violates their copyright or trademark.   
	
	Ralf Haring
	
	

	27. 
	During the case proceeding, the privacy and proxy service make it difficult to confirm who is the respondent.  So as provider of domain name dispute resolution service, we hope the registrar could provide us the detailed information of the real holder of the disputed domain name while a complaint has been filed.
	
	Cui (ADNDRC)
	
	

	28. 
	Disagree with any disclosure to copyright holders
	
	Liam
	
	

	29. 
	It is never acceptable to disclose a person’s information absent a court order specifically requiring that action. To do anything else erodes the fabric of the internet.
	
	Dr M Klinefelter
	
	

	30. 
	
	No opinion, you didn't provide the text to be reviewed.
	Marc Schauber
	
	

	31. 
	I think that this is a very tricky area to navigate. The safeguards that have been put in are reasonable. Copyright can be very difficult to ascertain legally from the copyright owner perspective but making it onerous for the copyright owner is justified in avoiding abuse of this system.
	
	Mike Fewings
	
	

	32. 
	No disclosure or publication.
	
	Sam
	
	

	33. 
	Anything that compromises privacy should be avoided.  There should be no instances except under a sanctioned court order that anyone's private information is made public to any form. It violates due process, is blatant privacy infringement, and endangers millions of domain registrars and domain owners by enabling personal information to be available not only unnecessarily but also irrelevantly pertaining to their website or business. It is both directly and indirectly harmful and dangerous.
	
	Dan M
	
	

	34. 
	IP rights-holders should have no interaction with the domain system, including P/P. The only way that this interaction must happen is through the justice system, not directly.
	
	Adrian Valeriu Ispas
	
	

	35. 
	A steaming pile of cow excrement.
	
	Aaron Mason
	
	

	36. 
	Not sure
	
	Kevin Szprychel
	
	

	37. 
	As long as it costs some money to the one who wants to know the details.
	
	Name withheld
	
	

	38. 
	Cannot agree if the terms have yet to be defined.
	
	Christopher
	
	

	39. 
	Disagree
	
	James Ford
	
	

	40. 
	I don't believe that there should be a means of forcing the disclosure of personal identity without a court process.

It's impossible for a domain name itself to infringe IP rights since even copyrighted or trademarked words and phrases may legitimately be used for criticism, complaint, parody, and other legitimate purposes. If someone hates Ford cars, they should be able to use fordcarsblow.com. If someone things Star Wars is dumb, they should be able to use theforceisafarce.com. If someone hates GW Bush, they should be able to use gwbush.com if it was unregistered when they registered it. Therefore there should not be any process to disclose registrants or suspend domains at the behest of IP rights holders - any IP issue would be an issue of CONTENT, not the domain name itself, and should be taken up with site's host or owner, not with ICANN or the person or entity who registered the domain name. ICANN should not be concerned with content and not participate in issues having to do with content rather than domain names themselves.
	
	Not your business
	
	

	41. 
	A privacy provider should be allowed to refuse disclosure except when required by compulsory legal process (warrant, subpoena, court order, or other binding legal process it is required to comply with by the jurisdiction in which it operates.)

"Rights holders" should be required to use legal processes (i.e. file a lawsuit, seek a court order) if they believe their rights are being violated. There should not be any additional rules beyond what the law already provides.
	
	Simon Kissane
	
	

	42. 
	Due process per the law of the domain owner's country should be required before revealing information. 
	
	TS
	
	

	43. 
	Bullshit
	
	Shantanu Gupta
	
	

	44. 
	They are too invasive and make you look like you are beholden to the police state.
	
	Christopher Smith
	
	

	45. 
	The recommendation imposes too much burden on the service provider to determine if the request is with or without merits. Such determination should not be the role of the service provider, and should be left to the judicial process.
	
	Cort Wee
	
	

	46. 
	A valid court order should be required for disclosure.
	
	Alex Xu
	
	

	47. 
	I think all of the ideas are terrible given access via court order is already in existence and there is no need to make it easier.
	
	Kenneth Godwin
	
	

	48. 
	This attempts to set up large companies as the owners of the internet with a kangaroo court for destroying any internet services and individuals they do not care for.
	
	Private
	
	

	49. 
	'cost recovery' from complainants? really??? Another way [for] a bad P/P to delay, deny, and profit.
	
	Gary Miller
	
	

	50. 
	Any are fine.
	
	Robert Lukitsh
	
	

	51. 
	Disclosure to be made only upon a court order.
	
	Shahed Ahmmed
	
	

	52. 
	Unacceptable in any form. IP rights are no justification for any changes to the whois system and rules that would affect privacy and freedom of domain holders.
	
	Adam Miller
	
	

	53. 
	The report did not make a compelling case that IP holders should have their claims handled in higher-priority manner than other claimants (libel litigants, journalists, etc.). IP holders should use the same, standard mechanism for private domain registrant contacts.
	
	Byunghoon Choi
	
	

	54. 
	I agree
	
	Charles
	
	

	55. 
	IP rights-holders are not LEA, and therefore should not be able to request publication or disclosure. Intellectual property is very complex and it is not the provider's role to judge such cases.
	
	Sebastian Broussier
	
	

	56. 
	I do not believe that any disclosure conditions, beyond those involving traditional venues (courts of law, courts of tort) should be included for intellectual property concerns.
	
	Andrew Merenbach
	
	

	57. 
	ARGH! It is NOT your job to chase down supposed IP infringement! So frustrating! ICANN is not a law-enforcing body, and the recommendations you're making do NOTHING for individuals like myself.
	
	Aaron Dalton
	
	

	58. 
	Honestly, you need to drop this completely.
	
	Stephen Black Wolf
	
	

	59. 
	All I care about is being spammed. If our email is publicly available someone will write a bot to harvest and sell this and we will be buried in spam mails meaning any mail to this address will be treated as spam and ignore, completely defeating the whole purpose of it.
	
	Ian McNeil
	
	

	60. 
	If the Registrar's criteria has been met, the Disclosure and/or Publication of the WHOIS data to a non-law enforcement third-party should be limited to the equivalent of a Public Records search. For example, in the United States you can search the public business records of the California Secretary of State. A search for Google Inc. discloses the entity name and mailing address. But it does not expose the private email address or phone numbers of the business owner or it's employees. In addition to the basic contact information the public business records search includes the "Agent for Service of Process" which is the legal representative of the entity. I assert the ICANN P/P Service Regulations should adopt a similar policy directing Registrar's to only disclose basic contact information and "Agent for Service of Process" contact information to non-law enforcement third-party.
	
	Reid Baker
	
	

	61. 
	I think the language is too loose, and opens individuals up to frivolous litigation from IP rights owners and third-party agencies whose contracted relationship is to expand IP brand presence.

I am concerned about frivolous litigious attacks from disconnected legal entities representing IP owners, and individuals needing to cancel their domain registration prior to and in lieu of Publication or Disclosure, because they are fearful of or cannot afford litigious engagement. I see this process being abused by IP rights holders looking to inappropriately expand their brand presence via domain registration.
	
	Adam Creighton
	
	

	62. 
	This disclosure framework destroys any privacy the person using the service may have had. When refusing the request to disclose. This is ludicrous.
	
	Arthur Zonnenberg
	
	

	63. 
	In this age of deteriorating privacy protections, such moves are detrimental and harmful for people's freedom and right to privacy. It's appalling that such moves are even being considered.
	
	Anand S.
	
	

	64. 
	It allows too much leeway for rights-holders, who already have a lot of opportunities for misusing the rights they are already granted. In particular, laying the burden of proof on the accused is not acceptable, and will likely be abused as the DMCA is.
	
	Lucas Stadler
	
	

	65. 
	These types of communication should not have any special treatment over other types. Existing legal procedures do not require assistance from what should be a neutral service provider.
	
	Finn Ellis
	
	

	66. 
	Existing legal systems handle these issues just fine.
	
	Aaron Holmes
	
	

	67. 
	It provides no way of "blacklisting" IP holders that use the process abusively. (For example, AF HOLDINGS, LLC, v. DOES 1 – 1058) There should be a global blacklist of "vexatious litigants" maintained by ICANN, and a P/P provider responding to a request from one of these organizations would not be required to disclose any information about their customers.
	
	Nick O’Dell
	
	

	68. 
	F---- off
	
	Alan
	
	

	69. 
	There should be no back door requirements to disclose information to any outside party. It should be wholly up to the provider of the service to follow the law as written when disclosing a users information. It should not be based on accreditation standards.
	
	Jason Weinberg
	
	

	70. 
	This will be abused, the only people who should be able to request disclosure should be: FTC Spamhaus Spamcop Court Order.
	
	J Wilson
	
	

	71. 
	Private should mean PRIVATE - not "Private until further notice".
	
	Dylan Henderson
	
	

	72. 
	If the request for disclosure of any personal data, identity or contact details does not come with a valid and legal court order, any such request must be forwarded to the registrant to enable them to object. Since a court order cannot be sent through any online request form, no such request must be complied with without first notifying the registrant and allowing them to object. And no such request must be granted without following some very strict and clear rules which the registrant must have agreed with at some point (usually during the registration of the domain).
	
	Stefan Grunder
	
	

	73. 
	I also think that disclosure should only be made to valid requestors and law enforcement agencies or consumer protection groups via some form of secured email communication system and not in the whois database itself.
	
	Reagan Lynch
	
	

	74. 
	They should not be giving out my information in any case unless I have authorized it or they have a legitimate subpoena from law enforcement.
	
	M.B.
	
	

	75. 
	If the Registrar's criteria has been met, the Disclosure and/or Publication of the WHOIS data to a non-law enforcement third-party should be limited to the equivalent of a Public Records search. For example, in the United States you can search the public business records of the California Secretary of State. A search for Google Inc. discloses the entity name and mailing address. But it does not expose the private email address or phone numbers of the business owner or it's employees. In addition to the basic contact information the public business records search includes the "Agent for Service of Process" which is the legal representative of the entity. I assert the ICANN P/P Service Regulations should adopt a similar policy directing Registrar's to only disclose basic contact information and "Agent for Service of Process" contact information to a non-law enforcement third-party.
	
	Reid Baker
	
	

	76. 
	No one’s personal information should be revealed without a court order, regardless of whether the request comes from a private individual or law enforcement agency.
	From the template-based email sent by respondents from/through the Respect Our Privacy website
	Over 10,000[footnoteRef:2] submissions were made containing this sentence [2:  Additional emails sent through this website were received after the Public Comment Forum closed; as of 4 August, these numbered over 120. Several hundred emails of the same type were also sent directly to the Policy Staff email address – these were not published as public comments since this requires that a sender affirmatively confirm his/her intention to publish his/her email in the Forum. Many direct email senders did, however, proceed to send their emails to the Forum and confirmed their intention to publish – these have been included in the count of over 10,000 received. ] 

	
	

	77. 
	[P]rivacy providers should not be forced to reveal my private information without verifiable evidence of wrongdoing.

	From the petition circulated by Save Domain Privacy
	10,042 signed the petition containing this sentence
	
	




II. ON ALTERNATIVE FORMULATIONS / LANGUAGE FOR THE ILLUSTRATIVE DISCLOSURE FRAMEWORK

	2. Comments on specific language / provisions in the Illustrative Disclosure Framework

	1. 
	[T]he standard proposed for revelation in Annex E for such cases – a
“good faith statement” - is significantly inferior to the “bad faith registration and use” standard for prevailing in a UDRP or URS. In addition, such requests could be filed by “authorized representative of the trademark holder” who are not attorneys and therefore not experts in trademark law, and not held to legal practice ethical requirements and potential sanctions.

In regard to situation where a domain name resolves to website where trademark is allegedly infringed, we also oppose the proposed provisions of Annex E.

Likewise, the proviso that the P/P provider can refuse disclosure of registrant data where “the Customer has objected to the disclosure and has provided [[adequate] [sufficient][compelling] reasons against disclosure, including without limitation a reasonable defense for its use of the trademark or copyrighted content in question] [a reasonable basis for believing (i) that it is not infringing the Requester’s claimed intellectual property rights, and/or (ii) that its use of the claimed intellectual property is defensible]” would again place the registrar P/P provider in the untenable and unsuitable position of acting as a court or expert arbitrator in regard to legal matters in which it has no competence or authority

As regards subsection D of Section III of Annex E, it proposes a policy that is exactly backwards. Most of Annex E should be scrapped and replaced by the simple principle that “Disclosure cannot be refused where the requester is acting pursuant to”, with that introductory statement followed by the four instances cited above -- and with the further proviso that such disclosure shall be made under seal and provided solely to attorneys. 

Finally, in regard to the proposal that, “In the event that a Provider is alleged to have made a wrongful disclosure based on a Requester having provided false information, the Provider and Requester shall participate in an ICANN approved dispute resolution process”, the proposed arbitration procedure response is shockingly inadequate and far too limited to provide any appropriate redress for the disclosure of registrant personal data in response to requests knowingly made on the basis of falsified information. Only courts of competent jurisdiction can provide the necessary safeguards against such deliberate abuse and the stringent remedies to punish them.
	
	Internet Commerce Association
	
	

	2. 
	While the Initial Report’s Annex E largely [is a predictable and reliable mechanism] (in particular, Section III.(D)) Time Warner takes the view that certain improvements are necessary:
· The “cost recovery fee” for processing disclosure requests that is referenced in Section I(B)(iii)2 should be dropped. 
· Sections II(A)(5) and II(C)(5)3 must be amended to clarify that owners of common-law trademarks will not be excluded from the process outlined in the Disclosure Framework. 
· The timeframes referenced in Sections III(A) and (B)4 should be kept short (no more than 14 calendar days total should suffice), to ensure that harms such as protecting children from inappropriate content, or customers from malware can be addressed efficiently.
· Section III(F) – which outlines the appeal process in which P/P Services must participate if they decide to refuse a disclosure request5 – should not be extended to decisions to grant disclosure requests. The Disclosure Framework is ambiguous on this point. By its terms, Section III(F) only applies “[i]n the event of a final refusal to disclose by the Service.” But Section III(F) then concludes with a clause that the appeal process “should be similarly accessible to the Customer for purposes of an appeal.” Why a P/P Customer would want to appeal a P/P Service’s decision to refuse to disclose is not clear (isn’t that what the P/P Customer would want?). This can be resolved by simply deleting that final clause.
· The WG should amend Sections III(C)(ii) and (iii) to clarify that P/P Services can refuse to disclose when the P/P Customer has provided – or the P/P Service has independently found – a reasonable basis for believing that the P/P Customer is not infringing the intellectual property in question (or that its use of the intellectual property is defensible) – not simply for any reason that the P/P Service finds adequate, sufficient, or compelling.
	
	Time Warner
	
	

	3. 
	Section II. B of Annex E to the Initial Report: 
· The exact URL where the allegedly infringing content is located;” This requirement should be removed or revised. Alternatively, this requirement should allow some flexibility, such as by stating “The exact URL where the allegedly infringing work or infringing activity is located, or a representative sample of where such work or activity is located.” 

· Evidence of previous use of a relay function (compliant with the relevant section of accreditation standards regarding Relay) to attempt to contact the Customer with regard to the subject matter of the request, and of any responses thereto…” This point should be amended to clarify that there is no requirement for a Requester to use the relay function. We propose amending point 2 to include the following words after the existing text: “For the avoidance of doubt, a Requester is not required to use the relay function before making a Disclosure request.”

· The exact URL where the original content is located (if online content) or where the claim can be verified.” This requirement should be removed.

Section III. D of Annex E to the Initial Report: 
We wish to express our support for Section III. D of the Initial Report. This is crucial for rightholders.
	
	RIAA & IFPI
	
	

	4. 
	[T]he framework set out in Annex E of the Initial Report goes far toward achieving its stated policy purposes. However, on several specific points, IPC has concerns:
· IPC does not agree that P/P Providers should be authorized to charge a fee for processing requests for disclosure;
· While allowing P/P customers 15 calendar days to respond after being notified of a disclosure request seems extremely generous, the problem should not be compounded by building in further delay. IPC suggests that the “x” in section III.B. be replaced with “3 calendar days after receiving the Customer’s response, or 1 calendar day after the time for Customer’s response has passed”;
· IPC recommends that the general standard [for refusal of disclosure requests] be drawn from section III.C.ii and iii: i.e., whether the P/P customer has put forward a reasonable basis for believing that its use is either non-infringing or defensible, and/or that the P/P Provider has found such a reasonable basis for so believing. This is in addition to the non-disclosure reason stated in section III.C.v;
· The WG may also wish to reorganize section III.C in the final report, so that the grounds for refusal of disclosure that relate to the response of the P/P customer (subparagraphs ii and v) are grouped together for clarity;
· WG [can] consider whether the most efficient way to address this complex issue [of appeal] is to eliminate the concept of an appeal, relying instead on a reconsideration process (based on current section III.E) in which both customer and requester would be enabled to submit additional information to a provider that has initially rejected the request for one of the reasons set forth in current section III.C.ii, iii or v;
[A]rbitration (in addition, of course, to any other available legal remedies) is the appropriate mechanism for dealing with claims that contact information was either wrongfully disclosed due to knowing false representations, or was knowingly misused. Option #1 appropriately states the applicable standards.
	
	IPC
	
	

	5. 
	[P]aragraph III(F) of Annex E discusses an ICANN-approved review process in the event a Requester disputes a Provider’s refusal to disclose private registrant information. This generic reference to a to-be-developed review process is concerning because it fails to define “exceptional cases” and seems to provide intellectual property holders an additional method of circumventing existing due process to obtain private registrant information. If the working group intends to include this provision in the accreditation program, it seems prudent for the working group to define what it believes to be “exceptional cases” in order to provide appropriate guidance.
	
	Endurance Int’l Group
	
	

	6. 
	While INTA thus largely supports the Disclosure Framework, there are still portions of it with which INTA disagrees. Some of INTA’s objections are narrow:
- INTA objects to P/P Providers assessing “a standardized nominal cost-recovery fee” for processing disclosure complaints, as contemplated by Section I(B)(iii);
- the timeframes included in Sections III(A) and (B) – currently “15 calendar days” and “x calendar days” respectively23 – should be “10 calendar days” each;
- INTA notes that both Sections II(A)(5) and II(C)(5) require trademark owners to provide a trademark registration number and links to the national trademark register as part of any request for disclosure. Such a requirement could be read to suggest that the Disclosure Framework does not apply to complaints based on common-law trademarks. INTA assumes that the WG did not intend to exclude such trademarks from the process outlined and thus would recommend adding the phrase “and, if applicable” between “the trademark” and “the trademark registration number” in SectionsII(A)(5) and II(C)(5) to clarify this potential ambiguity.

On a broader note: INTA also objects to the inclusion of the language “and which should be similarly accessible to the Customer for purposes of an appeal” in Section III(F), which outlines the process by which P/P Providers must participate in an ICANN-approved review/appeal process in the event that they refuse a disclosure request. Applying Section III(F) to P/P Customers seems odd on its face: Section III(F) only applies “[i]n the event of a final refusal to disclose” by the P/P Provider. So why would a P/P Customer ever need to appeal a final refusal to disclose? 

One problem is that the Disclosure Framework does not provide any kind of explanation or guidance as to the procedure to be used for a P/P Customer’s appeal of a P/P Provider’s decision to disclose. If the P/P Customer is supposed to be able to appeal that decision to disclose: when would that appeal take place? How would the P/P Customer know the P/P Provider’s decision? Would the P/P Provider be required to communicate its decision to disclose to the P/P Customer before actually disclosing? If so, how long before? Must it provide the P/P Customer with its reasons?

Moreover, allowing P/P Customers to appeal a P/P Provider’s decision to disclose is internally inconsistent with other portions of the Disclosure Framework. Specifically, in Section
I(D). 

Finally, allowing P/P Customers to appeal a P/P Provider’s decision to disclose ignores the basic contractual imbalance between trademark owners, P/P Providers, and P/P Customers. Two of those groups – the P/P Providers and the P/P Customers – have a contractual relationship with each other.

[T] most significant open question is what standard to use to justify a P/P Provider’s refusal to disclose based on either: 1) the P/P Customer’s objection (as outlined in Section III(C)(ii)); or 2) the P/P Provider’s own determination (as outlined in Section III(C)(iii)). The Disclosure Framework offers two possible options for this standard. Of these two standards, INTA only supports the second. 
	
	INTA
	
	

	7. 
	Turner especially supports Section HI(D) of the Disclosure Framework, which provides that P/P Providers cannot refuse disclosure solely for lack of a court order, subpoena, pending civil action, or UDRP/URS proceeding, or because a request for disclosure is founded on intellectual property infringement taking place on a website associated with a domain name, rather than in the domain name itself. In fact, it is not an exaggeration to say that Section HI(D) is a deal-breaker: without it Turner could not support the remainder of the Disclosure Framework (or, for that matter, the Initial Report). The whole purpose of the Disclosure Framework is to answer these questions: when and how can trademark and copyright owners obtain disclosure?  If the WG's answers to those questions were: only after a civil action or UDRP/URS, and only with a court order or subpoena, then what was the point of the rest of the Disclosure Framework, or of the extensive negotiations that went into creating it? And could such a rule even be considered an "accreditation" recommendation at all?  Arguing that the only times that P/P Providers must disclose is when they are ordered to do so by a court or other tribunal is nothing more than arguing that P/P Providers must follow the law.  

Turner also agrees with Section III(D)'s treatment of content, and specifically with its clear rule that disclosure may not be denied because a request is founded on intellectual property infringement taking place on a website associated with a domain name, rather than in the domain name itself.  All of the examples that Turner outlined above illustrate why this part of III(D) is critical.

The Disclosure Framework also needs improvements in multiple places. Some are narrow. 
For example, the timeframes referenced in Sections III(A) and (B)8 should be kept short (no more than 14 calendar days total should suffice) to ensure that trademark and copyright owners like TCN, for example, can obtain the contact information for the proprietor of a pornographic website quickly enough to limit the number of children exposed to any inappropriate content. 

Similarly, the "cost recovery fee" for processing disclosure requests that is referenced in Section I(B)(iii)9 should be dropped … 

Sections II(A)(5) and II(C)(5)113 must be amended to clarify that owners of common-law trademarks will not be excluded from the process outlined in the Disclosure Framework.  

Other necessary improvements are broader. 
One is that Section III(F) — which outlines the appeal process in which P/P Providers must participate if they decide to refuse a disclosure request" — should not be extended to decisions to grant disclosure requests.  The Disclosure Framework is ambiguous on this point. By its terms, Section III(F) only applies "in the event of a final refusal to disclose by the Provider." But Section III(F) then concludes with a clause that the appeal process "should be similarly accessible to the Customer for purposes of an appeal." Why a P/P Customer would want to appeal a P/P Provider's decision to refuse to disclose is not clear (isn't that what the P/P Customer would want?).  And of course this ambiguity can be resolved by simply deleting that final clause.

But assuming that the final clause was included to give P/P Customers the ability to appeal P/P Provider decisions to grant disclosure requests, then there are at least three problems with it. First, such an appeal (the logistics of which are left undefined) would necessarily add confusion and delay to the carefully negotiated process that is outlined in the Disclosure Framework. .. Second, such an appeal ignores the fact that other portions of the Initial Report acknowledge that P/P Providers retain the ability to immediately terminate a P/P Service (and hence publish the P/P Customer's contact information to the work — not just disclose it to one complainant) for any grounds outlined in their Terms of Service.' Why should a P/P Provider be able to immediately terminate a PIP Service simply because a P/P Customer fails to pay up (which harms nobody other than the P/P Provider), but then be required to satisfy some undefined appeal process simply to disclose (not publish to the world) in a case of trademark infringement (which harms both the trademark owner and the consuming public)?  Third, such an appeal ignores the contractual relationship between P/P Providers and P/P Customers …Trademark and copyright owners [are] not parties to the contract between the PIP Provider and the P/P Customer.

[T]he WG should amend Sections III(C)(ii) and (iii) to clarify that P/P Providers can refuse to disclose when the PIP Customer has provided — or the P/P Provider has independently found — a reasonable basis for believing that the P/P Customer is not infringing the trademark or copyright in question (or that its use is defensible) — not simply for any reason that the PIP Provider finds adequate, sufficient, or compelling." The problem with allowing P/P Providers to refuse to disclose for any reason that they find adequate, sufficient, or compelling is not merely that those words are ambiguous, which only invites further legal wrangling in the future (though that is certainly true).  It is that the Disclosure Framework — as a function of its exhaustiveness, which is commendable — has already addressed every potential reason a P/P Provider might have for refusing to disclose …

The only reason left that is not covered elsewhere is the most obvious one — that the intellectual property owner has not made its case.  Amending Sections III(C)(ii) and (iii) to clarify that P/P Providers can refuse to disclose when the P/P Customer has provided — or the P/P Provider has independently found — a reasonable basis for believing that the P/P Customer is not infringing the trademark or copyright in question (or that its use is defensible) plugs that one last remaining hole.

[This]also has the added benefit of keeping Sections III(C)(ii) and (iii) consistent with Sections II(A)(6)(a), II(C)(6)(a), and III(F). Drafting Sections III(C)(ii) and (iii) to instead allow P/P Providers to refuse to disclose for any reason that they find adequate, sufficient, or compelling not only leaves that gap unfilled, it also adds uncertainty and ambiguity to a process that is otherwise straightforward.  Why the WG would choose to do so in Sections III(C)(ii) and (iii) — when the rest of the Disclosure Framework is precise and comprehensive — is not clear.
	
	Turner Broadcasting System
	
	

	8. 
	I strongly agree with the requirement that the sworn statement provide a basis for believing that the alleged infringement is indefensible, rather than simply alleging infringement. Section (III) clause D should be struck. A P/P provider should be free to only disclose customer details when served with valid legal process from a court with jurisdiction.
	
	Michael Ekstrand
	
	

	9. 
	I.B.iv. The WG should clarify what a "streamlined process" would be. 

III.A. Customers should have at least 60 calendar days to respond. 

III.D. Privacy/proxy services should be able to refuse disclosure solely for lack of (i) a court order; (ii) a subpoena; (iii) a pending civil action; or (iv) a UDRP or URS proceeding; P/P service providers should be able to refuse to disclose solely based on the fact that the request is founded on alleged intellectual property infringement in content on a website associated with the domain name.
	
	Homer
	
	

	10. 
	Preference for the wording: [a reasonable basis for believing (i) that it is not infringing the Requester’s claimed intellectual property rights, and/or (ii) that its use of the claimed intellectual property is defensible], as long as appropriate follow-up guidelines are established for preventing abuse by customers "playing dumb".
	
	Thomas Smoonlock
	
	

	11. 
	This recommendation is very troubling (particularly, D. Disclosure cannot be refused solely for lack of any of the following: (i) a court order; (ii) a subpoena; (iii) a pending civil action; or (iv) a UDRP or URS proceeding; nor can refusal to disclose be solely based on the fact that the request is founded on alleged intellectual property infringement in content on a website associated with the domain name). As has been the case in prior attempts, this is an attempt by rights holders to compel providers to either hand over client information without due process and/or to adjudicate their clients' usage of potentially trademarked or copyrighted terms. We disagree with such efforts and again state that due process is central to any effort to compel registrant or provider behavior.
	
	Donuts
	
	

	12. 
	[I]tem b- I am in favor of the word: "encouraged but not required to" item c : "sufficient" is a better word than the 2 other alternatives
	
	Vanda Scartezini
	
	

	13. 
	Would recommend inclusion of temporal data (e.g., when domain was acquired, when trademark was granted). Have seen at least one attempt to seize a long-standing domain via use of a recently appointed trademark.
	
	Tim Kramer
	
	

	14. 
	In Annex E, Sections A and B seem defensible. I am completely opposed to section C, allegation of trademark violation on web site; a statement such as "Mickey Mouse is a filthy rat" would qualify under this section. In the circumstance of section C, personal information should be disclosed only under court order or as part of a legal proceeding.
	
	Michael Ho
	
	

	15. 
	I would much rather that providers notify customers/registrants of *ALL* Publication or Disclosure requests, making clarification as to whether a customer will be notified irrelevant.
	
	Jawala
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