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Kathy Kleinman:
This is a meeting of proxy privacy accreditation working group subteam four, no comment left behind, co-convened by Kathy Kleinman and Paul McGrady and with staff Nathalie Peregrine and Terry Agrout - Agnew, sorry. And so far no one else from the subteam has joined.

We have apologies from Victoria. And I believe (James Gannin) and (Stephanie Perrin) maybe part of the meeting taking place in Los Angeles right now. I think they are the (CCWG) face to face taking place with remote participation as well. And so I think - although they haven’t told me directly, I did see some evidence that they would be involved with that. So the question, I guess, is - well, Paul, any opening remarks for those who may listen to our recording?

Paul McGrady:
No, Kathy, we really are running our own radio program at this stage, aren’t we? Yes, it’s Kathy and Paul in the mornings. Join us for your commute.

Well, Kathy, thank you so much for this amazing work on getting this draft summary up and running. We are so much further ahead than we would have been if you hadn’t taken the helm, not only with gathering the comments into the template initially, but then taking the time to just fill them. So subteam four and the working group owes you a great debt and I really appreciate what you’ve done.

I’ve had a chance to look through it initially and I thought we would have other members here to help us walk through it to do additions of what they would like to see -- you know, walk through on any, you know, tone issues that may be out there. But without any other takers, I think the most efficient thing would be for me to just to go through and come back to you with proposed edits and in a red-line format using - you use Word? Is that what you use at your office?

Kathy Kleinman:
I do. I do.

Paul McGrady:
Okay, so if I put them in as “track changes” you can either, you know, accept or reject them when you see them that way we don’t have to worry about, you know, dual document control. If it’s okay with you, I’m happy to let you keep the document control. I know you’ll thank you me for that, right?

Kathy Kleinman:
But no it makes sense not to have multiple versions running around because that becomes a nightmare. So yes I’ll be happy to keep the pen.

Paul McGrady:
Right.

Kathy Kleinman:
No I love “track changes.” It’s the best way to go.

Paul McGrady:
Okay. So I’ll do it that way and, you know, again there are just little things in here that maybe we can, you know, change to make it sound a bit more neutral and then also, you know, a couple of things that in the comments that I think were worthy of inclusion that maybe didn’t make it from our summary team on to the template and then into the summary document.

You know, for example (VIPC), I believe, raised the issue of whether or not attorneys would need to be accredited as privacy practice services if they...

Kathy Kleinman:
Good.

Paul McGrady:
...provided, you know, if they had their firm’s name, you know, in the Whois record instead of the underlying client. And I have concerns about that so I’d like to pull that forward. You know, just a couple of other things.
Kathy Kleinman:
And that would be really great because that runs to one of the - on the list that Steve Metalitz has of the unanswered questions, the definitional questions: Who are we reaching within the scope of the accreditation? So if there’s more material on that, that’s great.

Paul McGrady:
Okay, and let me give - and since we have a minute, let me give you an example. I’m right now doing a pro bono case for a sweet family who the wife is from a family of abuse. The dad was very physically aggressive. That’s how he sort of maintained his dominance over the family unit whence he was growing up.

And unfortunately her brother has inherited that trait and extremely unfortunately her brother married somebody who lives under his regime but act out, I think, as a result. Now, I’m getting into psychology rather than law.

But in any event, they bought a house four doors down from this couple and then attempted to sort of bring the wife, which is the - it’s her brother that’s the issue I think -- sort of into this, you know, relationship of, you know, aggressive control.

And of course this couple is a functional couple, and they are not interested in that. And there have been, you know, restraining orders and all this other stuff. It’s just a terrible situation.

But one of the great laments for her is that everybody else gets to use Facebook to post pictures of the kids and to be connected as, you know, family and friends. But because the brother and sister-in-law are connected to, you know, other cousins and things like that, there really is no way for her to post without these people down the street getting all kinds of personal knowledge about what they are up to -- when they are going to be going from vacation, you know, when the children graduate, how (unintelligible) disrupted and ruined, right?

Kathy Kleinman:
Right.

Paul McGrady:
And so, you know, the one thing that might be out there is that at a minimum she could do a WordPress site or something like that to be able to share that stuff if it was locked behind a password and if her...

((Crosstalk))
Paul McGrady:
...information wasn’t in the Whois record. So she would be concerned about using a privacy proxy service because of the, you know, these accreditation standards where something would have to be turned off maybe and if we’re dealing with somebody who is (unintelligible) who is maybe a little bit (unintelligible) he wouldn’t have any problem, you know, making something up about, right, in trying to get it turned off.

But if I’m able to post - if I’m able to be the registrant of the domain as their attorney, then for me to relinquish her personal information, that’s going to have to come from Scalia, right?

Kathy Kleinman:
Uh-huh.

Paul McGrady:
So, you know, that’s a different thing and my duties to her are different than privacy proxy services are. And I’m not sure that as an attorney my professional responsibility under the model rules of the State Bar of Illinois will allow me to, you know, go along with some of the stuff that’s in this accreditation program.

So we have to decide whether or not we’re going to take away essentially a good-sized chunk of people’s right to counsel, you know, through the accreditation program by requiring attorneys to be accredited or if we’re going to sort of respect the profession and the fact that if lawyers do something bad -- claiming to have an underlying client, right? -- that there are all kinds of ways to report us and get disciplinary action against us, right?

We’ve already got a system that’s (unintelligible) for us so handle us. So that’s an issue that I want to bring forward, but I think it’s an important one that I’m concerned we’ll miss. So I’m going to do that. There will be a couple of other things. I can take this and send it back to you, have you go through it, and maybe you and I can talk through my proposed edits. And then maybe we can get it back out to the larger subteam for them to look over hopefully before Tuesday morning’s call. How does that sound?

Kathy Kleinman:
I think that sounds like a good plan. The case you raise is a really powerful one and one that gives us all pause. And protection is ultimately the bottom line. And we heard about protection actually in a number of different types of comments, which is occasionally why I sometimes went into more detail than others might think was appropriate.

If there was more information about something - like doxing and swatting. I didn’t really understand that, what it was. I’ve heard it several times go through and be referenced -- particularly from Australia where it seems to be a problem. But I didn’t understand really what it was and there is a letter that explains it for us -- the one from all the domestic shelters and battered women’s programs, and our anti-battered women’s programs really.

So some of that I thought might be useful for us because it provides definitions to things that we’re hearing about in passing. You know, we all know what phishing is now but we didn’t a while ago. You know, somebody had to explain it. So the same with doxing and swatting and some of the other things where personal information is misused -- particularly against women -- and, you know, people’s home addresses are exposed because they criticized a video game.

You know, now with my tours around the world with the documentary, I’m hearing a lot of these stories and they are really bad. So, you know, this is important information that we’re dealing with on all levels.

Paul McGrady:
And it is. It’s real life. That swatting thing is a terrifying thing that it happened actually to my next-door neighbor.

Kathy Kleinman:
Oh no.

Paul McGrady:
They have two sons that are about to graduate high school. They were premature born so they are very small therefore, of course, picked on. And sweetest, sweetest young men you’ll ever meet in your whole life -- totally harmless.

And one day, you know, in the summertime my son was home with a buddy. Fortunately the buddy’s mom had just arrived to pick him up. And she was a counselor so she’s able to deal with the police. The police not only surrounded that kids house because somebody called in a false report claiming he had somebody tied up in the basement but the police came to my house because my house has a clean shot.

So I’ve got a cop in my living room because of somebody else’s prank against somebody else. And, you know, my son and his buddy fortunately not home alone. Fortunately the buddy’s mom is there to deal with the police and to keep the boys away from, you know, being able to see something horrible go down. And fortunately the cops all were able to get ahold of the dad who is a local physician and the dad was able to come home and walk the son out. But the - you know, this is real.

Kathy Kleinman:
Sure.

Paul McGrady:
So we have to deal with the reality of these situations. So okay… 
Kathy Kleinman:
Paul, let me ask you a question. Let me ask you one question that came up again, and again, and again, particularly and under the due process sections which is: What if bad things happen? So we - so information is revealed to a requester and then he or she goes and publishes right away. You know, the third-party private request and then they go up and then they publish it or they create a database of all these people who, you know, basically have private identities.

You know, it’s like creating a database of all the unlisted cell phone numbers. So, you know, they put in these requests. They go - you know, now maybe they create a rotation among providers and they start creating a database and they start marketing that database -- either privately or publicly. When - what kind - we’re being asked and, you know, people ask -- and there’s no other place I think other than subteam four.

We’re being asked for how we’re going to shut this kind of activity down, how we’re going to - first how we’re going to catch it and then how we’re going to penalize it, and then how we’re going to stop it. And I don’t have any really good answers for this but I think it has to come out of - I think the - at least the first set of ideas has to come out of our subteam if they are going to get any traction, you know, if it’s going to come from anywhere because they don’t fit in the other subteams.

And I think these are really good questions and we saw them again, and again, and again coming across the comments. So if you have any ideas on that and hopefully - oh, (Stephanie) is on too. Hopefully others will have ideas but this seems to be a big, open area of our work and a real opportunity.
Paul McGrady:
Yes. Let me put on my thinking cap on that because I do think that that’s, you know, like you said there were several comments that, you know, were concerned about that. And let’s see if we can figure out how to do that.

I’m - in some respects I’m a little concerned that our summary report will be a bit different from everybody else’s which were all kind of clinical and essentially said, you know, the working group should look at this and the working group should look at that.

I’m a little worried about going too far down the line in terms of proposing to the working group frameworks. But at the same time, you know, like you said, you know, if there’s - you know, maybe giving the working group a starting point and if we label it like that like, “Hey, you know, sometimes it’s easier to edit than it is to draft so here’s a starting point,” you know, “We don’t have any (unintelligible) in authorship but here you go,” right?

Kathy Kleinman:
(Unintelligible).

Paul McGrady:
Maybe if we did it that way it would be better received. You know, and again, it’s - you know, that’s a tricky subject because, you know, on one hand you don’t want people doing it, you know, to address noncommercial sort of, you know, political speech or religious speech or other things like that. You know, you don’t want, you know, you don’t want ISIS to do it in order to identify all the Christians and Jews in their, you know, in are a particular city.

Kathy Kleinman:
Yes, I think in their cities, exactly.

Paul McGrady:
Right? Yes but on the other hand, you know, there could be some benefit. You could see to be able to do that to, you know, to collect information and share it among allies in an anti-(unintelligible), right, context.

So we’re going to have to put some thought into that because what we don’t want are the content - people concerned about content or people concerned about counterfeiting to say, “Well wait a minute. What do you mean I can’t say to my counterpart at a meeting, ‘Yes, we just busted those guys in Beijing and let me share the information that we got so you can go get them too,’ because, you know, they are selling fakes,” right? That’s sort of a different thing than using - abusing the relay process in order to gather, you know, information to be used nefariously against, you know, innocents.

Kathy Kleinman:
Or a competitor, (unintelligible).

Paul McGrady:
So that’s going to - that’s tricky. Yes, it’s tricky, yes, okay.

Kathy Kleinman:
But there are some clear, you know, clear bad actors. People break the rules and again, you know, they take a third-party - they do a third-party reveal/request under whatever form of (NXE) gets adopted and they get the information and immediately publish it on their blog. That’s a violation. I mean that’s clearly blatantly against what they’ve agreed to.

If we don’t have any penalties in place that could happen all the time. So when something is really clear - what you’re talking about I think is, you know, third-party coordination for law enforcement or civil enforcement purposes. But here if there’s a much more clear violation - and it will take some defining. But if we don’t put some teeth into this -- some compliance to the compliance -- then I think we’re just kind of blessing bad acts because we haven’t penalized them at all.

Paul McGrady:
All right, well we certainly have our work cut out for us.

Kathy Kleinman:
We do. We do. (Stephanie) is on the line and...

Paul McGrady:
(Stephanie) your hand is raised.

Kathy Kleinman:
...she’s got her hand raised.

(Stephanie):
Yes, if I could remember how to mute (unintelligible) so late. We went over this whole issue because I kept raising it repeatedly during the (EWG) discussion, the whole issue of, “Well we want access to a certain investigations and sometimes they are civil.”

And you know there’s a routine procedure for this under data protection law. Somebody has to come in, identify who they are, why they need the data. You’ve got a record. You give them the data. But it’s only for a stated purpose or investigation and under law enforcement rules, of course, then they use it for something else. They are in violation of your constitutional rights, right?

But with the private sector you need a penalty. So the question is: What is the penalty? Because if it is the service provider giving it to the requester and we don’t have any way of fining or penalizing the requester, then what do we do? Might not even know - I mean unless we impose a really heavy burden on the service provider to get name, address, phone number, constitution, et cetera...

Kathy Kleinman:
We’ve gotten that though. That’s all part of (NXE) now is the gathering of that information from third parties. And (Stephanie) I think we’ve...

(Stephanie):
But how do we penalize?

Kathy Kleinman:
But there is no penalty, exactly. So how can we - how does ICANN even impose a penalty on a third party like that? And then how do you...

(Stephanie):
So unless you ask for some kind of a...

Kathy Kleinman:
Bond.

(Stephanie):
...down payment (unintelligible) bond, yes.
Kathy Kleinman:
Bond.

(Stephanie):
I don’t see how it’s going to work because they will be long gone after they get the data by the time you find it on the web site, you know, for the really bad actors.

Paul McGrady:
Right, right.

(Stephanie):
Anyway, I think it’s a problem.

Paul McGrady:
So (Stephanie) before you joined -- since it was just the two of us -- we talked about me taking a cut through the draft that Kathy put together and sending it back to her with “track changes.”

Kathy is going to keep the power of the pen since she was the one who picked it up. And I think that’s great she’s willing to do that. So that’s very nice of her. So I’m going to send back “track changes” to her and then at some point soon we will circulate the document back out to the subteam to look over and provide their comments on -- all with an eye towards getting it in shape for Tuesday.

And so unless you have an objection and want to take the first cut on “track changes,” I will do that. And then I’m not sure. Do we have a full comment set yet or, (Stephanie), were you still working on yours? I’m not sure where we ended up with that.
Kathy Kleinman:
Stephanie indicates in chat that she may have lost her sound.

Paul McGrady:
Okay.

Kathy Kleinman:
While we’re waiting - Stephanie are you there? Okay, while we’re waiting for Stephanie to come back, Terri, could you kindly post the report? Paul I saw it for just a second and Stephanie will try to reestablish contact.
Paul McGrady:
Sure.

Kathy Kleinman:
She lives out in an area where she kind of - it comes and goes unfortunately, especially given how many calls she’s on. Paul, I just wanted to let you know and everyone know I did try to edit this a little bit...

(Stephanie):
Hi there.

Kathy Kleinman:
Oh, (Stephanie) you’re back. Go ahead.

(Stephanie):
Can you hear me?

Paul McGrady:
Yes.

Kathy Kleinman:
Yes.

(Stephanie):
No, you can’t hear me.

Kathy Kleinman:
Yes, we can hear you.

(Stephanie):
Something really weird is happening. Anyway I didn’t hear anything Paul said. I lost that entire section, sorry.

Paul McGrady:
So I was just saying that before you got on Kathy and I talked about our plan -- since it was just the two of us -- that I would take the first cut through the draft summary and, you know, add in some things that I’d like to see emphasized -- you know, maybe work on the overall, you know, document bit, editorial this and that -- and send it back to Kathy who has agreed, graciously, to keep the power of the pen and be the - you know, help us essentially be the person that you check document out from. And if that’s okay with you, I’m happy to do that.

And then we would circulate draft three to the subteam hopefully very soon, and then you would, you know, maybe at that point take your turn at edits. If you want to do editing in the first round instead of me, I’m happy to, you know, do that but I thought maybe it would make sense for me as co-convener to take the first route - the first walk through. So that was issue number one.

Then issue number two is, (Stephanie), I think you were working on looking through the other comments, which I think we need to get in to so that we have a complete summary document and a complete template. But I see here that you were - you’re going to work on them this morning so that sounds great in terms of timing.

Kathy Kleinman:
Looks like we’ve just lost (Stephanie) again.

Paul McGrady:
It looks like we lost her again, yes

Kathy Kleinman:
Okay, so Paul it sounds like a good plan to me. I really think you should get the first round of edits and “track changes.” Neutrality, it all makes a lot of sense. I did edit certainly the first paragraph to try to be both clear and more neutral and I’ve edited those extensive comments that were in there also and then added sections E, F, and G.

I was just paging down -- in case anybody does, you know, listen to this tape -- I paged down to show that I’ve added a section -- and feel free to edit the title too Paul -- that as a subteam we recommend the following follow-up actions take place by the working group. And for each category I’ve left an empty box.

And the question is: What it is that we’re recommending -- be it concrete actions or consideration of future issues. You know, what’s arising from these comments that we think the working group should take note of and can we push them? You know, is there a direction we think they might go in considering it?

And I guess I would include references back to the subteams although they don’t seem to be coming in to pull, you know, information back. But I was just wondering if you had any thought on what we should do with those boxes.

Paul McGrady:
Well so I think Kathy - and I think the boxes are a great idea because, you know, you know there’s going to be some people who read this, you know, from the first letter to the last and they are going to be other people who -- because of time or level of interest -- may just read the stuff that’s in those boxes, right?

So what I suggest is that as I go through this in the first round of edit that, you know, I put in as bullet points the things that I think can be drawn from the proceeding paragraphs and then as, you know, as you go through it again and as the other members of the subteam go through it that they, you know, do the same and just see where, you know, just see where it goes. So but I think succinct bullet points are the way to go and I’ll try it that way if that makes sense.

Kathy Kleinman:
Great, I really appreciate your taking it the next step of the way. Thanks Paul. And it looks like (Stephanie’s) hand is down. Does anybody else want to share anything else? (Stephanie) did you want to say anything else? Nathalie, Terry, thank you so much for facilitating this discussion.

Paul McGrady:
Yes, thank you very much Nathalie and Terry and thank you for tolerating us as I told stories today.

Kathy Kleinman:
Stories are great.
Paul McGrady:
Yes.

Kathy Kleinman:
Stories a very illustrative way to share important ideas so thank you Paul and thank you (Stephanie) and thanks everybody. Take care and I’ll see you online over the weekend.

Paul McGrady:
Thanks much.

Kathy Kleinman:
Bye-bye, thanks.

END

