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Templates

Created Date « Template Name Template Description Priority Action
2024-04-01 LE request for list of fraud websites Typical Standard Request New Request
2024-03-05 LE request Typical Standard Request New Request
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Sample

@ Che {u

n Requ il Address
vins dgmail.com
Addi act Details: Postal Address (optional)
Addr
4F., 53, Sec. 4, Zhongxiao E. Rd
|
Addr
Xiny
City State/Province Zip/Postal Code Country Code
Xiny Taipei City 11072 ™
Addi act Details: Telephone Number (optional)
H +88 367 -
Requestor First and Last Name Cheng-Hsien Hu
Requestor Email Address vir m
Additional Contact Details: Postal Address 4F., No.5, Ln. 553, Sec. 4, Zhongxiao E. Rd
Xinyi Dist
Xinyi Dist
Taipei City
11072
™w

Additional Contact Details: Telephone Number +88t
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Templates » Manage Template

Request for nonpublic registration data Delete Template

This form is used to save a template relating to user requests for non-public registrant data. Not all
fields are available for use in a template. Once a template is created, you can access your templates via
the homepage and start a new request using a template you have created. Templates can be updated
at anytime.

Template Name

LE request

Template Description

Typical

Additional Contact Details: Postal Address (optional)
Address 1

4F., No.5, Ln. 553, Sec. 4, Zhongxiao E. Rd

Address 2
Xinyi Dist

City State/Province Zip/Postal Code Country Code
Xinyi Dist Taipei City 11072 ™™

Addi Jetails: Telephone Number (optional)




Sample

Requesting confidentiality (optional): Checking this box will notify the Registrar of your
request for confidentiality. Note that this is a voluntary system, and the participating registrars
have agreed to use their best efforts to honor your request. This may include the registrar
taking certain steps to follow up on your request, providing you with information on the steps

that can be taken, or rejecting your request without notifying the registered name holder.

Identify your request priority level.

Priority Setting Disclaimer: Please note that the registrar has the ability to change the priority level if they determine
your request does not meet the priority level you have selected.

o Standard Request
All requests are set to standard by default.

Q Expedited Review Request

Disclaimer: Expedited Review Request Clarification

Please be advised that selecting the "Expedited" option for your request does not obligate the
Registrar to provide an expedited response. The "Expedited" designation primarily signifies your view
that the nature of your request warrants a faster processing time, but it does not guarantee an
accelerated resolution.

Do not rely on this Expedited Review Request functionality in emergency situations such as but
not limited to an imminent threat to life, serious bodily injury, critical infrastructure (online
and offline), or child exploitation. In these circumstances you should contact the Registrar directly
for immediate assistance. For the Registrar's contact information, please refer to this page.

Please exercise caution and discretion when selecting the "Expedited" option, as it is not a substitute
for direct communication in emergency situations, and it is not necessary for all requests. If you
select "Expedited Review Request", provide an explanation in the box below.
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List of data elements requested.

Select All

Registry Information

Registry Domain ID Registry Registrant ID
Registrant Information

Registrant Name Registrant Org

Registrant Email Registrant Street

Registrant City Registrant Postal Code

Registrant Phone
Tech Information

Tech ID Tech Name

Tech Email Tech Phone

Identify the country/territory or countries/territories in which you or the party you represent will
process the requested data if such data is provided to you by the registrar, including jurisdictions in
which any third party will process such data upon your behalf (including storage by a cloud service
provider):

x Taipei, Chinese X v
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Identify the country/territory or countries/territories in which you or the party you represent will
process the requested data if such data is provided to you by the registrar, including jurisdictions in
which any third party will process such data upon your behalf (including storage by a cloud service

provider):

x Taipei, Chinese % v

Provide a brief description of the specific issue the request is attempting to resolve.

As a representative of law enforcement, I Requesting the details of the domain name and other
information to conduct the investigation of criminal activity.

156/1000 (minimum 50) characters.

Has a Law Enforcement request for data such as subpoena, court order, warrant or any other form of
legal request been issued requesting the disclosure of the requested data?

o Yes
(O No

Party representation: Select one of the options below.
o I am submitting this request on my own behalf

O I am authorized to act on behalf of a third party in submitting this request

Are you asserting a legal basis under which you would process the requested data pursuant to the
European Union General Data Protection Regulation or other applicable law?

O Yes
o No

I Cancel l Save As New Template Update Template
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Case details?

Request Information
Domain Subject

Request Ca(egor}{

Priority Level

Data Elements Requested

Country/Territory or countries/territories for Data
Processing

Issue Description

Law Enforcement Request Issued

Party Representation

Asserting Legal Basis

Additional Materials

Law Enforcement
! Confidentiality Requested - This request pertains to an ongoing Law Enforcement
investigation. In order for Law Enforcement to effectively use the data for this purpose,
itis crucial that this request remains confidential. The existence of this request should
not be revealed to the registrant. If the registrar’s policies do not allow for confidential
disclosure, we request that this request be disregarded and not processed.

Standard Request

Registry Domain ID
Registry Registrant ID
Registrant Name
Registrant Org
Registrant Email
Registrant Street
Registrant City
Registrant Postal Code
Registrant Phone
TechID

Tech Name

Tech Email

Tech Phone

Chinese Taipei

The victim Chen met the suspect via Line, who persuaded Chen to gamble in the online-
gambling website(Url:rg8888.org), guaranteeing profits and a no-loss scenario. Fol-
lowing the instructions, Chen signed up on the website and transferred 330,000 NT dol-
lars(approximately 10,000 USD) to the account given by the website, however, Chen was
unable to withdraw any profits. Then realizing he had been scammed.

Yes
2024-02-23
20240216_request_icann_11311D000291.pdf

1am submitting this request on my own behalf

Yes

Other applicable law legal basis
Acrroding to Article 228, 229, 230 and 231 of Code of Criminal Procedure in R.O.C.
(Taiwan)

Badge.pdf
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Create New Request X

Before you start

Before you get started, please check ICANN's lookup tool
to see if the registration data you are seeking may be
publicly available. In some cases, the domain name may
have been registered through a privacy or proxy service,
in which case, the RDRS may not be the right tool to
request the nonpublic registration data.

If you are seeking underlying proxy customer registration
data or privacy customer contact information, this may
impact how or if a registrar will review your request via
this service. You may wish to directly contact the privacy
or proxy provider, whose contact information can be
obtained via the ICANN's lookup tool, to determine the
circumstances under which it will reveal the customer's
identity and/or contact information. For more information
about the privacy and proxy service, please refer to the
FAQ.

Please note, the registration data for domain names
under country code top-level domain cannot be
requested using the RDRS.

Do you want to proceed with your request?

Yes No
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i lookup.icann.org/en * © a e

Pycckuin  Espariol

ICANNILOOKUP

Registration data lookup tool

Enter a domain name or an Internet number resource (IP Network or ASN) Frequently Asked Questions (FAQ)

T

By submitting any personal data, | acknowledge and agree that the personal data submitted by me will be
processed in accordance with the ICANN Privacy Policy, and agree to abide by the website Terms of Service and
the registration data lookup tool Terms of Use.

About ICANN'’s registration data lookup tool

The ICANN registration data lookup tool gives you the ability to look up the current registration data for domain names and Internet number resources. The
tool uses the Registration Data Access Protocol (RDAP) which was created as a replacement of the WHOIS (port 43) protocol. RDAP was developed by
the technical community in the Internet Engineering Task Force (IETF).

RDAP has several advantages over the WHOIS protocol, including more secure access to data, a standardized and user-friendly format, support for
internationalization, and the ability to provide differentiated access to registration data. More information can be found here. For additional information on
registration data, please visit the Registration Data at ICANN page.

Nonpublic registration data
To request access to nonpublic registration data, use the Registration Data Request Service (RDRS). Please make sure you have first checked that the
data is unavailable through the lookup tool. The RDRS is intended for use by those with a legitimate interest in nonpublic data like law enforcement,

intellectual nronertv nrofessionals. consumer nrotection advocates. cvbhersecurity nrofessionals. and aovernment officials. For more information on the
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What kind of information we are

talking about?

Requested Information:

Approved Information:

Registry Domain ID, Tech Name, Registrant Phone, Registrant Email, Tech Phone, Registrant Postal Code,
Registrant City, Registrant Org, Tech ID, Registrant Name, Registrant Street, Tech Email, Registry Registrant ID

Registry Domain ID, Tech Name, Registrant Phone, Registrant Email, Tech Phone, Registrant Postal Code,
Registrant City, Registrant Org, Tech ID, Registrant Name, Registrant Street, Tech Email, Registry Registrant ID
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Main Target

hat is nonpublic gTLD registration data?

Nonpublic registration data can include information such as a contact name, home or email address, and

phone number related to a domain under a gTLD. This type of data is not necessarily published publicly
anymore due to personal data protection regulations.
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Help!

(
‘@ GET STARTED

ICANN

Resources

»

About ICANN

Board Activities and
Meetings

Accountability
Governance
Groups

Business

Civil Society
Complaints Office

Domain Name System
Abuse

Contractual Compliance
Registrars

Reaistrv Operators

NEWS AND MEDIA POLICY PUBLIC COMMENT RESOURCES COMMUNITY QUICKLINKS

Registration Data Request Service

Simplifying Requests for Nonpublic gTLD Registration Data

Click here to

access the RDRS

The Registration Data Request Service (RDRS) is a new and free service developed to provide a more
consistent and standardized format for handling requests to access nonpublic registration data related to
generic top-level domains (gTLDs). This two-year pilot program which launched in November 2023 is a proof-
of-concept initiative for individuals and entities with a legitimate interest in nonpublic registration data. It was
developed with community input and implemented at the direction of the ICANN Board to help inform policy
decisions related to a System for Standardized Access/Disclosure (SSAD). RDRS usage metric reports are
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Requests

m Registration Data Request Service Requests  Templates  Help

I Expedited ” Pending || Approved ” Denied II Canceled ” Publicly Available I n

Request Date « Status Domain Subject Priority

2024-03-29 @ Publicly Available Standard Request
2024-02-22 ® Approved Standard Request
2024-02-22 @ Approved Standard Request

11-13 of 13 results
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m Registration Data Request Service Requests  Templates  Help

Requests » Overview
Request Status

Current Status:

Request Details

Domain Subject:
Registrar Associated:
Request Type:

Priority Level:

Requested Information:

Approved Information:

Show Full Details

History

Date Action

2024-02-22 Request status change to Submitted

2024-02-22 Request status change to Pending

® Approved

Law Enforcement

Standard Request

Registry Domain ID, Tech Name, Registrant Phone, Registrant Email, Tech Phone, Registrant Postal Code,
Registrant City, Registrant Org, Tech ID, Registrant Name, Registrant Street, Tech Email, Registry Registrant ID

Registry Domain ID, Tech Name, Registrant Phone, Registrant Email, Tech Phone, Registrant Postal Code,
Registrant City, Registrant Org, Tech ID, Registrant Name, Registrant Street, Tech Email, Registry Registrant ID

Reason(s) Explanation



Result

All Requests

Expedited

Pending

Approved

Denied

Canceled

Publicly Available




Result

© Domain Lookup Fail: Non-Participating Registrar
The registrar, NameSilo, LLC, managing this domain name is not participating in the RDRS. Please
contact the registrar directly for the data request (the contact information is listed at

https://www.icann.org/en/accredited-registrars). You can continue filling out the request form and save
as/print to PDF for your use in submitting the request to the registrar directly.

Non—participants
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A sample of request results

HHE: 1 it>
trE8: 20242A28H2H= T4 11:09

WHE: im761208

E3-H 2254728 Re: Registration Data Request D-(

##- Please type your reply above this line -##

Ralf Ramm (1API GMBH)
28 Feb 2024, 15:08 UTC

Hello,

Please be aware that this domain name is registered by a customer of 1API GmbH.
1API GmbH. is not the owner or the host of the content under this domain.

We like to point out that we neither control the concrete use of the domain name nor do we have access to any
content hosted on this domain.

We have reviewed your request and found there is a legitimate interest to receive the requested information:




Result

[Tucows Inc - Compliance] - RDRS Request ID D-0000701 (rg8888.org) =

Tucows GDPR Team (Compliance) <compliance@tucows.com> Sat, 30 Mar, 08:50
tome v

## When replying, please ensure your reply is above this line ##

A request (762347) has been created. To add additional comments, reply to this email.
* Tucows GDPR Team (Tucows Inc - Compliance)
Mar 29, 2024, 20:50 EDT

Dear Hu:

Thank you for contacting us. We acknowledge receipt of your request for underlying whois data for the following domain name(s):

In order to maintain compliance with our legal obligations, before we can respond to your request, we will require the following:

1. Your full name, affiliation, and contact details (including a direct email address, not a role account);

2. Confirmation of the domain name in question;
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2024-04-22

Priority Level

@ Pending

com Expedited Review Request

Expedited Review Request

It is a CSAM website and previous one is closed fast.




Result

History

Date Action EE O]

Explanation

2024-04-01 Request status change to Submitted

2024-04-01 Request status change to Pending

- Contracted part t disclose the dat
2024-04-03 Request status change to Denied — .par e
due to applicable law
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Request Details

Domain Subject: com

Registrar Associated: Amazon Registrar, Inc.

Request Type: Law Enforcement

Priority Level: Standard Request

Requested Information: Tech Phone, Tech ID, Registry Registrant ID, Tech Name, Registry Domain ID, Registrant Name, Registrant Postal

Code, Registrant Org, Registrant Phone, Registrant Email, Tech Email, Registrant Street, Registrant City

Approved Information:

Show Full Details

History

Date Action Reason(s) Explanation

2024-03-29 Request status change to Submitted

2024-03-29 Request status change to Pending

NN A NA NC L B e T e o T S e B LT BN PP MNaka im miihlichs aviailalila



Conclusion

In recent times, criminals tend to commit crim
across boarder, we need to acknowledge the tren
and properly respond by col laborating with

international partners.







