RDS Purpose: ICANN Contractual Enforcement

DT5 Answers to Questions – First Draft for DT Review 27 Feb 18
From: https://community.icann.org/display/gTLDRDS/Phase+1+Documents (See the 2nd link for DT5)
Definition:  Information accessed to enable ICANN Compliance to monitor and enforce contracted parties’ agreements with ICANN.
Initial questions: under what circumstances can a third party's obligations be enforced against a customer? It is completely possible that the ICANN-Registry agreement and/or the ICANN Registrar Accreditation Agreement and/or the Registry-Registrar Agreement (none of which include the Customer/Registrant as a party) currently or in the future may seek to impose obligations that are not consistent with the data protections required under national and regional law. This document (DT5) seems to assume that these third party contractual agreements are supreme, but throughout the world, companies are not acting with that assumption. Instead, companies globally are *revising their vendor and third party agreements* to be consistent with the requirements of the laws that protect the end user, the customer. How do we (DT5) better clarify in this document that the base is the fundamental laws, protections and rights of the customer, and any additional contractual obligations that service providers such as registries and registrars may provide must be in compliance with them. 


1. How do we ensure that ICANN Contractual Enforcement Purposes are consistent with the data protection and privacy rights and protections guaranteed to the customers/Registrants under law? Assuming full and consistent protection of customer/registrant data protection and privacy rights, 

Who associated with the domain name registration needs to be identified and/or contacted for the ICANN Contractual Enforcement Purpose?
· ICANN compliance needs to be able to identify and as necessary contact the representatives from the associated registrar and/or registry who is knowledgeable about the contracted party’s fulfillment of RDS or other contractual requirements.  .  ICANN compliance may also need to contact the registrant or its designated representative to confirm or verify facts or assertions made regarding the registrar’s or registry’s compliance.  [Why would ICANN need to contact the registrant regarding the registrar and registry??  This seems a
 rather extraordinary reason to collect, process and store personal information.]
2. What are the possible objectives achieved by identifying and/or contacting each of those entities?


· The objectives for contacting any of the entities listed for question 1 above, if needed, are:
· This is also so broad as to be impossible to understand. What issues of compliance of 1&1 or Tucows or PIR, for example, would ICANN be writing to a Registrant about?  Or do I misunderstand what is being posited here?  Helping ICANN police itself seems a very odd reason for the collection, processing and retention of customer data, unless I completely misunderstand this question. [Kathy]
· To provide notification of any possible compliance issues

· To ask clarifying questions about any possible compliance issues

· To communicate possible compliance actions under consideration

· To provide official notification of final actions taken. 
3. What might be expected of that entity with regard to the domain name?
· Domain name registrars and registries would be expected (by ICANN compliance) to do any or all the following as applicable:

· Ask clarifying questions about issues identified by ICANN Compliance

· Respond to questions asked by ICANN Compliance

· Provide relevant information to assist ICANN Compliance in their deliberation.

· Appeal actions taken by the ICANN Compliance.
�I understand that many third party processors are amending their contracts at this time, however, I view this work as a)more general to data protection principles and not specific to gdpr, b) forward looking, c) not performed with the goal of amending a base document at this time. It’s focused on understanding the uses and then the purposes of data.  Certainly a point to keep in mind in the scheme of RDS WG but I’m not sure how this specific question relates to this task.


�Note that these questions relate only to RDS needs for the ICANN Compliance departments responsibility to enforce the agreements ICANN has with registries and registrars.  ICANN has no contractual relationship with registrants or other third parties.


�Again, I believe we are attempting to identify the uses and future purposes (basically a data flow of who might use data collected through the domain life cycle), and specifically to regulatory agencies for DT5, so I this question may be better suited for a general PDP WG question. 


�Note that the questions are not being changed.  Each drafting team is supposed to answer the same questions.  Secondly, we will deal with the issues Kathy is raising in later work when we forcus on our charter question about Privacy.  


�I will let Steve respond to this question.


�To Kathy’s question: I’ve offered a small edit acknowledging that these are broad questions.  It also shows that these are “possible” objectives. The discussion as to if they are appropriate or valid, I believe, is a next step. Please correct me if I’m mistaken. 


�Our goal is to list any possible objectives that might apply so that is by nature broad.  Are there any problems with the possible objectives listed or any new ones?  Note that the first three sub-bullets include the word ‘possible’.  I will again leave it to Steve to explain why he thinks Compliance would have to contact the registrant?  And we can ask Maguy on Saturday morning if they ever have that need.





