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Purpose Name: ICANN Contractual Enforcement 

Definition:  

Information collected accessed to enable ICANN Compliance to monitor and enforce contracted parties agreements with ICANN., as well as resolving issues of compliance arising from private party contracts.

Tasks: 
· Investigation of operators of websites where a property owner’s rights are being exercised
· Using registration data to seek to ascertain the identity and location of the domain name registrant responsible for the registrant’s website on which rights may be violated. For example:
· This could involve use of the rights holder’s trademark in logos displayed on the site; offers for sale of merchandise bearing rights holder’s trademark; making available for download or streaming movies or sound recordings for which rights holder has the copyright; etc.  This is a necessary first step to determine whether the operator (or registrant) is a licensee with respect to the intellectual property in question, and if so, whether the use of the intellectual property exceeds the scope of the license (e.g., because of territorial restrictions in the license).
· Alternatively, if rights holder determines that the registrant is not a licensee, this is a necessary first step in seeking contractual enforcement of terms of service by the registrar/registry, and/or potentially ICANN contractual enforcement of registrar/registry obligations to investigate and take appropriate action. 
· Additionally, if the registrant contact data obtained is clearly false, this can lead to a false Whois complaint, triggering remedies under applicable contracts with ICANN.  
· Apart from the IP this is also used to identify the identity of the holders of domain names as a first level review. This can come from individuals or small companies
· Monitoring and investigation by ICANN Compliance of performance of contract terms.


Users: 
·  Trademark and copyright owners, or their exclusive licensees, and/or their investigators, attorneys or other agents engaged in contract compliance as well as registrants with family names or small orgs
· UDRP and URS Providers confirm the correct respondent for a domain name, perform compliance checks, determine legal process requirements and protect against cyberflight. 
· ICANN Compliance audit and respond to complaints about non-compliance by contracted parties (e.g., data inaccuracy or unavailability, UDRP decision implementation, transfer complaints, data escrow and retention).

Data: 
· 

Specific data elements by use case: 

[bookmark: _GoBack]ICANN organization may require the following data elements to check ICANN contractual compliance
· Registrant Name
· Registrant Street
· Registrant Email
· Registrant Email
· Name Server
· Domain Status
· Log files and, … other records associated with the Registration containing dates, times, and time zones of communications and sessions, including initial registration
· Updated Date
· Registry Expiry Date

2.  For IP licensing/contract enforcement, data tending to establish the identity and/or location of domain name registrant. For example, Registrant Name and Registrant Address (at least province/country address) could be relevant here.  

