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Purpose Name: Regulatory or Contractual Enforcement

Definition: A variety of entities from both the public sector (apart from traditional law enforcement agencies) and the private sector have a remit to enforce obligations, arising under contracts, industry best practices, or governmental regulation, that relate to activities on the Internet.  These entities include governmental tax authorities, UDRP  providers,  the ICANN organization, intellectual property owners, and merchant account monitoring solution providers, among others.  The use cases presented below, as well as those identified by the EWG  (see https://www.icann.org/en/system/files/files/final-report-06jun14-en.pdf  , pages 9, 24, 28) and in earlier proceedings of this WG (see https://community.icann.org/download/attachments/60493753/14-WHOIS%20queries%20for%20compliance%20purposes.docx?version=1&modificationDate=1470109106000&api=v2) , illustrate scenarios in which such enforcement efforts,  and/or the necessary investigative steps preliminary to such enforcement, depend upon access to information relating to the identity and/or location of domain name registrants, or other data contained in the RDS.  This purpose makes it possible for these public and private enforcement entities to identify (and in many cases contact) domain name registrants to resolve issues associated with compliance with these contracts, best practices, or regulations.   	Comment by met: Looking at the document as a whole I recommend that the italicized sentence to retained so that the reader has a better sense of what entities we are talking about. 
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	Purpose
	Example Use Cases
	Rationale for registration data access

	   Intellectual Property Rights – Trademark and copyright owners, or their exclusive licensees, and/or their investigators, attorneys or other agents engaged in contract compliance as well as registrants with family names or small orgs.

	Regulatory and
Contractual Enforcement
	Investigation of operators of websites where a property owner’s rights are being exercised 
	Critical to determining whether the operator (or registrant) is a licensee with respect to the intellectual property in question.

	
	
	
	Key to seeking contractual enforcement of terms of service by the registrar/registry, and/or potentially ICANN contractual enforcement of registrar/registry obligations to investigate and take appropriate action.   

	
	
	
	Helps determine if the registrant contact data obtained is clearly false, this can lead to a false Whois complaint, triggering remedies under applicable contracts with ICANN.



Tasks: Using registration data to seek to ascertain the identity and location of the operator (or domain name registrant responsible for) a website on which A’s intellectual property rights are being exercised.  For example, this could involve use of A’s trademark in logos displayed on the site; offers for sale of merchandise bearing A’s trademark; making available for download or streaming movies or sound recordings for which A holds the copyright; etc.  This is a necessary first step to determining whether the operator (or registrant) is a licensee with respect to the intellectual property in question, and if so, whether the use of the intellectual property exceeds the scope of the license (e.g., because of territorial restrictions in the license).  Alternatively, if A determines that the operator/registrant is not a licensee, this is a necessary first step in seeking contractual enforcement of terms of service by the registrar/registry, and/or potentially ICANN contractual enforcement of registrar/registry obligations to investigate and take appropriate action.   Additionally, if the registrant contact data obtained is clearly false, this can lead to a false Whois complaint, triggering remedies under applicable contracts with ICANN.     

Apart from the IP this is also used to identify the identity of the holders of domain names as a first level review. This can come from individuals or small companies equally.

Users: Trademark and copyright owners, or their exclusive licensees, and/or their investigators, attorneys or other agents engaged in contract compliance as well as registrants with family names or small orgs.
 
Data: Data tending to establish the identity and/or location of domain name registrant. For example, Registrant name and at least province/country address could be relevant here.  





II.		Comment by Elizabeth Bacon: I did not include the “Definition” field here per the above comment.

	User
	Purpose
	Example Use Cases
	Rationale for registration data access

	    Controlling or Regulatory Authority

   (Tax Collection, Regulatory Agency)


	Regulatory and
Contractual Enforcement
	Monitoring and enforcement of binding contracts (Regulatory Agency) 
	Investigations, compliance and auditing, billing, etc.


	
	
	
	

	
	
	Tax Collection
	To identify identification of contacts for domain name engaged in on-line sales.



Tasks: Controlling authority to ensure that bindings contracts between registrants and registries or between registrars and registries are compliant and that they follow established operating procedures for data protection, users privacy, data processing rules, etc.

Users: Tax collection agencies may request to access registration data to identify identification of contacts for domain name engaged in on-line sales.

Regulatory agencies may want to access registration for many purposes: investigations, compliance and auditing, billing, etc.

Data: Data that tend to categorize the type of users: individual, corporation, organization, academic, etc. The types of users may result in different tax systems or different compliance standards.
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