Template for defining an RDS Purpose:
Criminal Investigation or DNS Abuse Mitigation
[bookmark: _GoBack]ACTION ITEM: Drafting team #7 to engage in call(s) and email discussion over the next 2-3 weeks to flesh out a proposed definition for the following RDS purpose:
Criminal Investigation or DNS Abuse Mitigation
OUTPUT: To enable better understanding of existing purposes for WHOIS data, a drafting team of max 7 people with diverse points of view was chosen to define each identified purpose. Each drafting team should discuss the tasks supported by the purpose, the parties involved in the purpose, and the data often used to fulfill that purpose. Ideally, this information should be captured in a ~2 page definition of the purpose by fleshing out the template given below.
There is no assumption that drafting team members believe the purpose should or should not be legitimate. Rather, the team should focus on helping the full WG understand what the assigned purpose IS, the role that gTLD registration data plays in that purpose, and the parties that often request WHOIS data today for that purpose. It is hoped that fleshing out purpose definitions in this manner will foster communication and help the WG conduct informed discussion about all identified purposes before trying to forge further agreements on legitimacy, collection & access.
INPUTS: Teams are asked to consider the following (at minimum) as input to definitions:
· RDS PDP WG agreements in KeyConceptsDeliberation-WorkingDraft.PDF and DOC
(also listed in summary form here: List of WG Agreements to Date as of 3 October 2017)
· Section 3 and Annex C of EWG Recommendations for a Next-Generation RDS
· The representative set of example use cases developed by the RDS PDP WG
· Note: For easy reference, several excerpts relevant to your team’s purposes are attached
TIMELINE: All WG members interested in participating in a drafting team were asked to respond to a poll by COB Wednesday 11 October. Volunteers were then assigned to teams on Thursday 12 October, allowing work to start on Friday 13 October. Drafting teams are asked to discuss their assigned purpose by phone and email the weeks of 16 and 23 October in lieu of regularly scheduled WG calls. Draft purpose definitions are to be submitted to the full WG mailing list no later than 26 October for discussion during the WG’s F2F meetings at ICANN60.

Mailing list address: gnso-rds-pdp-7@icann.org
Mailing list archive: http://mm.icann.org/pipermail/gnso-rds-pdp-7/
Coordinated by: Marika Konings
Members: Richard Leaning, Marc Anderson, Kiran Malancharuvil, Ayden Ferdeline, Rod Rasmussen, Raoul Plommer



TEMPLATE:
Purpose Name: Criminal Investigation or DNS Abuse Mitigation
Definition: Describe the purpose succinctly in one paragraph, identifying who, what, and why (e.g., this purpose makes it possible for X to contact Y to resolve problems associated with Z.)
For easy reference, below is an excerpt from the EWG Final Report:
	User
	Purpose
	Example Use Cases
	Rationale for registration data access

	LEA/OpSec Investigators
(e.g., law enforcement agencies, incident response teams)
	Criminal
Investigation
& DNS Abuse Mitigation
	Investigate Abusive Domain Name
	Enable effective investigation and evidence gathering by LEA/OpSec personnel responding to an alleged maliciously-registered domain name, including examination of historical data 

	
	
	Investigate Offline Criminal Activity
	Enable effective investigation and evidence gathering by LEA/OpSec personnel responding to offline criminal activity by providing detailed registration data and/or searching for domain names registered to suspect (Reverse Query)

	
	
	Domain Name Reputation Services
	Enable domain name white/black list analysis by reputation service providers

	
	
	Investigate Online Criminal Activity
	Help victims or their legal counsel identify the domain name Registrant involved in potentially illegal activity to enable further investigation by LE/OpSec

	
	
	Abuse Contact for Compromised 
Domain Name
	Assist in remediation of compromised domain names by helping LEA/OpSec personnel contact the Registrant or designated Abuse Contact



Tasks: List and briefly describe tasks commonly involved in carrying out this purpose. Hint: Specific use cases for each purpose may be helpful as a starting point for enumerating tasks.
For easy reference, below is an excerpt from the EWG Final Report:
	Criminal Investigation or DNS Abuse Mitigation
	Tasks within the scope of this purpose include reporting abuse to someone who can investigate and address that abuse, or contacting entities associated with a domain name during an offline criminal investigation. To accomplish these tasks, the accredited user (e.g., law enforcement agent, first responder) needs to quickly and reliably reach the Abuse Contact responsible for the associated domain name – for example, by following a URL to an abuse reporting process description or incident report form.



Users: Describe the parties who often access gTLD registration data in pursuit of this purpose.
Data: List of gTLD registration data often involved in this purpose – for contact data, please identify the data subject (e.g., registrant, tech contact, registrar, etc.) and data element(s) as applicable.
	Refer to the EWG Final Report Annex D for purposes associated with each data element.
