


Questions for ccTLD Registries

Please list ccTLDs  you are responding about? 
.eu and .ею (Cyrillic extension)


What email address should we contact for follow up questions?
giovanni.seppia@eurid.eu
geo.vanlangenhove@eurid.eu 

Response deadline is June 20th

 

1)	Please provide/point to your purpose statement for collecting, accessing and displaying WHOIS Data.  

1) REGULATION (EC) No 733/2002 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 22 April 2002 on the implementation of the .eu Top Level Domain
(https://eurid.eu/media/filer_public/11/df/11dff973-2b59-42ee-8fe3-4bc699052c99/733_2002_en_1.pdf)

(consideration 12) 
The Registry is the entity charged with the organisation, administration and management of the .eu TLD, including maintenance of the corresponding databases and the associated public query services, the accreditation of Registrars, the registration of domain names applied for by accredited Registrars, the operation of the TLD name servers and the dissemination of TLD zone files. 
Public query services associated with the TLD are referred to as ‘Who is’ queries. 
‘Who is’-type databases should be in conformity with Community law on data protection and privacy. 
Access to these databases provides information on a domain name holder and is an essential tool in boosting user confidence.


2) COMMISSION REGULATION (EC) No 874/2004 of 28 April 2004 laying down public policy rules concerning the implementation and functions of the .eu Top Level Domain and the principles governing registration 
(https://eurid.eu/media/filer_public/4f/cf/4fcfff7a-b24c-4de4-9bb4-eac3026921df/874_2004_en_0.pdf)

(consideration 13) 
The Registry should enter into an appropriate escrow agreement to ensure continuity of service, and in particular to ensure that in the event of re-delegation or other unforeseen circumstances it is possible to continue to provide services to the local Internet community with minimum disruption. The Registry should also comply with the relevant data protection rules, principles, guidelines and best practices, notably concerning the amount and type of data displayed in the WHOIS database. Domain names considered by a Member State court to be defamatory, racist or contrary to public policy should be blocked and eventually revoked once the court decision becomes final. Such domain names should be blocked from future registrations.

Article 16. WHOIS database 
The purpose of the WHOIS database shall be to provide reasonably accurate and up to date information about the technical and administrative points of contact administering the domain names under the .eu TLD. 
The WHOIS database shall contain information about the holder of a domain name that is relevant and not excessive in relation to the purpose of the database.  
In as far as the information is not strictly necessary in relation to the purpose of the database, and if the domain name holder is a natural person, the information that is to be made publicly available shall be subject to the unambiguous consent of the domain name holder. 
The deliberate submission of inaccurate information, shall constitute grounds for considering the domain name registration to have been in breach of the terms of registration.

3) EURid terms and conditions 
(https://eurid.eu/media/filer_public/f5/d2/f5d22bc1-9d62-4ba9-a81e-1a0292ef215f/terms_and_conditions_en.pdf)

Art. 3.1. Information published in WHOIS

By going to the Website of the Registry and typing in the Domain Name in the WHOIS look-up facility, information about that Domain Name and the Registrant can be accessed in accordance with the rules set out below. 
(i) When the Registrant is a legal person or another form of organization the Registry generally publishes the following information in its WHOIS: 
a. name, address and telephone and fax number of the Registrant; 
b. technical and/or Onsite Contact person; 
c. e-mail address of Registrant; 
d. language for the ADR proceedings, as referred to in Paragraph 3(a) of the Dispute Resolution Rules; 
e. technical data (such as status of the Domain Name or the name servers). 
(ii) When the Registrant or Onsite Contact is a private individual (natural person) the contact information published is restricted to the e-mail address unless otherwise requested, and to the language selected for the ADR proceedings as referred to in Paragraph 3(a) of the Dispute Resolution Rules. The Registrant will inform the Onsite Contact person hereof. 
Natural persons who apply for a Domain Name will be explicitly informed by their Registrars of the possibility to create and use a specific functional e-mail address for publication in the WHOIS as an alternative to the use of their personal e-mail address. All other information collected will only be kept for internal use and will not be disclosed to third parties unless in accordance with this section.

3.2 Disclosure of personal data 

Third parties may have legitimate reasons to request the disclosure of personal data of natural persons not published in the WHOIS, but processed by the Registry for its internal use in accordance with Section 1.2 of the WHOIS Policy. 
The third party must individually request the disclosure of these data by filing an application form made available on the Website of the Registry and: 
(i) state and substantiate the legitimate reasons for the request; 
(ii) read and agree to a disclaimer which requires the third party not to use the information made available for other purposes than those justified by the abovementioned legitimate reasons; 
(iii) disclose its full name and address (including e-mail address, telephone and fax number, and the company number if the third party is a legal person). 
The third party asking for access to the data would only be granted access to the requested data if it fulfils all requirements or if the Registry is ordered by a judicial authority within the European Union to grant such access. 

4) EURid registration policy (Section 7) (https://eurid.eu/media/filer_public/e3/b6/e3b6cba9-4054-49c2-967d-ae6cf1fa5bf8/registration_policy_en.pdf)

1. Introduction 

The Public Policy Rules require the Registry to provide a WHOIS look-up facility where, by typing in a .eu Domain Name in one of the available scripts, information about the administrative and the technical contact administering the Domain Name can be found. When a Domain Name is registered, the information relating to that Domain Name is available in a WHOIS database in compliance with the rules set out in the WHOIS Policy. 
The collected information includes Registrant contact information, the Registrar’s name and details of the name servers to which the Registry delegates authority for the Domain Name. By going to the Website of the Registry and typing in the Domain Name in the WHOIS look-up facility, information about that Domain Name and the Registrant can be accessed in accordance with the rules set out below. 
When registering a Domain Name, the Registrant is required to accept the Registry’s Terms and Conditions which authorises the Registry to make some personal data accessible on its website, along with some other technical data, in order to guarantee the transparency of the Domain Name system towards the public.

2. Purpose 

As set forth in the first paragraph of Article 16 of the Public Policy Rules, the purpose of the WHOIS database is to provide reasonably accurate and up to date information about the technical and administrative points of contact administering the Domain Names. 

3. Preventing misuse of WHOIS data 

WHOIS data can be accessed through a purely textual command or by use of a web-based facility. The textual WHOIS look-up facility only contains technical information, which does not specifically relate to the Registrant. In order to prevent misuse of personal data available in the web-based WHOIS look-up facility the Registry may take appropriate measures, including but not limited to: 
(i) using a captcha code; 
(ii) rendering text as images;
(iii) limiting the fields shown; 
(iv) limiting search mechanisms; or 
(v) enforcing access limits. 
All those who submit a query to the WHOIS database will first be required to read and agree to the ‘WHOIS legal statement and terms and conditions’ which will inform the user that: 
a. the WHOIS services are provided for information purposes only 
b. by submitting a query the user agrees not to use the information to: 
1. allow, enable or otherwise support the transmission of unsolicited, commercial advertising or other solicitations whether via email or otherwise; 
2. target advertising in any possible way; 
3. cause nuisance to the Registrant in any way by sending messages to them.
To prevent “data mining” using the textual command method, the Registry may enforce look-up restrictions. 

4. Internet Accessibility

For the web-based facility there will be special accessibility provisions to make sure that visually impaired people have equal access to the WHOIS information.


5) WHOIS Policy 
(https://eurid.eu/media/filer_public/02/77/0277f7e1-c8e9-4474-9caf-922b45b6e8d2/whois_policy_en.pdf)




2	 Please indicate which WHOIS fields are available without a gate (i.e. thin data) and which fields require additional processes/authentication to access them.

In case the domain name holder is a legal entity, all registration data is shown in WHOIS.
In case the domain name holder is a natural person, only the following registration data is shown in WHOIS:
Email
Language

3)	If authentication is required to access thick WHOIS data, please describe the authentication process.  Also please describe the permitted purposes for accessing this data (i.e. who is able to access the data and who is not)

For domain holder him/herself:
Via https://enduser.eurid.eu/en/user/login?next=/en/ (login: domain name + password)

For third parties (anyone with a legitimate interest):
Disclosure of domain name holder’s private data is subject to strict conditions: 
1. solely via duly signed ‘Personal Data Disclosure Form’ (https://eurid.eu/media/filer_public/fd/8e/fd8e252b-700e-4463-ba19-2f480e53f342/request_form_disclosure_personal_data_en.docx)
2. confirmation by requestor that contacting the domain name holder via email (publicly available in WHOIS) was not successful
3. confirmation by requestor not to use the requested personal data for any other purpose than the one specified in the form.
4. justification of request (e.g. initiating ADR or court case, investigation by law enforcement, …)

4)	 Will your WHOIS policies and data access processes change with the GDPR or other new local laws that you are required to comply with?    If so how?

No changes to the WHOIS policies and access processed are need or expected with respect to GDPR.

5)	Has your registry been challenged in court due to collecting or displaying WHOIS data? If yes, what result?

No

6)	What is the process for a domain dispute in terms of reveal of the registrant to the UDRP provider? Or ADR if applicable. 

In accordance with the .eu ADR Rules (https://eurid.eu/media/filer_public/5f/21/5f218207-1259-47e1-a148-8b2768e2fbf9/adrrules_en.pdf), when filing a complaint with the ADR provider, the complainant should provide all information (known) about the domain name holder.
If the domain name holder is an individual, WHOIS will only show email and language, in which case the complainant may ask EURid the provide all registration data of the holder (under conditions specified under Q3). 

Before notifying the domain name holder of the complaint, the ADR provider informs the registry of the domain name(s) involved in order to block the disputed domain name(s).
The ADR provider also asks the registry to confirm all registration data of the domain name holder, in which the registry provides such data to the ADR provider.
In specific cases, the ADR provider may also request the registry to provide the domain name holder’s registration data (related to pending procedures). 


7)	When / under what circumstances do you share with third parties information about the registrant and/or take action vis a vis the domain based on claims of abuse or illegality (i.e. what is the process with respect to claims of slander, defamation, copyright infringement, trademark infringement, fraud, financial fraud, scams, other forms of illegality)?  Are there different processes for different forms of abuse or illegality, or different requesters (law enforcement, trusted notifiers, registrars/registries, others)?

See Q3

Disclosure of personal data of domain holders (that is not publicly available in WHOIS) to third parties (who have a legitimate interest) under strict conditions: 
1. solely via duly signed ‘Personal Data Disclosure Form’ (https://eurid.eu/media/filer_public/fd/8e/fd8e252b-700e-4463-ba19-2f480e53f342/request_form_disclosure_personal_data_en.docx)
2. confirmation by requestor that contacting the domain name holder via email (publicly available in WHOIS) was not successful
3. confirmation by requestor not to use the requested personal data for any other purpose than the one specified in the form.
4. justification of request (e.g. initiating ADR or court case, investigation by law enforcement, …)


8)	Is there a transfer of personal information for transfers between Registrars? Within the GNSO we rely on a form of authorisation and publication of WHOIS info. 

In principle, all transfers happen via an automated authorization process: the domain name holder wanting to transfer his domain name receives a transfer authorization code from his (current) registrar or can obtain it via Via https://enduser.eurid.eu/en/user/login?next=/en/ 
The transfer happens between registrars who are responsible to process the transfer of the domain name.
If for some reason the holder does not obtain the authorization code from his registrar or via enduser.eurid.eu, (s)he can request an (emergency) authorization code from EURid.


9)	Several ccTLD operators do not list an expiry date, is that due to privacy regulations or is there another reason? 

The expiry date of .eu domain names is shown in .eu WHOIS.
There is no impact on privacy doing so.

10)	Where individual registrant consent is (or may become) required by law applicable to your ccTLD, how do you obtain (or plan to obtain) such consent?  

In principle, GDPR requires consent from the data subject, however no consent is required if: 
- the processing is necessary for the performance of a contract to which the data subject is a party (=the .eu terms and conditions that all registrars are obliged to flow down to their domain name holders)
- the processing is necessary for compliance with a legal obligation to which the controller is subject (=the EC Regulations 733 and 874)
(art. 6 1. GDPR).

11) To the extent not already covered above, do you have/recommend any best practices that have been implemented in the ccTLD space for collecting, accessing or displaying personal information contained in Whois data in compliance with applicable privacy and other laws?

N/A


Thank you for responding to the working groups questions, please submit your responses to the RDS PDP working group gnso-rds-pdp-ccTLDQs@icann.org

