


Questions for ccTLD Registries

Please list ccTLDs  you are responding about? 

.uk

What email address should we contact for follow up questions?

Nick.wenban-smith@nominet.uk

Response deadline is June 20th

 

1)	Please provide/point to your purpose statement for collecting, accessing and displaying WHOIS Data.  

https://www.nominet.uk/whois/ 

2	 Please indicate which WHOIS fields are available without a gate (i.e. thin data) and which fields require additional processes/authentication to access them.

Registrant name
Registrant type (optional field)
Registrant address
Data validation status
Registrar
Date of registration and date last updated
Registration status
Name servers
DNSSEC
Time and date of WHOIS lookup

Additional information about a .uk domain name registration (such as an email address and telephone number, and historic changes of registrant and name servers) may be available under our data release policy https://www.nominet.uk/resources/privacy-policy/releasing-your-personal-data-to-third-parties/ 

We also provide a searchable WHOIS service on a subscription basis: https://www.nominet.uk/the-public-register-search-service/ 

3)	If authentication is required to access thick WHOIS data, please describe the authentication process.  Also please describe the permitted purposes for accessing this data (i.e. who is able to access the data and who is not)

All access to WHOIS data not publicly available via our website or WHOIS server must be made in writing to our customer services team who will check each application for compliance with policy for release of data, including basic due diligence on the ID of the requestor.

4)	 Will your WHOIS policies and data access processes change with the GDPR or other new local laws that you are required to comply with?    If so how?

We are currently assessing the impact of GDPR on our operations. However as regards WHOIS policies, we are currently of the view that these will not change. Our currently WHOIS policies are the result of full public consultation including our Information Commissioner, and we are confident that they reflect current best practices. In particular email address and telephone numbers are not included on the publicly available WHOIS, and registrants who are non-trading individuals are entitled to an opt out from having their address published – in effect just the registrant name is returned.

5)	Has your registry been challenged in court due to collecting or displaying WHOIS data? If yes, what result?

No.

6)	What is the process for a domain dispute in terms of reveal of the registrant to the UDRP provider? Or ADR if applicable. 

Where a domain is registered using a privacy service then we will provide registrant details on commencement of ADR.

7)	When / under what circumstances do you share with third parties information about the registrant and/or take action vis a vis the domain based on claims of abuse or illegality (i.e. what is the process with respect to claims of slander, defamation, copyright infringement, trademark infringement, fraud, financial fraud, scams, other forms of illegality)?  Are there different processes for different forms of abuse or illegality, or different requesters (law enforcement, trusted notifiers, registrars/registries, others)?

Registrant information is provided as per 3) above. 

Child abuse images: dealt with per Internet Watch Foundation membership. We do not permit registrations in .uk which appear on their face to promote or incite serious sexual criminal offences.

Illegality: we have established relationships with certain UK law enforcement agencies, see  https://www.nominet.uk/8000-uk-domains-suspended-law-enforcement-industry-collaborate-keep-uk-safe/ 

For complaints about fake registrant data being used for domain registrations, poor data quality and other compliance issues are dealt with by our compliance team. 

8)	Is there a transfer of personal information for transfers between Registrars? Within the GNSO we rely on a form of authorisation and publication of WHOIS info. 

Yes, when a transfer is initiated between registrars for a .uk domain registration the records kept at registry level are ‘pushed’ over to the new registrar.

9)	Several ccTLD operators do not list an expiry date, is that due to privacy regulations or is there another reason? 

We list an expiry date. 

10)	Where individual registrant consent is (or may become) required by law applicable to your ccTLD, how do you obtain (or plan to obtain) such consent?  

We do not consider WHOIS publication relating to a domain registration to be a consent issue, this is integral to obtaining a domain name and part of the overall service of registering an internet domain name. i.e. we consider it to fall under the ‘legitimate interests’ exemption.

[bookmark: _GoBack](If consent had to be legally required to include registrant data in WHOIS or process in nameservers etc, we do not see how this could be done in practical terms. Also, consent may be withdrawn at any point in the future which creates additional problems and complexity.) 

11) To the extent not already covered above, do you have/recommend any best practices that have been implemented in the ccTLD space for collecting, accessing or displaying personal information contained in Whois data in compliance with applicable privacy and other laws?

No, other than to highlight that an opt out for non-trading individuals in relation to the publication of the bulk of their personal data in a publicly accessible WHOIS would appear to us to be best practice. 


Thank you for responding to the working groups questions, please submit your responses to the RDS PDP working group gnso-rds-pdp-ccTLDQs@icann.org

