Questions for ccTLD Registries

Please list ccTLDs  you are responding about? 

.ca, for which the  Canadian Internet Registration Authority (CIRA) is the ccTLD manager.

What email address should we contact for follow up questions?

Albert Chang, CIRA’s Corporate Counsel, at albert.chang@cira.ca.

Response deadline is June 20th

 
1)	Please provide/point to your purpose statement for collecting, accessing and displaying WHOIS Data.  

The following is set out on CIRA’s website at:  :  https://cira.ca/whois 

““WHOIS” is a generic term used to describe an online directory service that allows people to look up information about Internet domain names. CIRA maintains a WHOIS look-up directory which permits queries to the .CA Registry database to determine the availability of .CA domain names or to view the administrative contact and technical information provided by Registrants who have registered .CA domain names.

You can use the WHOIS look-up directory to find out whether a .CA domain name is available and to find Registration information for available domain names. Information for individual Registrants (not organizations) is not displayed in the WHOIS. Information of non-individual Registrants, such as corporations, is displayed by default, although it may not be displayed in special circumstances.”

2	 Please indicate which WHOIS fields are available without a gate (i.e. thin data) and which fields require additional processes/authentication to access them.

The availability of WHOIS information of registrants is different depending on whether the registrant is an individual, or a non-individual (e.g. corporation). 

For registrants who are individuals, their personal information is not displayed in the WHOIS, and only the following information pertaining to their domain name and registrar is visible in the WHOIS:

    Domain Name;
    Domain Name status;
    Creation date;
    Expiry date;
    Updated date;
    Registrar name; and
    Registrar number.

For registrants who are non individuals (e.g. corporations), the following information is visible in the WHOIS. 
Registrant information includes: 

Registrant name;

Domain name information includes: 

    Domain Name;
     Domain Name status;
     Creation date;
     Expiry date;
     Updated date;
     Registrar name; and
     Registrar number.
    
Administrative Contact Information and Technical Contact Information  includes:
    Name;
    Postal address;
    Phone;
    Fax; and
    E-mail.


3)	If authentication is required to access thick WHOIS data, please describe the authentication process.  Also please describe the permitted purposes for accessing this data (i.e. who is able to access the data and who is not)

CIRA may disclose certain registrant contact information (including the registrant name, address, and email address) to law enforcement and national security agencies (e.g. arising from child endangerment offenses, or threats to the Internet) and to private parties (e.g. arising from intellectual property disputes such as cybersquatting and identity theft).

The process for private parties (e.g. non law enforcement) to request the information of individual registrants is set out in CIRA’s policy “Request for Disclosure of Registrant Information Rules and Procedures”.  This policy requires the requestor to provide documentation confirming their rights, e.g. Canadian registered trademark or Canadian business registration. The requestor must also have attempted to use CIRA’s Interested Party Contact Procedure to try and contact the registrant.  This latter procedure involves the private party completing a form (see https://services.cira.ca/agree/mdf/index.action)  which CIRA then forwards to the administrative contact of the domain name in question.

The process for the disclosure of the personal information of individual registrants to law enforcement and national security agencies is set out in CIRA’s policy “Request for Disclosure of Registrant Information for Law Enforcement and National Security Agencies Rules and Procedures”. 

4)	 Will your WHOIS policies and data access processes change with the GDPR or other new local laws that you are required to comply with?    If so how?

CIRA is still determining the extent to which the GDPR may affect its WHOIS Policy, if at all.  Because CIRA has Canadian (i.e. national) presence requirements, registrants who are individuals must be Canadian citizens or residents.  Accordingly, very few, if any, individual registrants are European residents. 

5)	Has your registry been challenged in court due to collecting or displaying WHOIS data? If yes, what result?

No.

6)	What is the process for a domain dispute in terms of reveal of the registrant to the UDRP provider? Or ADR if applicable. 

CIRA’s Domain Name Dispute Resolution Policy (CDRP), which is ca’s version of the UDRP, is managed by two external third parties: Resolution Canada, and the British Columbia International Commercial Arbitration Centre (“Dispute Resolution Provider”).

When a registrant is subject to a CDRP, CIRA will provide the name and contact information of the registrant to the Dispute Resolution Provider so that the Dispute Resolution Provider can forward the complaint received from the Complainant to the registrant.

The submissions of the parties are forwarded to the Panel, who will often publish the name of the registrant in their decision (regardless of whether that particular registrant has WHOIS privacy).   

7)	When / under what circumstances do you share with third parties information about the registrant and/or take action vis a vis the domain based on claims of abuse or illegality (i.e. what is the process with respect to claims of slander, defamation, copyright infringement, trademark infringement, fraud, financial fraud, scams, other forms of illegality)?  Are there different processes for different forms of abuse or illegality, or different requesters (law enforcement, trusted notifiers, registrars/registries, others)?

CIRA has no additional procedures than those described above.

8)	Is there a transfer of personal information for transfers between Registrars? Within the GNSO we rely on a form of authorisation and publication of WHOIS info. 

Registrars only have the information of registrants who are their own customers. 


9)	Several ccTLD operators do not list an expiry date, is that due to privacy regulations or is there another reason? 

There is no expiry date for CIRA WHOIS information and it is not as a result of privacy regulation.  CIRA makes its own privacy policy, following consultation with its members and the community as a whole.  

10)	Where individual registrant consent is (or may become) required by law applicable to your ccTLD, how do you obtain (or plan to obtain) such consent?  

CIRA has no plans to make the complete WHOIS information of registrants who are individuals available.   

[bookmark: _GoBack]11) To the extent not already covered above, do you have/recommend any best practices that have been implemented in the ccTLD space for collecting, accessing or displaying personal information contained in Whois data in compliance with applicable privacy and other laws?

  CIRA’s decision to provide privacy to individual registrants was a policy decision, and not based on a requirement to be in compliance with applicable privacy and/or other laws. 


Thank you for responding to the working groups questions, please submit your responses to the RDS PDP working group gnso-rds-pdp-ccTLDQs@icann.org

