


Questions for ccTLD Registries

Please list ccTLDs you are responding about? 

Afnic is a registry operator for top-level domains corresponding to the national territory of France (.fr, .re, .pm, .yt, .wf, .tf). 

What email address should we contact for follow up questions?

[bookmark: _GoBack]Marianne.georgelin@afnic.fr
Nathalie.boulvard@afnic.fr


Response deadline is June 20th

 

1)	Please provide/point to your purpose statement for collecting, accessing and displaying WHOIS Data.  

Afnic provides in its Charter the following statement about data collection :

« Afnic collects from Registrars all types of identification data required to identify individuals or corporate entities that hold domain names. »

The purpose of each processing of personal data at Afnic level is the operation of .fr domain names.

The data collected by the registrars during domain registrations are published in the Whois database.

However, since the opening of .fr registrations by individuals (2006), and according to the French Data Protection Act (January 6th, 1978), personal data concerning individual registrants (first name, last name, address, phone number, fax number, email address) is protected and is not published. This process called “restricted publication” is applied by default unless the opposite is requested by the registrant. 
This information is available in Afnic’s “Data publication and access policy” here :
https://www.afnic.fr/medias/documents/politiques/AFNIC-_policy_on_publication_and_access_to_information_and_domain_names_registration_systems.pdf


2)	 Please indicate which WHOIS fields are available without a gate (i.e. thin data) and which fields require additional processes/authentication to access them.

In compliance with the request of the french data protection authority (CNIL), when a domain name is registered by an individual, the registrant may opt by default for the "restricted publication" option.

When this option is chosen, no personal information (name, address, telephone, fax, and e-mail address) is distributed online within the Whois database, except for technical information only (technical contact - Registrar details and DNS servers).


3)	If authentication is required to access thick WHOIS data, please describe the authentication process.  Also please describe the permitted purposes for accessing this data (i.e. who is able to access the data and who is not)

Personal information required for domain name registrations may be disclosed by Afnic:

· Further to a decision in ex parte proceedings or legal requisition, it being understood that there is no need to bring proceedings against Afnic in order to obtain such information;

· on request from an authority (public enforcement agencies) authorised  by the law through their legal right of communication (the General Directorate for Competition Policy, Consumer Affairs and Fraud Control (DGCCRF), the customs authorities, the Treasury, etc.);

· as part of a request to lift a person’s anonymity using a form available on the Afnic’s website (« Request for the disclosure of personal information”). The disclosure of a registrant personal data is not automatic;  Afnic reserves the right not to grant the request, depending on the status of the applicant or the ultimate purpose given by the applicant. The form is available at following address : https://www.afnic.fr/en/dispute-resolution/tools-and-procedures/personal-data-disclosure-request-form-12.html

Please also note that Afnic has implemented a contact interface offering the possibility to third parties to communicate with a domain name's administrative contact who chose the "restricted publication" option.
More information are available here: https://www.afnic.fr/en/dispute-resolution/tools-and-procedures/reach-a-domain-name-administrative-contact/



4)	 Will your WHOIS policies and data access processes change with the GDPR or other new local laws that you are required to comply with?    If so how?

No, we consider that our current policies and processes are already compliant with GDPR.
However, Afnic is planning to provide domain registrants with more detailed information on their personal data processings.

5)	Has your registry been challenged in court due to collecting or displaying WHOIS data? If yes, what result?

No. As from the opening of .fr registration to individuals in 2006, Afnic has followed the French Data Protection Authority (CNIL) recommendations regarding the protection of personal data.
Since 2007, Afnic also has designated a Data Protection Officer. 

6)	What is the process for a domain dispute in terms of reveal of the registrant to the UDRP provider? Or ADR if applicable. 

There is no UDRP under .fr but Afnic provides two ADRs. One with WIPO (ADR expert) and another via Afnic directly (Syreli): https://www.afnic.fr/en/dispute-resolution/tools-and-procedures/adr-alternative-dispute-resolution-procedures/

In both cases, any participant in the ADR procedure is bound by the ADR Rules stating that any participant shall consider and treat as confidential all the data and information received.

7)	When / under what circumstances do you share with third parties information about the registrant and/or take action vis a vis the domain based on claims of abuse or illegality (i.e. what is the process with respect to claims of slander, defamation, copyright infringement, trademark infringement, fraud, financial fraud, scams, other forms of illegality)?  Are there different processes for different forms of abuse or illegality, or different requesters (law enforcement, trusted notifiers, registrars/registries, others)?

Personal data are confidential and protected and Afnic does not share information except under the above described circumstances / processes.

Regarding action taking, Afnic does not have the authority to take precautionary measures. As a consequence, actions on domain name can only be implemented further to a court order.

8)	Is there a transfer of personal information for transfers between Registrars? Within the GNSO we rely on a form of authorisation and publication of WHOIS info. 

Could you please clarify this question?

9)	Several ccTLD operators do not list an expiry date, is that due to privacy regulations or is there another reason? 

Afnic provides each domain name expiration date on its public whois.

10)	Where individual registrant consent is (or may become) required by law applicable to your ccTLD, how do you obtain (or plan to obtain) such consent?  

Afnic’s right to process personal data is based on a legal framework.
Under this framework Afnic has implemented “by-default” anonymity for individuals, their data being disclosed only when they explicitly choose to do so.

11) To the extent not already covered above, do you have/recommend any best practices that have been implemented in the ccTLD space for collecting, accessing or displaying personal information contained in Whois data in compliance with applicable privacy and other laws?
 
We believe that our policies implemented since 2006 provide a good balance between the protection of individual’s personal data according to GDPR standards and the access to those data in case of abuse or IP rights violations.

We remain at your disposal if you have any further question regarding our data protection policies.





Thank you for responding to the working groups questions, please submit your responses to the RDS PDP working group gnso-rds-pdp-ccTLDQs@icann.org

