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Section I Paragraph A and B make reference to the WHOIS Data Reminder Policy and the need for Registrars to remind the Registrant to update their WHOIS information if it is incorrect.  This ties into the new 2013 RAA Section 3.3.1, requiring at minimum the following data elements:

· Domain name
· Primary and secondary nameservers
· Registrar’s Identify 
· Original domain name creation date
· Expiration data of the domain name
· Name and postal address of the Registrant
· Name, postal address, email address, voice telephone number and fax number (if applicable) for the Technical Contact
· Name, postal address, email address, voice telephone number and fax number (if applicable) for the Technical Contact

Sections II, III and IV make reference to the WHOIS Data Reminder Policy, WHOIS Accuracy and Bulk Access, specifically recommending the processes for review of WHOIS data, addressing inaccuracies with the Registrants, and how to access bulk WHOIS information. There is no reference to any specific data element but rather makes mention of the holistic “WHOIS Data”.

In the comments to the report, the following data elements were addressed:

· “Telephone number” should be kept secret
· “Telephone number” and “postal address” may not be the optimal way to contact a registrant, therefore is there a need to store the data and keep it accurate
· “Telephone number”, ”email” and “postal address” are a maintained as the primary way to reach registrants
· A Registrant must have the option to “choose for his/her own name and email address not to be disclosed to anyone but law enforcement”.
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The document has 2 overarching themes:

· Propose an “Operational Point of Contact” (OPoC) which would replace the use of the Administrative and Technical Contact listing on the WHOIS
· Address privacy and WHOIS data disclosure

From the table in Section 7.1.1, the OPoC would remove the need for the Registrant to list their mailing information, and rather that all inquiries be forwarded to the OPoC or the Administrative or Technical Contacts if the registrant still chooses to provide these contacts. Furthermore, Section 4 Subsection 4 proposes what data the registrars must publish in their WHOIS taking into account that the Administrative and Technical Contacts will be replaced by the OPoC, as follows:

· The name of the Registered Name Holder
· The country and state/province of the Registered Name Holder
· The contact information of the primary OPoC, including:
· contact name of the OPoC
· contact address of the OPoc
· contact telephone number of the OPoC
· contact email address of the OPoC
· The initial registration date of the domain name
· The expiration date of the domain name
· The following registry level data:
· the domain name
· identify of the sponsoring registrar
· URI of the authoritative nameservers
· all authoritative nameservers
· status of the domain name

The proposal requires that registrants must provide at least 1 OPoC, with registrars allowing registrants to provide additional OPoCs. If more than 1 OPoC is provided, the data for those OPoCs must be listed on the WHOIS.

gTLD Registries will publish a limited set of data for each domain name, and will not provide any additional data beyond this set. This data is:

· The domain name
· Identity of the Sponsoring Registrar, namely:
· Registrar Name
· Corresponding IANA Registrar Identification number
· URI of the authoritative nameservers
· All authoritative nameserver hostnames and corresponding IP Addresses associated with the domain name record
· Status of the domain name
· Initial registration date of the domain name
· Expiration date of the domain name

Section 5 Subsection “Background Information” looks at “special circumstances” where privacy is important in order to protect the Registrant information being disclosed on the WHOIS. In the case of “special circumstances”, the .NL WHOIS model is proposed, where only the following information will be made public if a “special circumstance” request is approved:

· The domain name
· The name of the Registered Name Holder
· The address of the Registered Name Holder
· The name, telephone number and email address of the Administrative Contact
· The name, telephone number and email address of the Technical Contact
· Technical details

“Technical details” is not defined, but it can be safely assumed that they reference the “Registry Level Data” as mentioned above.

In Table 7.1.4 there is a recommendation to include a “Legal Contact” when the contact details of the Registered Name Holder are not available. The response to the recommendation looks at potentially including a third-party listing to accept service of legal process on behalf of the registrant. No further data elements are provided regarding this contact.

Section 7.2.4 provides a methodology to distinguish between commercial and non-commercial registrants. Through this process, a registrant would declare if they are commercial or con-commercial at registration of the domain name. Based on this it is proposed that non-commercial registrants do not have their “postal address” disclosed, as well not disclose their Administrative Contact’s:

· Postal address
· Email address
· Voice telephone number
· Fax number (if applicable)

The response to the aforementioned methodology identifies that it is highly susceptible to abuse.

Section 7.2.5. is a comment from the Dutch Post and Telecommunications Authority, outlining that they would only need the following WHOIS data (and that it must be accurate):

· Name, address, phone number, etc… of the Registered Name Holder (“etc…” is not defined)
· Name, address, phone number of the hosting company or website involved (“etc…” is not defined)
· IP addresses
· Registrar information

Section 10.2, Public access to Data looks to determine what data should be available for public access in the context of the purpose of WHOIS, and how to access data that is not available for public WHOIS. The section takes the data elements from sections 4 and separates request for data into 2 categories. The first category would disclose limited WHOIS information, while the second category will disclose all WHOIS information. There is no actual specification of data elements regarding either category.


EWG Recommendations for a Next-Generation RDS

Section 4 of the report looks at Improving Accountability, and identifies the following:

· Proposed data elements to be collected
· Whether or not each element should be mandatory for collection
· Whether or not each element should be disclosed on a WHOIS search, or require special access

The table below is a direct extract from section 4. The column “Collection M or O” defines whether the data element is “mandatory” or “optional” for collection. The column “Disclosure Default P or G” defines whether the data element is disclosed “publicly” or requires “gated access” by default. All of the elements required as part of the 2013 Registry Agreement as well as the 2013 Registrar Accreditation Agreement are included, with newly proposed data elements.

	Data Element
	Collection M or O
	Disclosure Default P or G

	
	
	

	REGISTRY/REGISTRAR PROVIDED DATA
	
	

	
	
	

	Registration Status
	M
	P

	DNSSEC Delegation
	O
	P

	Client Status (registrar)
	M
	P

	Server Status (registry)
	M
	P

	Registrar
	M
	P

	Reseller
	O
	P

	Registrar Jurisdiction
	M
	P

	Registry Jurisdiction
	M
	P

	Registration Agreement Language
	M
	P

	Creation Date
	M
	P

	Original Registration Date
	O
	P

	Registrar Expiration Date
	M
	P

	Updated Date
	M
	P

	Registrar URL
	M
	P

	Registrar IANA Number
	M
	P

	Registrar Abuse Contact Email Address
	M
	P

	Registrar Abuse Contact Phone Number
	M
	P

	URL of Internic Complaint Site
	M
	P

	
	
	

	REGISTRANT DATA COLLECTED FROM REGISTRANT
	
	

	
	
	

	Data Element
	Collection M or O
	Disclosure Default P or G

	
	
	

	Domain Name
	M
	P

	DNS Servers
	M
	P

	Registrant Name
	M
	G

	Registrant Type
	M
	P

	Registrant Contact ID
	M
	P

	Registrant Contact Validation Status
	M
	P

	Registrant Contact Last Validated Timestamp
	M
	P

	Registrant Organisation
	O
	P

	Registrant Company Identifier
	O
	P

	Registrant Street Address
	M
	G

	Registrant City
	M
	G

	Registrant State/Province
	O
	G

	Registrant Postal Code
	O
	G

	Registrant Country
	M
	G

	Registrant Phone + Extension
	M
	G

	Registrant Alternate Phone + Extension
	O
	G

	Registrant Email Address
	M
	P

	Registrant Alternate Email Address
	O
	P

	Registrant Fax and Extension
	O
	G

	Registrant SMS
	O
	G

	Registrant Instant Messenger
	O
	G

	Registrant Social Media
	O
	G

	Registrant Alternate Social Media
	O
	G

	Registrant Contact URL
	O
	G

	Registrant Abuse URL
	O
	G



The report identifies various Purpose Based Contacts (PBCs) which will be listed on the WHOIS. Each PBC serves a specific purpose as follows:

· Admin: Handling requests related to domain name acquisition and sale, such as purchase inquiries and domain name transfers. 
· Legal: Handling requests about this domain name from tax authorities, UDRP investigators, contractual compliance investigators, and legal representatives. 
· Technical: Handling requests about this domain name related to problems with website outages, DNS issues, mail delivery issues, etc. 
· Abuse: Handling DNS abuse reports about this domain name, including phishing, spam, and other harmful Internet activities. 
· Privacy Proxy: Handling requests for relay/reveal, fielding complaints about domain name abuse on behalf of the Registrant/Licensee, complying with LEA investigations into criminal activities. 
· Business: Handling consumer requests for information about a business and information for contacting the company for further information or to resolve customer complaints.

The report proposes the following data elements for EACH PBC, to be disclosed in the WHOIS. The “Collection” column now includes an additional option “R” meaning “Recommended”. “Recommended” means that the information may not be provided at the discretion of the Contact Holder.:

	PURPOSE BASED CONTACTS (PBC)
	
	

	
	
	

	Data Element
	Collection M or O
	Disclosure Default P or G

	
	
	

	PBC Contact Type Contact ID
	M
	P

	PBC ID
	M
	P

	PBC Validation Status
	M
	P

	PBC Last Validated Timestamp
	M
	P

	PBC Name
	M
	P

	PBC Organisation
	M
	P

	PBC Street Address
	M
	P

	PBC City
	M
	P

	PBC State/Province
	O
	P

	PBC Postal Code
	O
	P

	PBC Country
	M
	P

	PBC Phone + Extension
	R
	P

	PBC Alternate Phone + Extension
	R
	P

	PBC Email Address
	M
	P

	PBC Alternate Email Address
	R
	P

	PBC Fax + Extension
	O
	P

	PBC SMS
	R
	P

	PBC Instant Messenger
	R
	P

	PBC Social Media
	O
	P

	PBC Alternate Social Media
	O
	P

	PBC Contact URL
	R
	P

	PBC Abuse URL
	O
	p



For some PBCs “mandatory” requirements are listed as “recommended” requirements. For the purpose of saving space in this review, all “R” requirements where an “M” is set for another PBC, have been listed as “M” by default. The readers are encouraged to review the differences in “R” and “M” for each PBC, outlined in the table provided in the EWG report on pages 51 to 56.

The report also proposes new data elements which have the following definitions:

· Registrar and Registry Jurisdiction: The legal jurisdiction in which the Registrar or Registry operates, as indicated in their signed agreement with ICANN. 
· Registration Agreement Language: The language in which the Registrar’s contract with the Registrant is written. 
· Original Registration Date: The date on which this domain name was first registered 
· Client Status, Server Status: Expanding upon 2013 RAA client status values, these data elements contain the Registrar (client) and Registry (server) status values currently applied to this domain name: DeleteProhibited, RenewProhibited, TransferProhibited. 
· Registrant Company Identifier: The UK trading number, D-U-N-S number, or other unique real-world company identifier assigned to the Registrant by a public business directory. This enables searching for a company outside the RDS.
· Registrant Contact ID: A unique handle assigned to a pre-validated block of contact data identified as this domain name’s Registrant. This ID enables reuse and maintenance of contact data within the RDS. Note that when Registrant Type = Privacy/Proxy, the Registrant Contact ID will reflect the unique identifier assigned to that accredited Privacy/Proxy Provider. Registrant/PBC Contact Validation Status,
· Registrant/PBC Contact Last Validated Timestamp: The highest level of validation achieved and the date that is was mostrecently validated. 
· Registrant/PBC SMS, IM, Social Media: New contact methods that may optionally be used to reach the Registrant or PBC via SMS, instant messaging, or another alternative social media communication vector. 
· Registrant/PBC Alt Email, Alt Phone, Alt Social Media: New alternative addresses that may optionally be used to reach the Registrant or PBC when the primary address fails. These new data elements are intended to address common needs such as resolving tech issues when the domain name itself is down and enabling faster contact via mobile phone or social media. 
· Registrant/PBC Contact_URL, Abuse_URL: New data elements that optionally lead to web pages where contact or abuse reporting instructions, policies, or forms may be placed to facilitate more productive communication. 
· PBC Contact ID: A unique handle assigned to a pre-validated block of contact data identified as a PBC for this domain name, in the role indicated by the Contact Role. Registrant Contact ID and PBC Contact ID may or may not refer to the same contact.




EWG Tutorial

The document addresses data on slides 10 to 14. It mentions that the WHOIS currently in use is potentially limited and does not allow for additional or alternate data (which may be useful?). 

The document proposes a “minimum public data” approach, whereby only certain data elements will be disclosed, while the majority of data will be disclosed based on access rights. 

The document introduces Purpose Based Contacts (PBSs), who are validated externally, can update their own information, and whose data elements may be  disclosed.

The document defines that the “minimum registration data” be publicly available without any form of authentication. This includes (from the data elements in the report):

· Domain name data supplied by Registrars and Registry
· Registrant Contact ID
· Registrant Email address
· Minimum public registrant contact data
· PBC’s ID


EWG FAQs

The EWG FAQ addresses questions regarding data elements in FAQs 13 to 18. There is no specific mention of actual data elements, but references to the report about how the EWG proposed to handle existing and potentially new data elements.

The EWG FAQ addresses questions regarding data collection and storage in FAQs 19 to 24. It recommends (FAQ 19) that a new third-party be introduced to handle the data collection and validation.

The EWG FAQ also addresses the reasoning behind the proposed new Purpose Based Contacts (PBCs), providing the definition and purpose of each, but not the data elements, as the elements are defined in the report.

FAQs 25 to 31 address the purpose of the data and why new data elements have been proposed. It further clarifies how disclosure will be handled through gated access at the registrar and registry level.




Video FAQ: What is the RDS minimum public data set

[bookmark: _GoBack]From 0:26 to 0:42  the speaker mentions that the proposed RDS will provide just enough data to:

· meet basic, common DNS needs
· communicate with each domain’s registry and registrar
· identify the email of the registrant
· identity the designated Purpose Based Contacts (PBCs)

If any additional data elements are required, authentication would depict what data elements would be returned.

At 1:05 the speaker mentions that PBCs will maintain their own data (accuracy of the data).

At 1:18 the speaker confirms the “minimum public data” to be provided as:

· Domain name data supplied by Registrars and Registry
· Registrant Contact ID
· Registrant Email Address
· Minimum public registrant contact data
· PBC’s ID

At 1:40 the speaker confirms that mandatory PBS data elements will be required as part of a new domain name registration, but the public viewing would be restricted to PBC ID and not the rest of the PBC data.
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