
DESCRIPTION of 2013 RAA DATA RETENTION SPECIFICATION DATA ELEMENTS AND POTENTIALLY LEGITIMATE PURPOSES FOR COLLECTION/RETENTION 

Summary
This document lists  and describes all data elements that can be collected by the registrars in accordance with the 2013 RAA and it provides reasons / legitimate purposes for that collection and retention.
I grouped the data elements per types of reasons


1) Standard data elements:
First and last name of the registrant; Title of registrant’s administrative contact, Technical contact and billing contact, Postal address, Email address, Telephone number.
Types of domain name services purchased.
Data required to process recurring payments or any information regarding the means and source of payment reasonably necessary for the Registrar to process the Registration transaction.
Reasons for collection:
Registrar's internal use for administration of the contract with Registrant both during and for some period of time after the registration (to address hijacking, theft, slamming and to facilitate resolution of transfer disputes in accordance with the TDRP) Billing; Billing disputes; Chargebacks.


2) WHOIS information :
Data Enabling Registrar to populate and make available to the public community the WHOIS register both during and for some period of time after the registration (to address hijacking, theft, slamming and to facilitate resolution of transfer disputes in accordance with the TDRP) 
Reasons for collection:
Abuse mitigation, Facilitating domain name purchases and sales 

3) Records of communications with the registrant regarding the registration: 
Information regarding website visits and stored in log files 
Log files including communication sources, IP, ISP, behaviour on the website, method of transmission, source IP address, HTTP header, email, Skype handle associated with communication ; 
log files including dates, times and time zones of communications and sessions, including the initial registration. Registrars and registry operators utilise Extensible Provisioning Protocol (EPP) to track, manage and reconcile the status of domain name registrations. Log files of EPP records indicates when a registration is first made, when it is transferred or deleted, modified etc. Assign unique authorisation codes to event s as a security measures to prevent unauthorised transfer, deletion or author abuse.

Reasons for collection:
Fraud prevention
Billing disputes
Resolution of disputes between Registrar and Registry Operator or between two Registrars or between Registrar and Registrant regarding the status of a Registration, e.g., Registrant says it never authorized the transfer of a domain name from one Registrar to another Registrar; log files maintained by Registrar could show when and from what source a request for transfer was made. 
But also for commercial purposes (examination of consumer behaviour).



