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URS Providers, Registrars, ICANN, and Registries MUST support the OpenPGP standard as described in RFC 4880 for signing messages, message format, etc. Several files are provided by ICANN at the repository located at https://urs.icann.org. In order to access the repository, HTTP Basic access authentication MUST be used. Credentials for accessing the repository will be provided by ICANN to URS Providers.
Generals:
· Date and time, datetime: Date and time are specified following the standard "Date and Time on the Internet specification" in RFC 3339.
Registry Provider Information:
· Registry Provider PGP Keys:
· The Registry Provider PGP Keys is an ASCII-armored PGP key-ring file that contains the PGP keys used by Registry Operators to sign the notifications sent by email from Registry Operators to URS Providers.
· RyOPK is located at https://urs.icann.org/registry/registry-pgp-keys.asc
· The RyOPK MUST be used to validate the PGP signature in the notifications sent from the Registry Operators to the URS providers. 
· After accessing https://urs.icann.org/registry/registry-pgp-keys.asc, the server will respond with an HTTP 302 status code redirecting to the latest RyOPK. The filename of the RyOPK is registry-pgp-keys.<YYYYMMDDvv>.asc, Where:
· YYYY: year that the URSPK was updated.
· MM: zero-padded month that the URSPK was updated.
· DD: zero-padded day that the URSPK was updated.
· vv: zero-padded version of the URSPK, "00" is used for the first version of the day. 
· URS providers MUST download and process this file every 6 hours.
Registry Provider Information:
· Registry Contacts CSV:
· The Registry Contacts CSV (RyCC) contains a list of Registry and URS point of contact.
· The RyCC is located at https://urs.icann.org/registry/registry-contacts.csv, the RyCC is contained in a CSV-like formatted file that has the following structure:
· first line: <version>,<RyCC creation datetime>. Where:
· <version>, version of the file, this field MUST be 1.
· <RyCC creation datetime>, datetime in UTC that the RyCC was created.
· line: a header line as specified in RFC 4180, With the header names as follows:
· <TLD>,<RyOContactName>,<RyOContactEmailAddress>,<RyOContactPrimaryNumber>,<RyOContactSecondaryNumber>,<BEROContactName>,<BEROContactEmailAddress>,<BEROContactPrimaryNumber>,<BEROContactSecondaryNumber>,<RyOAccountName>
· One or more lines with: 
· <TLD>
· <URS POC - Registry Operator - Name>
· <URS POC - Registry Operator - Email Address>
· <URS POC - Registry Operator - Primary Number>
· <URS POC - Registry Operator - Secondary Number>
· <URS POC - Backend Technical Service Provider - Name>
· <URS POC - Backend Technical Service Provider - Email Address>
· <URS POC - Backend Technical Service Provider - Primary Number>
· <URS POC - Backend Technical Service Provider - Secondary Number>
· <Registry Operator Account Name>
· Note:  the phone and mobile number must be in E.164 format.
· URS providers MUST download and process this file every 6 hours.
· URS providers MUST send all communications to both URS POC when available.
Sending OpenPGP signed messages:
As described in the URS Technical Requirements document, the URS provider MUST cryptographically sign (using the OpenPGP standard) the URS notices sent to the Registry Operators. 
The URS provider MUST send the notices in plain text, using only ASCII printable characters (e.g., no control characters) to maximize the chances of successful validation by the receiving party[footnoteRef:1].  [1:  There have been instances of validation issues arising when this recommendation is not being followed, due to email clients not handling control characters correctly.] 

The URS provider MUST include the date in all communications sent to Registries and Registrars.
If the URS provider is going to automate the workflow of sending the URS notices, the open-source software [http://www.openpgp.org/] is a good alternative to cryptographically sign the messages. This open-source software runs in Windows and Linux.
If the URS provider is going to manually sign the URS notices, the following easy-to-use alternatives are known to work for this purpose:
· Windows/Microsoft Outlook:
· http://www.gpg4win.org/
· Windows/Linux/Thunderbird:
· https://www.enigmail.net/home/index.php
Provisioning of DNS services:
· The URS Provider MUST configure the following DNS infrastructure for the informational web page for URS suspended domains:
1. Providing a set of at least two nameservers that respond authoritatively over IPv4 and IPv6 for the URS suspended domain.
1. The URS suspended domain MUST be DNSSEC-signed using RSASHA256 algorithm with a 2048 bits length key for DNSKEY records.

· The URS provider MUST provision a DNS zone for every domain name that is URS-suspended.
Provisioning of Web service:
· The URS Provider MUST configure the following web infrastructure for the informational web page for URS suspended domains:
1. The URS-suspended website shall be shown to end-users trying to access:
1. Any internal path, for example: https://domain.example/example/example
1. Any subdomain name, for example: https://www.domain.example, https://site.domain.example
1. Directly the domain name, for example: https://domain.example/ 
1. The URS-Suspended website MUST work over HTTPS. The Transport Layer Security (TLS) certificate used for the URS-Suspended website must be issued by a Certificate Authority (CA) trusted by the major browsers and mobile operating systems such as the ones listed in the Mozilla Included CA Certificate List (https://wiki.mozilla.org/CA:IncludedCAs).
1. The TLS certificate used for the URS-suspended website must be issued by a CA that follows the latest CAB Forum Baseline Requirements (https://cabforum.org/baseline-requirements-documents).
1. The TLS certificate used for the URS-Suspended website must be renewed as needed while the URS suspension remains active.
1. The URS-Suspended website server shall follow the recommendations in RFC7525 and newer versions of the document with regard to TLS. Additionally, the web server shall be configured for strong encryption, following similar recommendations if not using Apache, as described at https://httpd.apache.org/docs/trunk/ssl/ssl_howto.html
1. End-users accessing through HTTP shall be automatically redirected to HTTPS.
1. The URS provider may use a Domain-Validated (DV) certificate to provide HTTPS. An example of a certification authority (CA) that currently supports automated issuance of DV certificates at no cost is https://letsencrypt.org/. 

