U-1 Requestor First and Last String Yes Yes
Name
u-2 Requestor Email Address String Yes Yes
uU-3 Username String Yes Yes
R-1 Request Category Picklist - law enforcement Yes Yes
- security researcher
- computer security incident
response team (CSIRT)
- cybersecurity incident response
team (non-CSIRT)
- consumer protection
- research (non-security)
- domain investor
- IP holder
- dispute resolution service
provider
- litigation/dispute resolution (non-
IP)
- other
R-2 Other Category Explain: String Yes Yes
R-3 Additional contact details: String Yes Yes
Postal Address
R-4 Additional contact details: String Yes Yes
Telephone number
Organization/Affiliation No Yes
(Company) (optional)
R-5 Party representation: Picklist - | am authorized to act on behalf |Yes Yes

of a third party in submitting this
request.

- | am submitting this request on
my own behalf.




R-7 Identify the country or Multi-select Selectable list of ICANN standard |Yes Yes
countries in which you or the | Picklist country code list. One or more
party you represent will jurisdictions can be selected
process the requested data if
such data is provided to you
by the contracted party,
including jurisdictions in which
any third party will process
such data upon your behalf
(including storage by a cloud
service provider):
R-8 Provide full domain name String Yes Yes Validation: The data
subject to the request. entered must be a fully
qualified domain name
matching the format
example.exampleTLD
R-9 List of Elements Requested Label (see notes) User must select at
least one data element
- Can be multiple
Registry Domain ID Checkbox No Yes
Registry Registrant ID Checkbox No Yes
Registrant Name Checkbox No Yes
Registrant Org Checkbox No Yes
Registrant Street Checkbox No Yes
Registrant City Checkbox No Yes
Registrant Postal Code Checkbox No Yes
Registrant Phone Checkbox No Yes
Registrant Email Checkbox No Yes
Tech ID Checkbox No Yes
Tech Name Checkbox No Yes
Tech Phone Checkbox No Yes
Tech Email Checkbox No Yes
R-10 Identify your request priority Picklist - Standard Request Yes Yes Separate from original

level

- Expedited Review Request

requestor Priority (need
to keep track of what
was requested vs what
was approved




R-11

Please provide a brief
explanation for why you
believe your request warrants
expedited processing.

String

Yes (see notes)

Yes

R-13

Provide a brief description of
the specific issue the request
is attempting to resolve.

String

Yes

Yes

Has a Law Enforcement
request for data such as
subpoena, court order, warrant
or any other form of legal
request been issued
requesting the disclosure of
the requested data?

Picklist

- Yes
-No

Yes

Yes

R-15-a

If the answer to 14 is “Yes”,
indicate if there is any specific
date by which the registrar
must respond (optional)

Date

Enter date: YYYY-MM-DD

Yes (see notes)

Yes

Only if #14 = Yes

R-15-b

If the answer to 14 is “Yes”,
Please attach a copy of the
Law Enforcement request
(subpoena, court order) as
identified above

Attachment

Yes (see notes)

Yes

Only if #15-a = Yes

R-16

Are you asserting a legal basis
under which you would
process the requested data
pursuant to the European
Union General Data Protection
Regulation or other applicable
law?

Picklist

- Yes
-No

Yes

Yes




R-17 If the answer to 16 is yes, Picklist - GDPR Art. 6(1)a, data subject Yes (see notes) Yes Only if #16 = Yes
identify your asserted legal consent;
basis. - GDPR Art. 6(1)b, contractual
necessity;
- GDPR Art. 6(1)c, compliance with
a legal obligation to which the
controller is subject;
- GDPR Art. 6(1)d, processing is
necessary to protect the vital
interests of a data subject or other
natural person;
- GDPR Art. 6(1)e, processing is
necessary for a task carried out in
the public interest, as set out in EU
or EU Member State law;
- GDPR Art. 6(1)f, legitimate
interests
- Other applicable law legal basis
R-18 If “other applicable law (non- | String Yes (see notes) Yes Only if #17 = other
GDPR) legal basis” is selected applicable law (non-
in Q17, identify the applicable GDPR) legal basis
law, including a section
reference and explanation.
R-19 You may attach up to 3 Attachment No Yes Attachments not stored
additional materials that are in NSp but need a
valid to supporting your mechanism to provide a
request including justification link to access (once
in support of an expedited received from
review request (optional). community)
A-1 | agree that the request is, to | Checkbox Yes Yes

the best of my knowledge,
complete and accurate, and
that such request is submitted
in good faith.




A-2

| affirm that any personal data
received in response to this
request will be processed and
transferred in compliance with
any applicable data protection
law, and shall not be stored,
transferred, or otherwise
shared in contravention with
any applicable data protection
law. Where applicable data
protection law requires a
registrar to enter into
contractual safeguards for the
cross-border transfer of
personal data, | agree that
entering into such agreement
with the registrar may be
required before the registrar
will disclose the requested
data.

Checkbox

Yes

Yes




