Commingling of cross-script code points in a single IDN table (recommendation 5, version 3) 

All code points in a single label will be taken from the same script as determined by the Unicode Standard Annex #24: Script Names http://www.unicode.org/reports/tr24. Exceptions to this guideline are permissible for languages with established orthographies and conventions that require the commingled use of multiple scripts. Even in the case of this exception, visually confusable characters from different scripts will not be allowed in a single label unless such confusability is addressed by explicit rules. to co-exist in a single set of permissible code points unless a corresponding policy and character table is clearly defined.	Comment by Dennis Tan: Should “will” be replaced by “should” or “must”?	Comment by Dennis Tan: Mats suggests adding “explicit” to read as “explicit script”, however the term “explicit script” is not defined in the Unicode Standard Annex 24. He clarifies “It must be possible to mix European digits with letters, and those are in different Unicode Scripts.” He refers to the use of “inherit” and “common” code points.	Comment by Dennis Tan: Revised per Jan 5, 2016 feedback.
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Harmonization of variant rules across same-script IDN tables

TLD registries with a variant policy will ensure that all applicable same-script IDN Tables with a variant policy have uniform variant rules that properly account for symmetry and transitivity properties of all variant sets.  Exceptions to this guideline vis-à-vis symmetry and transitivity properties will be clearly documented in registries’ public policy. TLD registries will also re-evaluate potential variant relationships that may require create new variant sets due to the introduction of additional IDN Tables to registry’s repertoire.	Comment by Dennis Tan: Per https://tools.ietf.org/html/draft-freytag-lager-variant-rules-02#section-2 (Section 2, Variant Relationships)	Comment by Dennis Tan: Per feedback on Jan 5, 2017
“even if an IDN language table is implemented and does not have variant rules, the variants may still need to be introduced if another IDN table is added for a different language using the same script”

While I appreciate the scenario, I struggle with this guideline.

When one of two tables have variant sets, it’s going to be relative easy to look at potential new variant relationships (this is covered with the first paragraph). But what if none of the tables have any variant sets defined, what is the registry operator to do?. For example:

Let’s say registry operator already implemented IDN Table A which has no variants. It later wants to implement IDN Table B which has no recognized variants either. Both tables were taken from reference tables (LGRs) backed by their own language communities.

IDN Table A has a code point X that is a variant of code point Y in IDN Table B. However, since none of the IDN Tables permitted the two code points to commingle there was no need for a variant set. Then, how can the registry operator (who has no language or script expertise) determine that there should be a variant relationship between X and Y if all it has are the LGRs?.

Does this make sense? --- Need further discussion.



Cross-script homoglyph labels

TLD registries may apply whole-label evaluation rules to new registrations that minimize whole-script homoglyph labels as determined by Unicode Technical Standard #39: Unicode Security Mechanisms http://unicode.org/reports/tr39/tr39-1.html#Whole_Script_Confusables. Registries may use data references such as Unicode’s intentional.txt or confusables.txt, the Root Zone LGR homoglyphs references or other authoritative sources. Any policy and its sources will be clearly documented in the registry’s public website.	Comment by Dennis Tan: Trying to strike a balance between enabling a safe environment and growing the IDN space. Too many requirements on IDN implementation impose a “tax” on registries, and potentially registrars, that want to grow the space.

Per a 2015 APWG report, homographic attacks using IDNs are extremely rare. Considering that IDNs represent 2% of global domain names, we are talking about solving for a tiny fraction of these potential cases. Moreover, we have discussed using intentional.txt which has been determined to be limited in scope. Root Zone LGR work doesn’t cover all cases either. 

I would recommend keeping this guideline as is or place it in other section as an advisory but not as an actual guideline.

Need further discussion	Comment by Dennis Tan: Need to discuss what to do with existing registrations. This is pending.
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