Proposal for Urgent and other high priority requests
Steve Crocker, 15 July 2023


The following is a proposal intended to address the multiple, competing issues related to Urgent requests.


1. ICANN will maintain a point of contact for every registrar for Urgent and other high priority requests.  Every registrar will supply ICANN with a current point of contact.  ICANN will keep this list confidential.  Registrars are required to respond quickly, usually within minutes, when receiving a call or email from ICANN.

Commentary: ICANN already maintains a 24-hour service for security and other urgent contacts.  Similarly, essentially every other operational organization in every industry does the same.  ICANN does not currently have a list of operational contacts for registrars, but it does have a similar list for TLD operators.

Commentary: The publicly accessible registration data provides the registrar associated with each registered domain name.  Further, it’s my understanding that even if a domain name has been registered by a reseller, the registrar has the registration data.  (The data may be in the registrar’s own files or in the reseller’s files, but the registrar nonetheless has immediate, electronic access to the registration data.)  Therefore, it is only necessary to maintain a list of registrars, not resellers.  But each registrar is explicitly responsible for having access to the registration data of all domain names registered under its credentials.

2. ICANN will receive Urgent and other high priority requests and determine if the requester is providing plausible information.  If so, ICANN will connect the requester to the registrar.  The requester and the nature of the request will be logged, and an after-action report prepared for each such request.  If the request is from a known and trusted source, e.g. previously identified law enforcement personnel, ICANN may provide direct contact information to the requester.

Commentary: The above process filters out at least some portion of bogus requests and gathers data.  The data will be used to assess the efficacy of the process and provide a basis for assigning accountability to both the requester and the registrar.


3. Contracted parties shall respond to urgent reasonable requests for lawful disclosure swiftly and without undue delay but no later than 24 hours after the request is received.  If extenuating circumstances exist, contracted parties shall notify the requestor and may respond after 24 hours but the total response time shall not exceed two calendar days from the time of the request.

Commentary: The burden and prerogative regarding whether and how to respond remains with the registrar.
