

GAC IRT members’ input on ICANN org’s proposed language for the registration data policy concerning “urgent requests”. 


Definition of Urgent Requests: requests that are limited to circumstances that pose an imminent threat to life, of serious bodily injury, to critical infrastructure, or of child exploitation in cases where disclosure of the data is necessary in combatting or addressing this threat. Critical infrastructure means the physical and cyber systems that are vital in that their incapacity or destruction would have a debilitating impact on economic security or public safety. 	Comment by GAC: It is suggested to include the definition of urgent requests under the definition section of the registration data policy 




1. Registrar and Registry Operators MUST establish and maintain a dedicated point of contact, including a dedicated email address, to receive Urgent Requests for Lawful Disclosure, and MUST provide this contact information to ICANN for the purpose of maintaining a list of such contacts.  For Registrar operators, this contact MAY be the same as that described in RAA 3.18.3, which describes “dedicated email address and telephone number that is monitored 24 hours a day, seven days a week, to receive reports of Illegal Activity ”.

2. For Urgent Requests for Lawful Disclosure from an authenticated entity, Registrar and Registry Operator MUST acknowledge receipt of an Urgent Request for Lawful Disclosure without undue delay, but no more than two hours from receipt. 
a. For avoidance of doubt, Urgent Requests will be defined as requests that are limited to circumstances that pose an imminent threat to life, of serious bodily injury, to critical infrastructure, or of child exploitation in cases where disclosure of the data is necessary in combatting or addressing this threat. Critical infrastructure means the physical and cyber systems that are vital in that their incapacity or destruction would have a debilitating impact on economic security or public safety. 

3. Following acknowledgement of the Urgent Requests for Lawful Disclosure, Registrars and Registry Operators MUST consider the request on its merits, considering the specific rationale and basis for each request, which may include taking into account jurisdictional issues. 

4. Following its consideration, Registrars and Registry Operators MUST provide its response to the authenticated entity within 24 hours.

5. If exceptional circumstances occur, Registrars and Registry Operators MUST, without undue delay and in all cases within 24 hours, notify the authenticated entity if there is a need for an extension to respond. The notification must include the rationale for the extension and the timeframe within which the Registrar or Registry Operator expects to respond, which cannot exceed 72 hours from receipt of the request.  Examples of exceptional circumstances include  events of force majeure (unforeseen and uncontrollable events), such as those affecting the availability of the infrastructure, and circumstances associated with the complexity of the request,  such as a request involving a high number of domain names. For the avoidance of doubt, circumstances which do not justify an extending the 24-hour timeline include foreseeable circumstances such as calendar holidays, planned leave, or planned travel.   

6. In the event that the Registrar or Registry Operator denies disclosing the data to the requesting authenticated entity, Registrar and Registry Operators MUST provide a rationale for why Registry Operator or Registrar cannot provide the requested data (in whole or in part) that identifies the specific reason(s) for such denial, including a clear explanation of how it arrived at its decision that is sufficient for a requestor to objectively understand the reasons for the decision.


