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DNS Abuse Introduction
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DNS Abuse is generally
understood as including

all or part of activities . (DDoS)
such as: \ @
Spam
= Distribution of illegal
gal materials
&n)

[However, it should be noted that even the exact definition of “DNS Abuse” is a subject of active
debate.




ICANN Community Discussions in the ICANN Community
revolve around:

What tools and procedures
can ICANN org, and related
Definition of DNS Abuse interested stakeholders
use to reduce the |
occurrence and respond | —

appropriately? \\_'_4

Who is responsible for
which parts of the puzzle,
and how can different
actors best cooperate?




Recent Developments
Security and Stability Advisory Committee (SSAC) Report (SAC115)

General framework to addressing The report discusses the following topics

Abuse and best practices and

processes to streamline reporting of
DNS abuse

Evidentiary
Terminology

,‘mdardf

Escalation
Paths

SSAC in this report examined the
creation of a “Common Abuse

Response Facilitator” to streamline
abuse reporting and minimize abuse
victimization.




Recent Developments
SSR2 The Second Security, Stability, and Resiliency Review

Assemble
* The SSR Review conducted frequently HEHBLy feali
every five years, measured from the e
date the previous SSR Review Team Operating Plan Review
was convened (see Bylaws, Section Process
4.6(c)).
* |ts objective to examine how
effectively ICANN is meeting its SSR2 phases and
commitment to enhance the status of each

review Conduct Review

operational stability, reliability, Implement
resiliency, security and global Improvements
interoperability of the

systems/processes (internal/external)
FLEI : Board Action
Implementation

that affect the Internet's unique
identifiers



https://www.icann.org/resources/pages/governance/bylaws-en
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