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A Brief Guide to the Domain Name System and WHOIS 

DNS and WHOIS – How it Works

The Domain Name System (DNS) helps people to find resources like websites and email servers on the Internet. To explain it in simple terms, every computer has a unique number called an IP address, e.g. 74.125.73.147, which could be compared to a phone number. One computer can contact another as long as it knows its IP address. Because these numbers are difficult to remember, we tend to use domain names e.g. www.icann.org instead. DNS is the system that translates between domain names and IP addresses. It is made up of many components which include WHOIS databases, domain name servers and root servers. 

WHOIS is the Internet protocol that is used to query information relating to who ‘owns’ a domain name. Actually people do not own domains; they simply reserve the right to use them for a period of time. The databases that contain this information are referred to as WHOIS registries and these hold contact details of the registrant
, i.e. the person or organisation who reserves a domain. WHOIS registries are run by Registry Operators, for example VeriSign who maintain the .com registry. 

Registry operators also maintain another vital piece of information. Within their name servers they identify the authoritative name servers
 for their domains, which hold the key to where a website is located. For example, if you type www.icann.org into a browser, your ISP will query the relevant WHOIS registry operator to find out which name server is associated to that domain name. That name server is then contacted and will return the IP address for that domain name. Your computer can now connect to the computer(s) that will serve up the ICANN homepage. This process is illustrated below.
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As can be seen in the diagram on the previous page, the selection of which registry operator is to be queried each time depends on the final part of the domain (e.g. .com, .net, .uk), also known as the Top Level Domain (TLD
). If the ISP doesn’t already know which registry operator to ask for information on .org domain names, it can ask a root server. There are various root servers located all over the world which hold this information and can direct the request to the relevant registry operator. 
In reality, the root servers, registry name servers and authoritative name servers are not usually queried directly, as the information is cached for a time by your ISP (and on name servers across the Internet) from the first time that someone requests this domain. 
The Domain Name Registration Process
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The WHO’S WHO of domain name registration 

Like IP addresses, domain names also need to be unique so there has to be a way of associating them with a particular person or organisation. This is done through the domain name registration process. In order to reserve a domain, a registrant must register it with one of almost a thousand ICANN-accredited registrars. The registrar will check if the domain is available and will ensure that the WHOIS contact information is updated for that domain name. It is also possible to register domains through resellers. The diagram below illustrates the main functions of the parties that are usually involved in the process.

A Registrant is the person or organisation who has registered the domain name. In order to do so, the registrant will usually apply online to a domain registrar or one of their resellers. The registrant is bound only by the terms and conditions of the registrar with which it registers, for instance adhering to a certain code of conduct or indemnifying the registrar against any legal or civil action taken as a result of use of the domain name. Registrants have certain responsibilities which should be incorporated into these terms and conditions in terms of payment of registration fees and submission and timely update of accurate data. 
In addition to registering the name, they also need to have their domains listed on name servers in order to have that domain reachable on the Internet. If this service is not offered by the registrar, or registrants opt out, then they are responsible for procuring or hosting their own name servers.

Registrars are organisations accredited by ICANN and certified by relevant registry operators to sell domains.  They are thus bound by the Registrar Accreditation Agreement (RAA) with ICANN
 - and also by their agreements with the registry operators. The RAA sets out responsibilities for the registrar including maintenance of WHOIS data, submission of data to domain registries, facilitating public WHOIS queries, ensuring registrants details are escrowed or that if not possible to escrow (e.g. for some proxy and privacy registrations) that registrants are aware of this, and finally complying with RAA conditions relating to the conclusion of the registration period. 

Registrars are also responsible for verifying WHOIS information supplied by the registrant, and for periodic re-verification of contact information. They are required to take reasonable steps to verify contact information if notified that it is inaccurate and also to correct these inaccuracies where they are aware of them. The Registrar must maintain proper contact information for itself, including a valid email and mailing address which should be posted on their website. The RAA also requires the Registrar to take compliance and enforcement action against a Reseller violating any of the required provisions.
Some registrants may opt to register through a Reseller. These are affiliated to registrars, and usually offer other services such as web hosting, email mailboxes etc.  Resellers are only bound by their agreements with the registrar(s) whose services they sell, they are not accredited by ICANN. However, the registrar for whom they are re-selling will still be accountable for the domains that they sell. 

Under the 2009 RAA, registrars must include specific items in their agreements with resellers, such as identification of the sponsoring registrar and all of the same provisions that the registrar is required to include in its agreements with domain name registrants. 

While Registrars are contracted by them to conduct the day to day business of selling domain name registrations, Registry Operators are responsible for maintaining the registry for each TLD. The responsibilities of the registry operator include accepting registration requests (whether from registrars or directly from registrants), maintaining a database of the necessary registration data and providing name servers to publish the zone file data (i.e. information about the location of a domain) throughout the Internet.

Finally, the Internet Corporation for Assigned Names and Numbers (ICANN) is the international non-profit corporation that oversees the assignment of both IP addresses and domain names. It has responsibility for managing root server and TLD name system management and has contractual arrangements with both registries and registrars.
� Most registries are ‘thick’, i.e. they hold all WHOIS information within their TLD. Other registries such as ‘.com’ run by VeriSign actually contain only basic domain information and a pointer to smaller WHOIS databases held by individual registrars.


� Authoritative name servers are those that can give an authoritative answer on where a domain is located , rather than one that has simply cached a response received from another name server


� This Guide covers only generic top level domains (gTLDs), which come under the control of ICANN, however there are also hundreds of country-code top-level domains (ccTLDs) such as .uk that correspond to countries or territories around the world.


� An ICANN accreditation is currently granted for a term of 5 years. In order for a registrar to maintain its accreditation, it must renew its RAA every 5 years. This means that the 2009 RAA might not be applied to all existing registrars before 2014.
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