Our Currently-Agreed Upon Recommendations

(owners: kathy and alice)

Note: This document consolidates and centralizes the recommendations converged upon at various points in Dakar and afterwards.  All wording copied directly from the original document. A few additional words have been added to expand a bullet point into a sentence. 

Further note: The links to all of the original documents (which have additional outlines and ideas) are linked to at the bottom of the page.

I. Recommendations from our Brainstorming Session (Saturday afternoon in Dakar)

1. ICANN's WHOIS policy is poorly defined and decentralized. The recommendation is to create a single WHOIS policy document, and reference it in subsequent versions of agreements with Contracted Parties
ICANN 
should document 
the current gTLD WHOIS policy as set out in the gTLD Registry and Registrar contracts and gNSO consensus policies and procedure
.

2. ICANN 
should make WHOIS a strategic priority. This should involve allocating sufficient resources, through the budget process, to ensure that ICANN compliance staff is fully resourced to take a proactive regulatory role and encourage a culture of compliance. ICANN Staff should nominate a person responsible for overseeing WHOIS compliance.

3. [ICANN should ensure that WHOIS policy issues are accompanied by] Cross-community outreach including outreach to the community outside ICANN with specific interest in this issue.
4. ICANN should take appropriate measures to reduce the number of unreachable Whois registrations (as defined by the NORC Data Accuracy Study, 2010) by 50% within 12 months and by 50% again over the following 12 months.

5. ICANN 
be able to produce an accuracy report on an annual basis.
6. (ICANN should provide) status report (+references) on its progress towards achieving the goals set out by this WHOIS Review Team,  published by the time the next Whois RT starts. Tangible, reliable figures needed.
7. 
II. MDR Recommendations as Reviewed and Agreed upon in Dakar (originally from the Peter and Emily documents)

8. ICANN should ensure that the requirements for accurate WHOIS data are widely and pro-actively communicated to current and prospective Registrants. As part of this effort, ICANN should ensure that its ‘Registrant Rights and Responsibilities’ document is pro-actively and prominently circulated to all new and renewing registrants.

9. ICANN should ensure that there is a clear, unambiguous and enforceable chain of contractual agreements with registries, registrars, and registrants to require the provision and maintenance of accurate WHOIS data. As part of this, ICANN should ensure that clear, enforceable and graduated sanctions apply to registries, registrars and registrants that do not comply with its WHOIS policies. These sanctions should include de-registration and/or de-accreditation as appropriate in cases of serious or serial non-compliance. Implementation Dispute language: any intermediary

10. ICANN should allocate sufficient resources to be proactive in enforcing its WHOIS policies and contracts.
11. Building on the 2009 NORC study, 
ICANN should commission regular studies to periodically measure WHOIS accuracy. These studies should provide time series data to enable definitive assessment of ICANN’s performance in improving WHOIS accuracy. 
12. ICANN should develop and manage an accreditation system to allow registries 
and ICANN-accredited registrars to become privacy service providers. [the rationale for this limitation to already contracted parties needs to be developed, and centres on concerns that unknown parties with little or nothing to lose from de-accreditation pose a significant risk to the system]  See James’ voluntary accreditation comment, and concern about reaching to non-contracted parties.
III. Privacy Recommendations as written on Monday Morning in Dakar by Peter, Kathy and Bill and reviewed with Team that Monday 

1) Findings

· The community has not handled the issue of privacy in a timely or effective manner.

As the community  hesitateda private industry arose offering proxy and privacy services to millions of registrants. The industry is largely unregulated.

· Law enforcement and the private industry around law enforcement and the security industry users of WHOIS 
have a difficult time finding those responsible for websites.

· ICANN’s attention has been drawn to this situation, for example: Data protection commissioner communiqués have told ICANN that natural non-trading persons need privacy protection under EU and other national data protection laws. 

· There are protections for free speech and freedom of expression that need to be taken into account. Proxy and Privacy services meet a market demand

· Proxy and Privacy services are terms used in the 2009 RAA but are undefined.

· There is a risk that in the current privacy services regime that the registration data could be seen as invalid on its face as inaccurate (registrant name, privacy service contact info)

· Technical contact information has special relevance and use for operational and security community

2) Conclusions

· The current proxy and privacy regime is flawed and we direct ICANN, the Board, and GNSO as appropriate to fix it.

· For the avoidance of doubt, the WHOIS Policy should include an affirmative statement that clarifies that a proxy means a relationship in which the registrant is acting on behalf of another.  The WHOIS data is that of the agent and the agent alone obtains all rights and assumes all responsibility for the domain name and its manner of use. 
· Remove proxy services from the RAA since the proxy, as an agent, is the registrant. Expand and ? affirmative sentence

3) Recommendations 

13. ICANN should develop and manage a system of clear, consistent and enforceable requirements for all Registrar-operated privacy services consistent with national laws. This should strike an appropriate balance between stakeholders with competing but legitimate interests. At a minimum this would include privacy, law enforcement and the industry around law enforcement.

· WHOIS entry must clearly label that this is a private registration

· Privacy service must provide full contact details for itself, including name, address, phone, email, 24 x7 contact.
LUTZ: Privacy services must provide full contact details as required by the WHOIS

Privacy services must provide phone and email contacts to be put into the whois record which are available and responsive as required by the framework mentioned above.

· Standardized relay and reveal processes and timeframes.
· Rules for the appropriate level of publicly available information on the registrant
· Maintenance of a dedicated abuse point of contact for the privacy service provider

· Privacy service provider shall conduct periodic due diligence checks on registrant contact information



14. ICANN should develop a graduated and enforceable series of penalties 
for privacy service providers who violate the requirements with a clear path to de-accreditation for repeat, serial or otherwise service breaches.

4) Definitions

Proxy:  A relationship in which the registrant is acting on behalf of another.  The WHOIS data is that of the agent and the agent alone obtains all rights and assumes all responsibility for the domain name and its manner of use. 

Privacy: Registrant Name and a subset of other information (possibly null set) but consistent across ICANN

IV. IDN Recommendations


[placeholder for Sarmad, Michael and Wilfried] 

V. Proxy Recommendations 

[placeholder for James, Susan and Kathy]
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�Who?


�By When?


�This is duplicated by recommendation 11 below.  I recall that after initially feeling pleased with this recommendation, we got all worried about this.  Personally, I like this recommendation, and think it’s appropriate for us.  I don’t fully understand the objections to it ;-)


�Who?  We shouldn’t say “ICANN” if we can say “ICANN Staff,” “ICANN Board” or “ICANN Community.”


�Where are these numbers coming from?  Seems arbitrary.


�Compliance?


�This is duplicated by recommendation below


�Is this an artifact from somewhere else?





�Remember, this was very expe3nsive and took months to complete.  Can we incorporate something in to this recommendation that calls for a “streamlined” version of the 2009 NORC study?





�Do not agree that Registries should be positioned to directly service Registrants in this area.


�Prevaricated?


�Given the air time we spent on this one, I suggest we adopt “Law enforcement and other users of WHOIS.”


�Much too vague.  What specifically do we want them to do?





�Clearly, we need to work out what we’re saying here. It may be superceded by James/Susan’s work on proxies.


�How?  There is not a “flag” or “field” for this data.


�Agree with Lutz on this.


�The challenge with these requirements is that they are only effective on the Registrar.  If the service provider is another entity, then ICANN has no bearing on their procedures, practices and operations.





�Once again, this presumes some sort of contractual relationship between the privacy service provider and ICANN.


�Mostly correct.  But we had an earlier definition which included the responsibility to provide conatact information for the customer/subscriber of the Proxy service in a timely manner in certain situations (e.g. UDRP).





