I. Scope of Work (content owner: Kathy Kleiman)

The Whois Review Team (WRT) met for its first formal face-to-face meeting in London to determine the scope and methodology of its work. The Affirmation calls on the WRT to review the commitments of ICANN regarding its Whois Policy:

9.3.1 ICANN additionally commits to enforcing its existing policy relating to WHOIS, subject to applicable laws. Such existing policy requires that ICANN implement measures to maintain timely, unrestricted and public access to accurate and complete WHOIS information, including registrant, technical, billing, and administrative contact information. One year from the effective date of this document and then no less frequently than every three years thereafter, ICANN will organize a review of WHOIS policy and its implementation to assess the extent to which WHOIS policy is effective and its implementation meets the legitimate needs of law enforcement and promotes consumer trust.

Upon close review of the Affirmation, and discussions with its drafters and signatories, including, Lawrence E. Strickling, US Department of Commerce, Assistant Secretary for Communications and Information, the WRT set out its scope broadly:

To assess the extent to which existing WHOIS policy and its implementation:

·
is effective,

·
meets the legitimate needs of law enforcement; and

·
promotes consumer trust

in accordance with the principles set out in the Affirmation, in particular paragraph 9.3.1.

The WRT further committed to review two key requirements of the Affirmation:

· “implementing measures to maintain timely, unrestricted and public access to accurate and complete WHOIS information, including registrant, technical, billing, and administrative contact information;” and

· “enforcing its existing policy relating to WHOIS, subject to applicable laws.”

In setting out its scope, the WRT established principles to guide its work. The first principle affirmed that the WRT exists to evaluate policy, not create it . Scope and methodology were set consistent with this principle.

Additional principles from the Affirmation further guide the WRT work. While each WRT member hails from a particular community within or outside of ICANN, we agreed to conduct our work pursuant to the broad public interest principles set out the Affirmation, including:

· "decisions made related to the global technical coordination of the DNS are made in the public interest and are accountable and transparent" Section 3(a)

· Should “promote competition, consumer trust, and consumer choice in the DNS marketplace" Section 3(c), and

· should "reflect the public interest...and not just the interests of a particular set of stakeholders" (paragraph 4).  

The WRT adopted its Scope of Work plan together with an ambitious outreach and action plan at its first meeting in London, 2011, and published it for community review and public comment in March 2011. These plans became the roadmaps which guided the WRT work throughout its work. 

Definitions: (formerly called Terms of Reference (content owner: Sharon Lemon; edited by KK, further edited by SMR))

Early in the WHOIS Review Team’s work programme, we attempted to identify and define key terms in the Affirmation of Commitments and concerning other aspects of WHOIS most relevant to our review and to the work of the groups the Team intended to reach out to
.
In conjunction with comments from the Community
, the Team found it useful for purposes of facilitating our review that we consider the following definitions as guides for our work: 

AOC TERMS OF REFERENCE:  Law Enforcement; Consumer and Consumer Trust; Applicable Laws:

1) Law Enforcement

WRT defines “Law Enforcement” as

· Any entity charged, or otherwise mandated by government, with the regulation and control of the affairs of a community; an organised body of people officially maintained or employed to keep order, prevent or detect crime and enforce the law.
The adopted definition intentionally does not include private individuals and organizations, such as anti-spam groups or those bringing civil enforcement actions, whose efforts may be viewed as within a larger concept of law enforcement.  By adopted the narrower definition, the Team does not intend to discount the value of private sector efforts to curb abusive uses of the DNS.  
With the adopted definition in mind, the Team consulted with to law enforcement through a questionnaire seeking better understanding of the use and concerns regarding Whois data. The results of this survey are discussed in Section ____.

2) Consumers and Consumer Trust

WRT found two potential classes of consumers:

· 
· All Internet users, including natural persons, commercial and non-commercial entities, governments and academic entities(, and including registrants, registries and registrars).  

· The individual or organizations who purchase the domain name and provide data for inclusion in the Whois. 

The WRT found the definition of Consumer Trust, something the ICANN Community is also exploring in the context its policy-making processes
, to be particularly challenging. Consumer Trust can be narrowly construed to mean the level of trust Internet users have in available WHOIS data; or more broadly as the level of trust consumers have in Internet information and transactions in general.  WRT focused its “consumer trust” research on the WHOIS issues, and reached outside the ICANN community to engage third party researchers for multi-country research. This research, and its results, are covered in Section ___. 

3)  Applicable laws

The Affirmation commits ICANN to enforcing its existing policy relating to WHOIS, “subject to applicable laws.” The WRT, following public comment, found it reasonable to view Applicable Laws as: 

· Including any and all local and national laws that regulate and/or control the collection, display and distribution of personal data via WHOIS.” 

The Team understands the “applicable laws” reference as limited to privacy laws and regulation 
and notes ICANN’s existing consensus policy relating to conflicts with privacy laws. The Team considered but determined not to include within the definition international agreements and regional laws, recognizing that such laws are enforceable only to the extent incorporated into the domestic laws of contracting states.


WHOIS PARTICIPANTS:  Data Producers; Data Controllers; Data Processors.
4) 
The WRT determined a need to identify and differentiate the various actors  in the WHOIS supply chain, and understand their decentralized, and distributed, responsibilities for WHOIS data and its processing. We identified three categories of participants:  

A.   Data Producers: The individuals or organizations who purchase domain names (ie domain name holders/registrants) and supply contact information for inclusion in the WHOIS data. This group is also responsible for the accuracy of the WHOIS data. 

B.   Data Controllers: The organizations responsible for promulgating rules prescribing how WHOIS data is to be collected, stored, released and used (ICANN for gTLD Registries and Registrars; This group also includes governing boards and/or government entities for country code TLDs (ccTLDs), which are beyond the scope of this Review as they are independent in their policy making).

C.  Data Processors: the Registrars and Registries engaged in the collection, storage and release of the data, according to terms and conditions promulgated by the “Data Controller.”  Data processors may also include other entities within the supply chain, for example resellers, proxy and privacy service providers. These entities do not determine the nature or use of the Whois data they collect, maintain and process; rather the Data Controllers do. 
WHOIS COMPONENTS:  WHOIS Data; WHOIS Protocol; WHOIS Services:
Finally the WRT found it useful to define, the data, protocol and services that comprise the term WHOIS.  In this regard, the WHOIS Review Team found the work of ICANN’s Security and Stability Advisory Committee invaluable
, and extends its thanks for the explanations (and engagement throughout the process:
A. WHOIS Data: The information that registrants provide when registering a domain name and that registrars or registries collect (registrant name, address, telephone; administrative and billing contacts; etc). Some of this information is made available to the public. [...]

B. WHOIS Protocol The elements of a (standard) communications exchange – queries and responses - that make access to WHOIS Data possible. For example, the WHOIS protocol (RFC 3912) and HTTP (RFC 2616 and its updates) are commonly used to provide public access to WHOIS Data.
C. WHOIS Service  The service(s) offered by registries and registrars to provide access to all or a subset of WHOIS Data [...]



 

� A full discussion of the Team’s work to define the selected AOC terms of reference, including comments received from the stakeholder communities and the Teams responses thereto, can be found in the Appendix at ________. 





�Check for sense here.


�I couldn’t find a bullet to match!


�States the obvious.? Misleading emphasis?


�This was not in the earlier definition of consumer – what was in was the three classes of participants set forth below.   I do not know if we have a consensus for this definition of consumer?


�The WRT is not policy making, so “other parts of its PMP” may be misleading.


�Sharon had lead off with this definition, but here it takes third spot.  If we treat the terms in the order they appear in the AOC, then this shoud go back on top.  On the other hand, perhaps its more readable here.  Thoughs?  


�I’m not sure that the definition is so limited.  Because  it’s framed to capture relevant laws which affect the WHOIS.  They may be privacy, but they might be others too.


�I think the point is that the applicable law depends on the context.  Any law  could be conceivably "applicable".  Laws relating to privacy or otherwise governing the disclosure and professing of personal data are the most foreseeable applicable laws in the context of WHOIS, but there could be others...


�Add footnote referencing the papers, and explain that we used the explanations, but not their suggested defined terms, substituting our own.








