ALAC

Trinidad and Tobago - .TT (?)

Dev Anand Teelucksingh duing the ALAC consultation said that, his “ccTLD doesn’t even offer WHOIS at all”. 

I don’t know Dev Anand Teelucksingh, but a quick search on the Internet suggests that he is from Trinidad and Tobago.

Australia - .au

Cheryl Langdon-Orr mentioned: “despite the fact that one can have a bricks and mortar address in a system it need not necessarily be the actual address of the registrant; and that’s something that we see in other parts in some countries, even with quite strict regulations such as my own. You have the ability to have what’s called ‘registered office

address’ which is a bricks and mortar situation; but you also have in law the right, with the appropriate motivations and knocking on the right doors with if necessary the right pieces of paper…

NUC

Milton Mueller suggested that there may be a full ccTLD WHOIS study from back in 2003.  It may be useful for us to see if we can find the compilation even though it may be outdated. 

SSAC

None

GAC

None

RSG

None

Community

Irland - .ie

Michele Neylon suggests that Irland: “in .ie the only data that appears in WHOIS is the holder, the holder name, the WHOIS output is a bit different to a standard one. So in the case of a domain that will be registered to a company, so let’s say domain holder Blacknight Internet Solutions Limited, and then you would have the applicant. There’s two, an applicant registration type classing type think. I mean, think of it a bit like your classes for trademarks; same kind of concept. For a private individual again, you just have the holder is Joe Soap, but no contact details for Joe Soap. There’s just a nic handle,

which obviously is going to be unique to the person. And if somebody needs to contact tehm for whatever reason, be that in terms of a dispute, law enforcement or whatever, they can go via the registry.

….

If you do a WHOIS look up on say Blacknight.ie for example, you’re going to get back name servers, you’re going to get back expiry dates, you’re going to get back handles. You can’t look beyond the handle. Now, in the case of the applicant, sorry the domain holder type, if the domain holder is down as a body corporate, in other words a

limited company, you can of course go to our company’s house type thing and get back data there. And if somebody had, if there is the case of say a WIPO dispute, as part of the process you would go to the registry, but not via command line. You’d go contact

them using more manual methods to reveal the data.

United Kingdom – corporate (.co.uk)

Michele Neylon suggest that: “For .co.uk you’ve got the opt-out. And again, if they’re a legal organization and they try to opt out, as part of the WHOIS review stuff that Nominet would do, they get opted back in. 

Europe - .eu

Michele Neylon again: “The .eu registries do the same. So they don’t, they’re able to go

along and kind of validate stuff and make sure that there aren’t kind of weird inconsistencies like people registering as Mickey Mouse. .eu again, there’s very little data available in standard WHOIS and if you want to get more data you have to go to a

webpage, you have to go past a capture. And they also have taken measures to protect the email addresses. So they’re rendered as a jpeg or a png or something like that so you can’t scrape the data off there.

France - .fr

Michele Neylon finally suggests that: “.fr has the option as well for a private individual to be opted out. And that is actually provided by the registry. And they provide an

[atanom].fr.

CSG

Marylin Cade suggests the WHOIS task force from way back should have some ccTLD information and also the subsequent OECD report on WHOIS should have some additional ccTLD information. 

RYSG

None

ccTLDs

The Netherlands (.nl)

As submitted by SIDN: 

“As a ccTLD manager based in Europe SIDN is not subject to any obligation to provide any whois services on the .nl-domain at all. We do however still provide such services. Historically probably just because everyone did it and currently because it is in the interest of our local internet community.

The whois, what information we show and how you may obtain the information therein has been subject to extensive discussion with and within our local internet community. Until 12 January 2010 SIDN offered a full and open whois service, comparable to the gTLD's, but changed that after the last consultation with our stakeholders to our current form in order to better protect the privacy of the users.

In order to help the working group in their difficult (not to say impossible) task, I will try to give a short description of our current services underneath.

Be aware however that also in the Netherlands discussions with regard to the whois are always ongoing and what is today might not be there anymore tomorrow.

Secondly please note that a number of 'solutions' that we currently use are not exactly scalable to gTLD's. We make use of the fact that we are a country code TLD and for example only provide non-public whois details to Dutch law enforcement agencies and to Dutch based attorneys.

Further be aware that we have never received any approval (nor disapproval) of the Dutch Privacy Authority with regard to our current whois services. So please do not automatically assume that what we do is completely in line with the Dutch and/or European privacy laws.

Description of the .nl whois

1.
We have split the whois in different forms for different users:

a.     Public whois web

b.     Public whois command line

c.     Whois for registrars

d.     Whois for law enforcement

e.     Whois for CA's

2.     
The last three (1c - 1e) forms of whois still show all information that we provided before 2010 but they are only accessible to the groups that they were created for. (see further under 7  - 9)

3.     
The two public available whois services provide limited information.

a.
via the command line we only show the status of the domain, the name and physical address of the registrar and the name server data.

b.     
in the public whois on our website the information is limited to:

             
i.    
status if the domain

          

ii.    
name of registrant

iii.
e-mail addresses of admin-c an d tech-c (protected so that they are not easy to copy)

              
iv.   
name and physical address of registrar

v.    
name server data

c.     
on our website we do not show:

                
i.   
Names of admin-c/tech-c

                        ii.    
Address details for registrant/admin-c/tech-c

iii.    
Telephone numbers

4.
The reason that we still provide the name of the registrant is because a name without any contact details is for most of the people not very troublesome and gives the registrant the opportunity to check if a domain is registered in the correct name.

5.
We do not, like for example .net or .uk, make any distinction between private and non-private persons as we think this will only lead to an extra complaint procedure. We might consider however to give registrants the opportunity to decide for themselves if they want us to publish their address and other non obligatory contact details.

6.
In order that .nl registrants can be contacted regarding legal matters, SIDN will make the address of a registrant available for that purpose to an attorney or court bailiff practicing in the Netherlands who makes an individual request for such information. A special manual procedure for processing requests has been set up.

7.
The whois for law enforcement is open for investigative and law enforcement authorities that have the statutory power to require SIDN to provide full details of a registration. These authorities may obtain automated access to the whois provided that certain (contractual) conditions are met.

8.
SIDN registrars can make use of a dedicated Registrar Whois service. Registrars need access to Whois data in order to undertake legitimate registration activities. So the full Whois dataset remains available to them. This is however subject to revision as we are currently not able to fully control that the information is only used for legitimate means.

9.
SIDN also allows Certification Authorities (CAs) access to the full whois dataset. The procedure for CAs with regard to the issuance of SSL Certificates usually includes checking whether the details provided by the certificate applicant are the same as the details that SIDN has on record for the relevant domain name. Since CAs make their enquiries at the request of the registrant itself, SIDN is willing to provide them the requested information.”

The United Kingdom (.uk)


[NTD: I can’t read the nominet report.  It is all blurred out when I go to the link]



Canada (.ca)

CIRA went through an extensive WHOIS and privacy policy reform in early to mid 2000.  Prior to the reform initiatives, CIRA provided WHOIS services which were in line with the gTLD WHOIS approach, i.e., it displayed and provided all registrant information including: name, domain name, registrar of record, date the domain name was registered, contact details (email, mailing address, telephone number, and fax number), the date when the information was last changed.  
After extensive consultation with CIRA’s stakeholders, CIRA made a distinction between two types of registrants: (1) private; and (2) corporate.  Private registrants were natural persons, but also included small organizations such as a 5-person corporation (which could go up to as much as 10). The latter was in line with some rulings by the federal and provincial privacy commissioners in Canada.  For those private registrants the default was not to display any personally identifiable information unless the registrant chose to make it publicly available.  For corporate registrants, the default and only option was to have all its information publicly available.  

CIRA also implemented a process by which a corporate registrant could apply for privacy protection.  Once a corporate registrant check marked that it would like to keep its information private, CIRA did not display the information for 30 days during which the corporate registrant had to provide proof that its request was legitimate and in line with CIRA’s WHOIS policy.  Legitimate reasons may have been a battered woman’s shelter or some other organization which, for security reasons, may require greater privacy than other corporate entities.  If the corporate registrant satisfied the request for privacy, the information would remain private.  If, however, the corporate registrant was not able to satisfy the privacy request requirements, the registrant information was automatically published after the 30-day timeframe.  

At the time when CIRA launched the new WHOIS policy, there was no special access for law enforcement of any type.  However, within a couple of years after launch, CIRA responded to some significant pressures from law enforcement and implemented a new policy entitled “Request for Disclosure of Registrant Information for Law Enforcement and National Security Agencies – Rules and Procedures”.  The policy provides a fairly limited access right to law enforcement which includes the investigation of child exploitation, espionage, or imminent threats to the Internet. The disclosure, unless prohibited by law, will be made public to the registrant whose information was disclosed, within 30-60 days.  

The full policy for law enforcement is attached hereto as Appendix A. 

Appendix A
[image: image1.emf]






 

















            



             








            




 




     





               




 

           


 
 
 







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